(IoT) 7= 7H&

NERE

2. TCP/IP &4l B2 EZ

3. IoT AR A& Z2EZ(HTTP, MQTT, CoAP)

M (Wireshark &8)

jifd



1. AFEQIE{Y(I0T) 7|& 7He
(1) Ar=QIE{4Yl(Internet-of-Things) 7i&
= AZQUE (0T, Internet-of-Things)O| & “AtH, At=, HO|E| & E=

742 OlE|HIo 2 HZASI0] A EO| MM.-AZl.22|-8r22 E5j HIZIX|E

MAsHe 7142 olojst,

- OOl 22 UF MME ABHZ
AFEEIA B, 2|20 B2t

-
Ol ZEAH 48= 1 UH.

rir
40
r)—
rd
o
L)
ofm
r=
=2
R
o
_|
N
>
o

<RE g AZHFE AFBUE (o) HIE>

1) IoTQ} SAfSH 7HEC 2 X IoE (Internet of Everything), IoST (Internet of Small Things),
WoT (Web of Things) & &tQfeh 8017F AHEED.
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(2) IoT MH[A/7|=2 8 84

= JoT AlH| A= CJH}O| A (Device)/AlA|(Sensor), Y E I (Network), S
E(Platform), E&}0] E(Client)/AMH| A (Service)= JL/d = C}2),

= AREQUEY ME|AE ZEE MM (EHO| L) A[2EHD, MME S5l
G gt HojE= Wi-Fi  0la&4 59 HEYA il 7=
EAHEOISAA) MEol| Mt EHE M= MM E &Sl =3
HOIHE HEY, &5&F 245t D= YES Hdstd) o|F a2
(Client) 52 3& AH|£(Service)O| S

¥ ot mjo

ClojE] 4&/AH|
TEMPERATURE LIGHT

P 0

PRESSURE WATER ‘

dlolg &2

S

» Mg

D N P C(S)
<loT ANH|A/ 7| 28 24 (D-N-P-C)>

2) IoT 1484 47125 014 D-N-P-C(S)2 B3I} 0| IoT %0+ Of2}, ABAS(A) Y
| SHI0lEf B Mul 20l B3y HBSc

) BYBOIME DY EOIES Ho* A%, BRISP| S EOIE] ]SS AMBSHD, o o

Y o e JHstE, 22 U 983 YE MY 52 sl UBAS 715 MBI,
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(3) IoT 28 AMH|A

Ecological vehicle Wind generator

Healthcare

ananan

Telemedicine

4) SAA=O| otEH A IoT MH|A A[ZOA "AO0LE

_4_

Wi

&' MH|ATZ} 30% HEES (R[5t QCt



- MY B AHBLF MUFO|E IoT 7|20| Qe T Ut ol 7|42
2&or0o ey H = 2F0| tiet HIo|H & ol AN -HA|),
SASE(EA| ME )| dEFoH, FHF0AM HOIE -7t H USRS
7l=5 H&or0 dHufe 2230 #E8tH.

T TEE—— SRS ... &
'_w — ! Coast |
system / (VTS, etc.)

NN >

$o4viT
Ri =
her automated systems

system /

[ >
z

AU SYS XS AL RS U = D MIE]. HQE 2ICO|E £%] QI X{D] .

Long-Range Wi-Fi
: 25km




1oT Platform

loT Device

IoT E3&2 Ut 7Is& ASetH. HHfo|£7F d&st= HOIHE
Fgfetl o|F EMZ YOOl & USAs 7|Ee H-&a5 ArgAt
22 S8 MHIAE OIglz OYeh G285 Alsh
Ofgfl 150M & 4+ AXO|, EHFOIM= T LHO[A &2, HEAZ
S4B, HOIE 24 U ABAS HEEE V5 52 4T
l;’ m ioT Services ! lL Applications and Services i
Applications and Services Support Functions
| Cloud Support ‘ | Mashup Support ‘ ‘ Service Support ‘
o | B3 .
rat e Core Functions
Security & Privacy Semantics & Knowledge Resource & Service
:lm m m‘ Data Analysis Semantics
Discovery
Authentication &
i ’ Sl Resource
[ ¢ Management Management ’ ‘ Device Management ‘
Internet
Secure Data Exchange
m Ga::way Connectivity & Underlying Network Management
_l SecurityControls ;::Tg«m ’(onmc;'l:nk::th Comecity Protocl
— HITP, MOTT, CoAP
DROFE LT ) :

| Infrastructure

2| 20= T o et 7[YolM iYd” S FS(SDK, Open API
S) 7iEa A &EastiL %EEEH, & MH| L INTAS2 loT EHES
o

7|22 et IoT 58 MH[AE 27 HEE = U,



B. ZLQ| IoT Z2HE Jjt

£3F) A LG, KT, SKT 59 of2| th7| QoA Atz IoT =
H

(22| S3F) Google, Amazon, Microsoft 52| 7| =
CHFsh ToT AMH| A2 AAStL QL.

0

L= SF
o

00||

odh M2

KETIZF=ZA A7 | = 1) M= 7hg

I:HJgEE f22 A|gstL QUL

o
HES

AES0| IoT

NSO AFAO[A 7 et
Ix gy =
<HUE IoT SRHE WY P>
7= | =AEY 7| & £ 3
QIAHIE FASHY 4F 1oT C|BFO[A KO
i AR R X !
Smartthings | #SEM | 24 oing =4 cisrol2 Ko
KT CloudE &8% MHIAE X|AY = /US
loTMakers KT c=° = s re
B2B AtE= &3 7|¥& loT &2 574 M-S
=LY
SKT QZ2/HIOJEE 7|82 2 |oT AMH[A X[J
ThingPlug SKT T
LoRA C|BO|A2} AHE 7|5 X|&
oI|:1|- loT 8 _9_ 7H|:||-x|.% O|-5H AA JE x-”_T'_
Mobius KETI N °
http://www.iotocean.org/
Google A|=E =&&3%t X 7[g loT &FN
Cloud loT Google Hs
TensorFlowE &&%t Mild{'d MH[A XS
S [T A Amazon CloudWatch, Amazon DynamoDB &
0 mazon
o 222 LE/DB2t A MH[A XS
=2
, loT YA S| wot AJMEFALE HOH ERHS
Azare loT | Miorosolt | g j0) o ormier ojzaiAold BE 7hs
o, od¥A 5 =22Y V|YS0 33L2=2
loTivity OCF 2E
AEQHY =X E3E #F HE




5) HEHAT 848 7I=

= ZFE [oT CJHIO|AOA AZE HELE HEYI AL 7|22 52510
loT BAEO2 HLECE O1F o ABS HIEHY Y| G2i OIEEL
(3G/LTE/5G), Wi-Fi, Bluetooth, ZeeBee, LoraWAN & C}FSHLY.

Cellular/LTE/5G (3GPP) Wi-Fi (IEEE 802.11)

Cellular Connectivity For The loT "'-'-r .

wherever @ S

ol
\ " INTERNET
. OFTHINGS

ZigBee (IEEE 802.15.4)

%)

=
&
o

s

o e G

<HZeth 1oT HIEHZ 7= (CHIOlA « S3E)>



Ofl A

SE,

ZtHEYZ 7|22 HIOI d454E U A57 2 (coverage) =M
EZ0| QIT}. O| 554l 7|&2 EAHEY A0 Aetstl, Wi-Fie
= ZeeBee 78] I & EAI0| HEHSHC),

' Wi-Fi
IEEE 802.11xx
(a/b/g/n/ac)

3G, 4G, 5G
(WCDMA, LTE,
LTE—Advanced)

Gbps
~~
.

| IEEE 802.15.x

Mbpe i (Bluetooth, ZigBee),
: Thread, Z-Wave
= NB-loT
LoRa, SIGFOX
kb
ps = ((R)
ﬁ%ﬁég
° o o 0 0 O
MH[A HHA im 10m 100m 1km 10km 100km
<loT HERZ 7= &4 Hu(MESE vs. HHEIX])>

HEHISE EM=E HHfO[ A2 SSFH0| HO|EE W&ot
eb)

HHE IoT HiAA] M& ZREZO| AREEH. OH0= AW

0= AHHE A3 MAE2O=Z2 MQTT(Message Queue

Telemetry Transport) & CoAP(Constrained Application Protocol)

2E 20| g0 AFRED ULt
5) LoRaWAN 2 NB-ToT %*_I 7IEE RSt HBOR Bofel A4 BU Jlo] Jhestc
6) o HAJR| M4 Z2EZ 22 LSS 0] He| Sureoly LB



(6) ToT CL{HO|A/41IM

= IoT AH| 20| T2} LSt 220 AlA 52 CjH[O| A7} AFGEICE 02
SO ADEES 95 CCTV, ADIELE 2& HA, PAHOIS &
Aed 5, MHA S U S| T2 Cjuo|A R LY,

loT Sensors loT Wearable Devices

CIUSH IoT CIHFO|A/MIAL

= Z loT QHOJ A= =H JES S§-+4oI0] S2E MH0| dZor=H,
O|Z Qaf TCP/IP & MQTT/CoAP £ T2 EZE 7|50| CjHIo| A0
TANE|O1OF St Of={2t IoT HHO|A JHEE %o Of—'.:—ollr- = CfZH|E]
o] 52 Open Source of=2f0f HH|7F 2 HEE 1L UG

<loT C|H}O|A 7HEE SH=R|0{ (00|, 2f2H||2|Tt0])>
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2. TCP/IP &4l TEEZE

(1) IP==2(address)

ZA2 QIE|Y Ho|N U ZEE
& 53 yriyel ARE o

. IP(Internet Protocol)
o =
AREO Ho[HE dEd + UL

IP= HZ(version)of [i2t IPv4Q} [Pv6E2 & =0, IPvd S24E
"129.64.35.131"4{ @ 47§2] MZI4Q} “ 5 ALRSEI E3BHCY,

1000q001 01000000 00100011 10000011

129.64.35.131

<IPv4d F=A°| HA(dotted-decimal notation)>

- IoT MH[AZ YaliME 4 Bh2 MO IP 247t WS £[0f IPvd
(326|E) 47} BE5PA| E|YCt 025t 24 HE 22 375
oI5| 1Pv6 (128H|E) R4} JHLE Lt
B 128 bits .
1111110111101100 LX) 1110110110101011

FDEC ; BA98 ¢ 7654 § 3210 ; ADBF § BBFF § 2922 [ FFFF

<IPv6 F=A2| EA(colon—-hexadecimal notation)>

_11_



(2) =09l O|&(domain name) & <=4 (URL)

P2 A= AFZIO| 7|57 O{@7| WH20| 7|2A5t7| 42 =[Ol <!
(domain name)O| E 25ttt QI L2 QAELIOM AREE AlEs
7] ol ArESt= AREHS L7 O[F0IT. A& =01, WolH =LO]R|
MH = “www.naver.com'gt= 0Ol U2 ArE3FHCt

AU S4l= ?foll4= DNS(Domain Name System) MH{ & AL-Eo0]
el ofFo sliget= IP F4AF B0 2= AFO| T RsiH.

DNS AH

o
T
o

—

CE

<DNS AMHE =83t P Fa

ot

=>

=42 URL(Uniform Resource Locator)O|2f11 = StH, QIE{ L0 M
d EEMY HRI'E HEH = 40|05 Has TS 20| “EAMH
=3 FRY o2 THHC)

O Jm i

http:// HA W o] F /|| BEBEL °lF)

<EF2(URL) OAI>

7) AE

=0, “www.naver.com/index.html"2 4|O|H HAH(www.naver.com)oi|A “index.html"

ojz 2A HZZ UERE URLO|CH



(3) TCP/IP = EZ AE(Protocol Stack)

= QIEY 412 g 18X TCP/IP Z2EZ A0 slidst= oF
Jf2 BRERSS B3 A0 0|20
AFZ} (CIHE! 22 AHIA)
(Application) | | FTP SMTP Telnet HTTP
TCP/IP =
Protocols (T_r';l_fsjﬂfrt) TCP UDP SCTP
HESAA A=
L (Network) IP (IPv4/IPvG)
FEP »
(Data Link) HiolH & 3 Aol (Ethernet, WLAN, CDMA, W-CDMA S)
(iﬂﬁ) S /24 SL0 A (Wireline Cable, Wireless Media S)
<KTCP/IP T2 EE AEH>
- TCP/IP ZREZ ASHS 57H0| 7| Z(ayers) Q2 FEE|D, AZHE A3
O] t2L} O] F MY 3ASUHEYI, & S2)2 TCP/IP ZREZF
2B ot QUE YoM HFEZF GO HE 7|es= sdtH
<f| 2>
- SM D2EZ0[R SHTE"S RIS F o] ZREDL A2 SMS
ob| RPiME 2= QY HH|S0| Z=2EE0| M2t SA= offof ot

- EZS VIR0 SM DRES EES HEID, TCP/P D2ES0| HESI=

IETF HE&EQ 7|20IA RIYET QUTE (http://www.ietf.org/)

8) =82 EZ=z=E= 2FO|: [P(Internet Protocol), TCP(Transmission Control Protocol), UDP(User
Datagram Protocol), HTTP(HyperText Transfer Protocol), FTP(File Transfer Protocol)

_13_



(4) Internet Protocol (IP)

A IP 4 29I

+ P ZREZ2 QIEY YEAIAWS S P B

E
A dZat7| #s *f%%':f ZH T A-gojA B ELY

SE{(router)Z ZR5M ElLH, 2t 2QE 0N IO ZatEof
QU ‘4Al IPRA'E ZTBI0] S| HREA P IS MLt
7|5e sttt

 HA, W AREY P SR ZOrEAP). ofgf IF0M 2OA[X
Of, i AREH IP4 & MEY OFAT, AO]ER0[10), IPv6 =4 59
(@)

. 1eB0::607b:25da:cBbe:bB4dekd
- 155.230.34.234
: 255.255.255.0
- 155.230.34.5

<HAFEON IPFA 0I5 |>

9) WindowsES ALSSHE ZQ 9% SHEte] ZMA0| ‘omd 2t Uate 9 1A
ZE' 30| Pk Of U ‘ipconfi’ BHOIS YASHA L HEEIY PRAE ol

10) 017[0flM O] EfO](gateway)= W AFE7F BZEEO A= 2LEE 20t

I:I_".J_
o
ol
=
Ofu

_14_



@ 7t AFH= A IiZlo|M HI0JHE 50101 0t HY

Cte 1¥e TCP/IP ZE2EZS O|8% IP W% M IYo|Ct

og g
dols  dolE
e 2F 2F

IPF2:1.11.1
SHANIP T4+ e11.141

IP {7l = 5{|Cf(header)2t §|O|E{(data) =2 = FdE|=0|, sEH EZ9
SMARE £AALO] TP ATt 7| EFCEH [P MZIHE2 QUE{H A2 Et°E1

=2

(router)o|| 2JsA O|F0{ZIC} 2t 2t E|= 228 H|O|&(routing table)'
= 22519, EY M7l 2 {4 = HdZF(forwarding)si{Of &X| & A,
O|x{& Of2] 2f2E<Q| 7! MFH 2 Solf 2IFHLCE IP I{7I0| £41H

BE(O Z2517 ECL

_15_




C:HWUsersHsjkoh>ping www_google.com

142 .250.207 .68] 32H}0| E H|0|E1 AP
> HIO| E=32 AlZ2F=41ms TTL=11

: HIO|E=32 AlZ2t=41ms TTlL= 110

: HIO| E=32 A|Z2F=41ms TTL=110

: HIO| E=32 A|Z2F=41ms TTL=110

o

Ping www._google.com
.250.207 .68<]
.250.207 .68<]
.250.207 .682]

.250.207 .682]

.250.207 .6801
ojz2l: B =
=W FICESE
A = 41ms. FC 3 A1ms

0l00jocjoolo
L] R

£
=
bl

0 (0% &40),

Y
iffe

H& 3} encapsulation)O|CF, AL 219
HIO|E|= &6t 1P S E5H OIE{Y I§ZI02 JAME|T £A HIEZ
ML} QIE{SIS SFaliSHCE QIE{HlS E2F5H Ii7I0| LS4l HARE | EHSHS

H
P
r>~|
ﬂJE
=
ox!
=2
R
ofN
Fo

rot
ox!
rlo
U

— -

T, Elol8= H3&st(decapsulation)S ol A0 HAEEH.

| Sl || Encapsulation | | RPN || Decapsulation |
= = Data
L5 _ﬂ < > -:1.1
ﬂ i)
La < AT b=t=
ﬂ

L3 [H3[[H4[ 05| Data | lTli:]nl:M-:m.EEIH
]

|L2| [(FAlAEIHAlE m-m < (H2[A3[HALHE] pata [ 12

[L1] |1Io|011I1I0I0I1Io|:> r—>[1]oJo[1][1]0]0[1]0]

<OIE{4ll Ti3l PH&ESHencapsulation) ZPE>

Y
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C. IP Ij§Z! 9||C|l(header) LOH

P RAS P I HE S20| 7|2E0f 29EQ] 7 LI HZH
CF. 1 %10] IP 3G 012 73| CHfsh Y 2E EHBHCt IPv4 §Es
£ 20HO|EE AME|H, WRO| T2} &4 (option)o] 27HE 4 9

20-65536 bytes

oI- >‘“

a0

20-60 bytes

T Header Data
VER HILEN Ds Total length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits

Source TP address

Destination TP address

Option

<IP IfZ! oi5>

Pl Sfciol Zeish= 2 WE
6

e VER: IPv4 22 [Py | IP HIHS L

%
IPv4

e HLEN: SME mZgfst

ol Z0](20~60B0|E; 4HIO|E TH2])

e DS: Differentiated Service Z2EZ0| A2E = 4L oY HEE ZAR

Al

« Total Length: 8|2t HIO|EIE ZSleh |P THZIQ| MN| ZO0|E HAIR
o 2HN{ 2fQl IHZI0| & =50] fragmentation E[AS 40| £t HE &
e Time To Live (TTL): IP THZI0| S 7HO| 2IREIE AKQIN=XE TAEt

e Protocol: T{ZlQ| HIO|E7} Eelste E2E=E ME (O] TCP, UDP &)
* Header Checksum: &|E7t T& =50 RLEE AM=X] AAGH | 26 AFEE

e Source Bl Destination IP A &A1 AEHO| IP FTAE J|=st




(5) User Datagram Protocol (UDP)

A. ZEMLZE S

M

+ P I2EZS HEATONY IS HLYT| s AFREIE RO, U
A

U TCP ZEE2EZZ 444 AFHY Z2NA(ZE2 - S22 9
ArEEICH O|& 'EEM A7Hprocess-to-process) E41'0|2F HELC}

Processes

Processes
(Running application programs)

(Running application programs)

Domain of IP protocol

|
,‘ Domain of UDP protocol

<IZM|AZE SA (process-to-process communication)>

—

+ UDPY 28 75(AA Rt 7|
A

—

a1 =2 % o
88 Z2IYRE Z24N! Buig A =
E

= QoM 2E TCP L7l 5i|T0| = 2H[O|E F7|9f &4l ZEM ST ZotHDt

_18_



B. XE H3S (port number)

= 9HH, UDP (TCP Z¢f) 59 #3415 W2 o Foil= 2 HIO|E 37|
REHS 7 ZHEOf o0, o2t REHe = HRHOM 52 3¢
Ex

Tt SEMH[LTE SAY|

L [S)
4 QUEE, 1 50| OfF S8AH| A0 Ch3t B S TfZl0| Z3fstD
=
=

=2 o=
A= A& HEHZ| oM ZEHS7F TCP, UDP of| 50| Eetk|= Z10|Ct,
Z2 M
Port = 80 igs Port = 80 T
TCP/UDP Data TCP/UDP Data

IPFa1114

Port H&: 80

= & o) (=) 4
SS YIT STMHIA 4>

12 7RIS SARHME GOl
H&5ta ULk,

afol], £AE

2130 HIolH

12) 29 MH[AEE ZEWSI Hoh3 ASH 0|2 ‘well-known EEHS'2; S} (YAH|A:
80, DIUAIHA: 258, TIUHS MH|A: 204 &2 214 5)

_19_



(6) Transmission Control Protocol (TCP)

= TCP&= 71 B Ar&E &= #8418 Z2EE0|H. UDPE Z=M[A7F
EAS Q| ZEHS %E'E'_f Z1I-8—3f5 Eoﬂ TCP—, o 7='E(connect|on)
yul

— Vi 1 o _4_2 ; — — [ -
* UDP< 'H|A[Z[(message) T¢{2| TO|H H&5 +Yot= EHHO|, TCP
[} _4\_2 A=SH= = —_
210| Ch 8% AE(stream) HOJE| HES LHETNI, 0|34 CjU!
o —
7l A& #ell TCP sH& Ot EEE AGEHH.
H Header Data
_,_,—'—'—'_'_'_'_._'—'_'_'_
Source port address Destination port address
16 hifrs 16 hits
Sequence number
32 bits
Acknowledgment number
32 hirs
HLEMN | Reserved U e T: L .S i Window size
4 bhits i hits R S| = Y - 16 hits
’ ) G KR H | PN N ’
Checksum Urgent pointer
16 bils 16 bits
Options and Padding

<TCP Izl 3| (20 HIO|E)>

13) UDP= 2 A2 HIO|E|E AA|7Hreal-time) &0 &8E|1, TCP= U4&F CIO|E{Q
A<(reliable transport) A{H|A0| &=L}

=20 L

14) TCP S| 20H0|E 7|2 WEQ SHOR JAE|D, 0 9 4HIO|E WEO| $44 EEM
CE A

S5 ZefM 1 510 2F7A0] & SSA0jer H4HE TES ZE (ME LHROH ol

=)

o
r|o m

_20_
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B. TCP A4 &Z|(connection management)

= UDP2} He| TCP2 HEHE] 7|52 Al3sIH, OI% Sofl CloJE &4
HHIE A|SHoz He|oitt, ofe "2 TCP 23 WY S 20 EH.
- @
Client Server
SYMN -
SYMN+ACK
ACK _
DATA (ACK) I
FIMN
ACK -
- FIMN
ACK _
<TCP & 2% 9 ohx| IFg>

TCP oiZzke| ufd

o (%3 HH) clientZ} MY SYN(synchronization) IHZIS TESHH(1), server=
O[0]| CHet ACK(acknowledgment) HE2F XRtIC| SYN HES HH2 mf7l
HEOHH2). OJOfM client= AMH{S| SYNO|| CHet ACKE MESe =M P14
2SS 2E0H3). Ol2et TCP 1FdS 3-way handshake 1Fg0|2t £ELt,

« (CIOIH &) ¢Z 28 20 client@t server= H|O[H IHZE wetohal
gS0k= ACK IfiZls Soll H0[HS| d&X2 w4t 0155 SHiyo| S=eitt
o (D4 BF) 92 == Sl dient= FIN TH2lIES ©E0KI(1), server= ACK=

SESHH?2). 0|01, serverZt FIN IHZIS TE6HH (3) client/t ACKE SRS
0y M14=2 BS=HH4). O]t IFHZ 4-way handshake 2HFH0[2} 220}

_21_




C. TCP 2 #of ¥ 52 o

TCP= UDPZ2} EFg| &4let I{ZI0] &4H(loss)EUS 8%, AMHS
(retransmission)2 S5l LEE ZE1LStC;. 0|2{st 2 EX|0f(error
control) 7|51t 34 4 defet Ho| d&S 4lot
=0

, 0| & “sliding windo £ A|0f(flow control)”2t 3FCH15),

| Window Size = minimum (rwnd , cwnd) I

rz=

P}

O

T

A

loh ofo
off

m|o

2

N
T
T

eee n—1| n [n+l e o o m-1| m |m+l| eee

I_’, Sliding Window
G

losing Opening
<TCP SEX|0{(Sliding Window 7[2h)>

TCP SEX4|0{(Flow Control)

-
fu

OflA n=1 &0 BIO|EZEX[C] LO[E]= O[0] H&0] 2tz El SEfO|L,

|
0

Stk= F7HLZ “n ~ m HI” HO[HE 22+ 20, 0|F Window
=712t ofth. Oler Window 27|= =IXe| HIHEZ0| <[o Z2F &L

SlEl HOIE0] CHOH =AIX =25 E] olie ACK IHZI0] (TCP of|H2] ACK
numbers 0|&) EA0IH, T50] 2taEl Je2 751 Windows FHA

o2 QE%Oo= O|SA]ZICHOIZ ‘sliding'0l2t &)

15) TCP= 2FA0 2 3840 202 2%A[0](congestion control) 7|s% A|&2M.
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3. [oT HARA] & E2EZF

= IoT WM& £%3 C0|EIS ZHBO2 H53t7| Ysi TCP/IPY S8

AE ZEEZEXM HTTP, MQTT &2 CoAPE AtE

r0||
1

z T
A% MAZ D2{510{ 742 UDP 7|2te| CoAP1é) T2 E20| H2| AFgE)
I QI 37px| ZREZ0| A Helstw Credt 2t

<HTTP, MQTT % CoAP9| EA H|@>

CP 7|&te] HTTP & MQTTZF 28] AR, 2/ Z0=

DEEZ | ERJT | MS Y oY ZREZ | EOHJls
HTTP IETF GET/POST TCP TLS
Publish—
MQTT OASIS _ TCP TLS
Subscriber
CoAP IETF GET/POST UDP DTLS

A. HTTP (HyperText Transfer Protocol)

« HTTPE QIES

> >¢

ZEZ2M Client-Server L& [I&

M
=
3

= 4 Cliente EMHOAH WWW EE=ME 2 (Request)st™, FAMH
ol F(URL) El=M =2 SH(Response)ettt. ¥ S0 E= K2 €
oF SAI0| A2 £3lE &~ U

16) CoAP Z2EZ2 59 W73 ZREZ2H UDPS A8 TCPE A8S|E St
17) HTTPE 519 % EEE+£A1 TCPZ ALgS17| W20 Al2|H &S BB

_23_
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- o I 0=
| = = |/
Site A Site B

Request —>

iy

Web Page A

Y

Request

iy

A

Web Page B

CWWW AMH|A LZ>

 B=Mc Client2) MEARO|O| HTTP ZEEZ=S ArEo HZEH.
Client= Request(2%) A& ol E=ME 8ot MH<

Response(SE) HAIZ|E E3f siE YURME HLSCHS)

i
El
|

S 2ot

o

* HTTP 23 HA|ZI9 US| 24 oAl

Request (GET method) |
GET /usr/bin/imagel HTTP/1.1
Accept: image/gift

Accept: image/jpeg

Y

HTTP/1.1 200 OK

Date: Mon, O7-Jan-05 13:15:14 GMNM'T
Server: Challenger

MIME-version: 1.0

Content-length: 2048

A

(Body of the documernt)

Response

<HTTP 8% (Request) & 2% (Response) H|A|X|>

—

18) HTTP 2%-2o OA|R| w& HZIE ‘EziZiM(transaction)’O|2t1l STt



B.

MQTT (Message Queue Telemetry Transport)

MATT Z2EZ=2 AFSQUEY S0IM AFESH| Aol 7iE et <Publish(Z
/A M)-Subscribe(Z[/AL=)> 7|8t ATt T2 EFO|Ct HTTPY|
HIGH M2 QMG ER IHFIS g 4 Yooz 2 HHE 270N
AHY OHPO[ A0 AFEE 4+ U

0|

MQTT £EA1S 95l B2 (Broker)?} £ 7|58 4345t EY EM
(Topic)190]| &410] Q= Subscriber= E27{0f| aiid ETO| 1= HA|Z|
2 H27{0| Y3t 0|5 Publisher?t s ELOZ H|O|E| HA|X| S
HMEsH B2 EMS 56t Qe BE Subscriberdi|| £ O]
EIE MEef.

[

Publisher Broker Subscriber
(Source) (Sink)

Sub(topic)

r

pub(topic, data)

»

pub(topic, data)

<Publish-Subscribe 7|dF°] MQTT #& HHEI>

MQTT £412 Q3HA Publisher/Subscriber= 2272} HZAS F|5H{0}
tt= 0l UR|T, o2 ELRES A0 HE|ote 3% E2 d55
710 = U Ol3et 2 ArE U MH| A0 Hgeh L20|0




C. CoAP (Constrained Application Protocol)

= ETFOIA 5t CoAP2 A MAR THEIE IoT LEY T4 HA
2| M50 MBI CoAPL HTTPSF SAREH BIAZ] 2E S 7h2ICH0),

1%} i & 2 3
©1234567890123456789012345678901
PR S T S PP DR S S SR S S S SR S PO S S G
|Iver| T | TKL | Code | Message ID |
B e e T T s Tt T e e T T T i s ks s T S
| Token (if any, TKL bytes) ...

B s s T T S . e T e s e T T st T S SR SR S
| Options (if any) ...
B T
a1 341234 Payload (if any) ...

F-t-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

<CoAP MA|X] =>

= CoAP2 UDP 7|Hlo 2 MAEAOH, 2 J=HX= Client-Server 2.5
of et Client7t 22 Q5IW Server’ SH3te 220|Ch

e .

CON [Oxbc90]
GET / temperature
(Token O0x71)

ACK [Oxbcec90]

2.05 Content

(Token Ox71)
“22.5 C”’

CON [Ox8c31]
GET / temperature
(Token Ox72)

ACK [OXx8c31]

2.05 Content

(Token Ox72)
225 C*

;

<CoAP HA[X| H& 2E>

20) CoAP si|Tf= 4H[O|EQ] 7|2 ofH2} B R0 2} Token, Option FE7F 27FEHM.
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= CoAPI} HTTPE 2% REST2) 12 E W20 SA|0] ALY 4 ULt

=, YU YoM HTTPE ArEor IoT MME AFE= A

I

(constrained)2 P&UO|M = CoAPE ArE3tCt.

< REST

v

HE

—

/ HTTP ﬁ"ie "R, P
f v - \ Payload Payload

: / Server CoAP
N\

HTTP R
LS | HE Ll

'. \Proxy P < TCP UDP
NG " C> |

_f— N~ P P
___ CoAP ] /

/ CoAP
[ o \ 7
1 ‘ I / Echenet lnk Constrained lnk

AP

Internet Constrained environments

<COAP-HTTP E4I 2>

= 9 JHNM EOHZ|XO| IoT HEKJIS *1|*1 22 ZUOIANEC)E=E &4H
HEE CoAPZ ArE5I0H AMH{(server)d| M &otHLE, &2 Z&A|(Proxy)

MH S FRo0 MHEO HAEY = UL Ol EFA[ AMH A

COAP-HTTP Higt 7|52 A3H5ict

rl

+ CoAP2 Y02 UDP 904 S25I0Y, HTTPE TCP 9104 S2I3Hc,

=, CoAPZ % *1 2 A IoT LH[O|A0|M 2 AREED,

21) REST(REpresentational State Transfer)zt C|HIO|A AE{HYEE HAHA
o|D|5t0], Z2 Web 7|ULO2 7HHSH CiHIO|A AEf HEES DHS [ AL]

_,_ OII
|:|0||
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4. (dg) g4l {7l EM(Wireshark &-&)

=
(m ¢

| -

L BZ0|A Wireshark A%|22)

- https://www.wireshark.org/download.html

- Windows Installer (64-bit) 4A1Ef

Download Wireshark

The current stable release of Wireshark is 3.4.7. It supersedes all previous releases.

,(j\
=

Windows Installer (32-bit)
Windows PortableApps® (32-bit)
macOS Intel 64-bit .dmg

Source Code

= MZ| = Npcap A|Z(EHL), USBPcap= A3 s{A|(EE L)

M Wireshark 3.2.4 64-bit Setup - X M Wireshark 3.2.4 64-bit Setup - X
Packet Capture USB Capture
Wireshark requires either Npcap or WinPcap to capture live network data. ‘ USBPcap is required to capture USB traffic. Should USBPcap be installed ‘
T (experimental)? —
Currently installed Npcap or WinPcap version Currently installed USBPcap version

arams first to uninstall any undetected old USBPcap versions)

Programs first to uninstall any undetected old Npcap or WinPcap

Important notice
In case of issue after installation, please use the system restore point created or read
https://github.com/desowin/usbpcap fissues/3

Get WinPcap

Learn more about Npcap and WinPcap

< Back Cancel < Back Instal Cancel

22) Wireshark(@O|0{AF )= YEYT TS LD £Mots @E4~ 0|0t YEYI
N HZIo| 522 MOstn £M517| et E70|0 SAl ATEQO] Jur Alo] F2| ALGHCE
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https://www.wireshark.org/download.html

=  Npcap AZ| A| Install Npcap in WinPcap API-compatible Mode |3

(5 Npcap 0.9991 Setup - X (37 Npcap 0.9991 Setup = X

License Agreement
Please review the license terms before installing Npcap 0.9991.

Installation Options

Please review the following options before installing Npcap
NMAPORG 0.9991

NMAF ORG

Press Page Down to see the rest of the agreement.

| .

NPCAP COPYRIGHT / END USER LICENSE AGREEMENT [ Legacy loopback support for Nmap 7.80 and older, Not needed for Wireshark.
* A |

INpcap is a Windows packet sniffing driver and library and is copyright [ Restrict Nocap drver's access to Administratars orly

(c) 2013-2019 by Insecure.Com LLC ("The Nmap Project”). Al rights

[CJsupport raw 802. 11 traffic (and monitor mode) for wireless adapters
reserved.

Even though Npcap source code is publidy available for review, itis

not open source software and may not be redistributed without special

permission from the Nmap Project. The standard version is also

limited to installation on five systems. We fund the Npcap project by v

If you accept the terms of the agreement, diick I Agree to continue. You must accept the
agreement to install Npcap 0.9991.

I Agree Cancel < Back Cancel

n Az 2B S ZYHE O Al
= — - TO = =2 o0
‘ Wireshark 3.2.4 64-bit Setup _ M The Wireshark Network Analyzer - o X
file Edit View Go Capture Analyze Telephony  Wireles: Help
) ) B Am @ RE ] = = il
Completing Wireshark 3.2.4 64-bit T TR D
Setup
Welcome ta Wireshark
Your computer must be restarted in order to complete the fur
installation of Wireshark 3.2.4 64-hit. Do you want to reboot P
now? uslng this fiter: (1 [Enter & caplu = 'All interfaces shown~
Tleg aagwy e
o Tk oo oM
®Reboot now;
":r I want to manually reboot later
Learn
User's Guide ~ Wiki - Questions and Answers -~ Mailing Lists
You are running Wireshark 3.2.4 (v32,0-0-g8335a5e lede), You receive automatic updates,
Ready to load of capture No Packets Profile: Detault
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(2) T{Z! 3=

. : Alsi 5 o|Eul 22
Wireshark 2o T A =
M The Wireshark Network Analyzer - u} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN 40 DRI =g sEEaaan
[i|AppIy a display filter -+ <Ctrl-/> "] +
Welcome to Wireshark
Capture
---using this filter: [ |Enter a capture filter - v | 5interface(s) shown, 2 hidden v
2% g9 AZ-8
22 g9 A7
24 JY AZx 6
olgH
Adapter for loopback traffic capture
= =<0 E?I sO
i O o1 |_I S |_I A |_I
£ Copturing from OIHI% - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am g ® R Re2=2F o5 EaaamH
(W IPoply a display filtler - <Ctrl-/> =)+
No. Time Source Destination Protocol  Length Info s
2495 34.695585 155.230.34.33 155.230.34.255 ubP 125 2006 - 2006 Len=83
2496 34.703086 155.230.34.33 155.230.34.255 UDP 125 2006 - 2006 Len=83
2497 34.703619 155.230.34.33 155.230.34.255 UDP 125 2006 » 2006 Len=83
2498 34.785152 PCPartne_64:2d:52 Broadcast ARP 60 Who has 155.230.34.60? Tell 155.230
2500 34.794768 Giiscoli55:2F FF Broadcast ARP 60 Who has 155.230.35.170? Tell 155.23
2501 34.808455 Cisco 55:2F:ff Broadcast ARP 60 Who has 155.230.36.60? Tell 155.230
2502 34.825541 CiScoi 551 2FFF Broadcast ARP 60 Who has 155.230.35.1? Tell 155.230.
2503 34.894820 155.230.34.33 155.230.34.255 UDP 125 2006 » 2006 Len=83
< >

Frame 1: 698 bytes on wire (5584 bits), 698 bytes captured (5584 bits) on interface \Device\NPF_{29B068B3-5565-42F
Ethernet II, Src: ASUSTekC_dd:a5:d5 (18:31:bf:dd:a5:d5), Dst: IPv4dmcast_7f:ff:fa (01:00:5e:7f:ff:fa)

Internet Protocol Version 4, Src: 155.230.34.55, Dst: 239.255.255.250

User Datagram Protocol, Src Port: 56521, Dst Port: 3702

Data (656 bytes)

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00a0

@ =

|| Packets: 2503 - Displayed: 2503 (100.0%) || Profile: Default

0l Yl: <live capture in progress>
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s S

HEIO X E » 1 SHO|X|(www.naver.com) A<

[=]
0O O Naver x | - = =
= C M O hitps//www.naver.com Q @G Y8 = S

R~

O/X| Ct3 RE2 £ ZAZ2 ON! G 2E O

Bd HY 71 223 XAN 2%

LYME Pay BTV AH 52 3

SM XE VIBE M YE cowo| v

HofE

@REA > Q28 82 S FIHKIE 257| HRSD B Q. TOKY02020 - HOIMY ¢ (mpeowy 7 3M
PO usmie . a0zl =L = gy Y
‘ »
»  WiresharkOj|A] THZ! TE|{(filter) ‘d&ds}7| (HTTP)
= = O
oy H *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
aAamAS RE Re»=F hHII=EAQAQRF
[ Thttol -]+
No. Time Source Destination Protocol Length Info L)
2016 28.322697 155.230.34.234 240 2T 510677, HTTP 443 GET /jk?c=62&p=WhnTw3f7w6WIF3_Niu7G
— 2018 28.328792 200 W5 GLR6 . 7 155.230.34.234 HTTP 406 HTTP/1.1 200 OK
! 12059 163.972692 155.230.34.234 21 .115.:1606. 208 HTTP 467 GET /jk?c=62&p=WhnTw3f7w6WIF3_Niu7G!
! 12063 163.978960 211. 1195 .106'.. 208 155.230.34.234 HTTP 406 HTTP/1.1 200 OK
! 15036 204.451708 155.230.34.234 104.74.155.64 HTTP 283 GET /ko-KR/livetile/preinstall?regi
i 15041 204.458964 104.74.155.64 155.230.34.234 HTTP/X... 499 HTTP/1.1 200 OK
16492 221.970483 155.230.34.234 211.115.106.206 HTTP 443 GET /Jjk?c=62&p=WhnTw3f7w6WIF3_Niu7G!
16494 221.977499 211.115.106.206 155.230.34.234 HTTP 406 HTTP/1.1 200 OK
16590 222.551651 155.230.34.234 211.115.106.206 HTTP 467 GET /jk?c=62&p=WhnTw3f7w6WIF3_Niu7G!
1ACQ2 279192 £CCANA 211 115 10& 270A 1CE 224 24 224 HUTTD ADA UTTD/1 1 206 N S

>

> Frame 2016:

> Internet Protocol Version 4, Src:
> Transmission Control Protocol, Src Port: 63949, Dst Port: 80, Seq: 1, Ack: 1, Len: 389

443 bytes on
> Ethernet II, Src:

wire (3544 bits), 443 bytes captured (3544 bits) on
Micro-St_de:e9:ff (©0:d8:61l:de:e9:ff), Dst: Cisco 55:2f:ff

155.230.34.234, Dst:

211.115.106.77

interface \Device\NPF_{29B068B3-5565-
(00:26:08b:55:2F:Ff)
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= =48 OiZe ME W& =elst?| (BT W7l =l 25)
M= 2lo7| (ol 3 2l 25
- =) ;E_H)-l 7IQI -”|=| LH_Q_B( Z/\&IEH); Sk A O|223
Ofcff ofH stHOflA D71 ME L8162+ F 2lolgh 4~ Q1=23)
£olEy - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® R Resx=x=F 5= QaQQH
(_ [htto B3 -]+
No. Time Source Destination Protocol  Length Info o]
47689 575.151451 218.153.8.59 155.230.34.234 HTTP/X.. 1177 HTTP/1.1 200 OK
—f» 47699 575.172581 155.230.34.234 110:45.217-33 HTTP 425 GET /2021/07/383.bmp HTTP/1.1
| 47730 575.187305 155.230.34.234 211.115.106.203 HTTP 467 GET /jk?c=62&p=WhnTw3f7w6WIF3_Niu7G!
! 47752 575.193049 211.115.106.203 155.230.34.234 HTTP 406 HTTP/1.1 200 OK
+ 47765 575.194358 110.45.217.33 :155.230.34.234 HTTP 894 HTTP/1.1 200 OK (image/bmp)
54559 656.297149 155.230.34.234 211.115.106.75 HTTP 443 GET /jk?c=62&p=WhnTw3f7w6WIF3_Niu7G!
54567 656.303263 211.115.106.75 155.230.34.234 HTTP 406 HTTP/1.1 200 OK
54688 657.846664 155.230.34.234 211:115:106.75 HTTP 443 GET /jk?c=62&p=WhnTw3f7w6WIF3_Niu7G!
54693 657.853282 211.115:106: 75 155.230.34.234 HTTP 406 HTTP/1.1 200 OK
<€ >

Frame 47765: 894 bytes on wire (7152 bits), 894 bytes captured (7152 bits) on interface \Device\NPF_{29B@68B3-556¢
Ethernet II, Src: Cisco_55:2f:ff (©0:26:0b:55:2f:ff), Dst: Micro-St_de:e9:ff (00:d8:61:de:e9:ff)

Internet Protocol Version 4, Src: 110.45.217.33, Dst: 155.230.34.234

Transmission Control Protocol, Src Port: 80, Dst Port: 49415, Seq: 66680, Ack: 372, Len: 840

[50 Reassembled TCP Segments (67519 bytes): #47701(439), #47703(1380), #47704(1380), #47705(1380), #47706(1380), 4
Hypertext Transfer Protocol

Media Type

00 d8 61 de e9 ff @0 26 ©b 55 2f ff 08 00 45 00

<9 A
0030
0040
0050
0060
0070
0080
0090

Frame (894 bytes) Reassembled TCP (67519 bytes)
O 7 Hypertext Transfer Protocol: Protocol H Packets: 61068 - Displayed: 88 (0.1%) Profile: Default

. Cj2 Z2EZ £2 golsp|
HTTP 20| CQfet e 2 EF Ii7IER 2ol 4+~ O
I§7] LWE{0| Sy Z2EZES Q2&StT wiresharkE 0I5 HX}
(o] UDP, TCP, DNS, IPv6, ICMP &)

23) 7o) A S dotE e F FRERE Lolof



« IPv6 Z2EZ D7 &I}

£ -oj54 - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
u ® RE ez S = aqaH
(T Tipvél [X -]+
No. Time Source Destination Protocol  Length Info 2
1140.. 1401.050903  fe80::9dc9:9721:939.. ff02::1:3 LLMNR 94 Standard query ©x8c73 A vqwyrrflaum
1140.. 1401.050903  fe80::9dc9:9721:939.. ff02::1:3 LLMNR 90 Standard query 0x03f7 A cjmplufltr
1140.. 1401.073579  fe80::60:1504:e9f3:.. ff02::fb MDNS 169 Standard query 0x0000 SRV Canon MF6:
1141.. 1401.637248  fe80::9dc9:9721:939.. ff02::fb MDNS 96 Standard query 0x0000 A cjmplufltr.
1141.. 1401.637548  fe80::9dc9:9721:939.. ff02::fb MDNS 100 Standard query 0x0000 A vqwyrrflaum
1141.. 1401.637919  fe80::9dc9:9721:939.. ff02::fb MDNS 97 Standard query 0x0000 A pdhvltpzayh
1141.. 1401.638549  fe80::9dc9:9721:939.. ff02::fb MDNS 97 Standard query ©0x0000 A pdhvltpzayh
1141.. 1401.872371  fe80::d406:413e:9cf.. ff02::1:ff4c:1lcae ICMPV6 86 Neighbor Solicitation for fe80::764
1141.. 1402.078810  fe80::60:f504:e9f3:.. ff02::fb MDNS 169 Standard query 0x0000 SRV Canon MF6
7( > v
Frame 29433: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_{29B068B3-5565-42F
Ethernet II, Src: PCPartne_6d:41:46 (00:01:2e:6d:41:46), Dst: IPvémcast_ff:3f:3c:ca (33:33:ff:3f:3c:ca)
Internet Protocol Version 6, Src: fe80::c59:fce:c535:f542, Dst: ff@2::1:ff3f:3cca
Internet Control Message Protocol v6

= ‘ping’ TR MWL ICMP Z2EZF Ii7 &RI5}7|

Tt Windows [Version 10.0.19042.1110]
(c) Microsoft Corporation. All rights reserved.

C:WUserstsjkoh>ping www.knu.ac. ki

325f0|E tiolgel AHE
F=1ms TTL=252

e 3P<1ms TTL=252

L 2K Ims TTL=252

ch: _<1ms TTL=252

Ping www.knu.ac.k
155.230.11.12]
155.230.11.1¢|
155.230.11.12|
155.230.11.12]

r
CJ
e
(=

O\OOIOO\OO\O

=
T

B

m g @ RE R« = @qaqaH
(A [iemp NE3 -]+
VNo_ Time Source Destination Protocol Length Info ~
.088232 155. : 5 5 34 Destination unreachable (Host admin
1029.. 1247.468012 155.230.34.234 155.230.11.1 ICMP 74 Echo (ping) request 1id=0x0001, seq
1029.. 1247 .468935 155230111 155.230.34.234 ICMP 74 Echo (ping) reply 1d=0x0001, seq
1029.. 1248.474778 155.230.34.234 155.2360.11.1 ICMP 74 Echo (ping) request 1id=0x0001, seq
1029... 1248.475002 1552300111 155.230.34.234 ICMP 74 Echo (ping) reply 1d=0x0001, seq
1030.. 1249.488664 155.230.34.234 155.230.11.1 ICMP 74 Echo (ping) request 1id=0x0001, seq
1030.. 1249.488886 155.230.11.1 155.230.34.234 ICMP 74 Echo (ping) reply id=0x0001, seq
1031.. 1250.497299 155.230.34.234 155.230.11.1 ICMP 74 Echo (ping) request 1id=0x0001, seq
1031.. 1250.497531 155.230.11.1 155.230.34.234 ICMP 74 Echo (ping) reply id=0x0001, seq
< >

Frame 29437: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface \Device\NPF_{29B068B3-5565-42F
Ethernet II, Src: Cisco_55:2f:ff (00:26:0b:55:2f:ff), Dst: Micro-St_de:e9:ff (00:d8:61:de:e9:ff)

Internet Protocol Version 4, Src: 155.230.124.241, Dst: 155.230.34.234

Internet Control Message Protocol

— 3:3 —
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