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Linux HiZIRl UbuntudiAl YA 4

1.1 SE2E(Ubuntu) CI22E

Ubuntu S4| -) Download -) Ubuntu Desktop -)

Ubuntu 20.04 LTS 2 S0{7tN isolt¥S CH2ZE otit. ol 0| 37| WiZ0| AlZH0| B0l

24|0|A| (https://www.ubuntu.com)

CAN@NICAL

ubuntu®

[Ubuntu Desktop »

Download Ubuntu desktop and
replace your current operating
system whether it's Windows or Mac
QS, or, run Ubuntu alongside it.

20.04LTS

Enterprise

TUTORIALS

IF you are already running Ubuntu -
you can upgrade with the Software
Updater

Burn a DVD on Ubuntu, macOs, or
Windows. Create a bootable USB stick
on Ubuntu, macOSs, or Windows

Installation guides for Ubuntu
Desktop and Ubuntu Server

You can learn how to try Ubuntu
before you install

Developer ~

Community

Ubuntu Server »

The most popular server Linux in the
cloud and data centre, you can rely on
Ubuntu Server and its five years of
guaranteed free upgrades.

20.04 LTS

Mac and Windows

READ THE DOCS

Read the official docs for Ubuntu
Desktop, Ubuntu Server, and Ubuntu

Core

UBUNTU APPLIANCES

An Ubuntu Appliance is an official
system image which blends a single
application with Ubuntu Core.
Certified to run on Raspberry Pi and
PCboards.

Download ~

Ubuntu for loT»

Are you a developer who wants to try
snappy Ubuntu Core or classic Ubuntu
on an loT board?

Raspberry Pi 2,3 or 4

Intel NUC

KVM

Qualcomm Dragonboard 410¢c
UP? 10T Grove

Intel [EI TANK 870

OTHER WAYS TO DOWNLOAD

Ubuntu is available via BitTorrents
and via a minimal network
that allows you to customise what is
installed, such as additional
languages. You can also find older
releases.

1staller

Products ~

Ubuntu Cloud »

Use Ubuntu optimised and certified
server images on most major clouds.

Download cloud images for local
development and testing

UBUNTU FLAVOURS

Find new ways to experience Ubuntuy,
each with their own choice of default
applications and settings.

<ubuntu Ubuntu MATE
Lubuntu Ubuntu Studic
Ubuntu Xubuntu
Budgie

Ubuntu Kylin



2. VMware Workstation

VMware Workstation2 VMwareAt7t BHE 7oAl AZEQIO{0|CE X64HZ 2| Windowet
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(VMware Workstation0l= VMware Workstation Pro2t VMware Workstation Player7t =4,
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2.1 VMware Workstation Player Ct2E2E
24 VMware Workstation Player Ax|mtY S CtEH=C},

https://www.vmware.com/kr.html -) Ct22E -) & XHF CH2EE -) Workstation Player

-) Windows& Workstation 15.5 Player A3l 27|

o @® uzu=

vSphere Hypervisor (7 vCenter Converter (7

24
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TEMEUEE Workstation Player Software Manager ('

VMware Remote Console (7'
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HE > Workstation Player > VMware Workstation Player AFSall 27/

VMware Workstation 15 Player

VMware Workstation Player

VMWARE

WORKSTATION

155

Windows = Workstatlon 15.5 Player AFE0H £ | Linux & Workstation 15.5 Player AtEoll £71
o fl=2

exe MY CIRZE 0|z AMS AlZICE

2.2 VMware Workstation Player &%

15 WMware Workstation 15 Player Setup — *

Custom Setup
Select the installation destination and any additional features,

Install to:

C:'WProgram Files (x88)WvMware WMware Player'ttt

[JEnhanced Keyboard Driver {a reboot will be required to use this feature)
This feature requires 10MB on your host drive.

—
Back Next Cancel

2to|MA FOol&0A S2|Z st Enhanced Keyboard Driver H%& 2= H0A HIE otst
1 OH2eg Jh= AS #FTL FIHE YHS HAANOoR HO ZAotE 7|59 It HRE &
= =0l 7Helol Afct ZAREO| HX|E BHCHH 0] 7|52 20| HAsHA| Lot &F2aict.
0] Ct39 Hx A& KL (OHAIZAl HHIOIE, =t JHM Z2IH A0iS)= M| MEfo)| 2
MElfsto] 2IWSHH =D 2 HHS dH2Fotct [3]



15 WMware Workstation 15 Player Setup — >

Setup Wizard
VMWARE
WORKSTATION
e 15 5 Click the Finish button to exit the Setup Wizard.

Completed the VMware Workstation 15 Player

Press the License button below if you want to enter a license
key now,

| tcense | Finish

2FHOZ M7t AR EACHE UM 2 D0ME BL]E AUNA FEHUS MESH| HE

= =

Ol Finish& =2{&L}. O] & AR

Bl AHAIZE TIAIR|ZL EEEH JHQIQ| JAEHO| SHA| 2YSHH

VMware Workstation Player Ax|7t etz EIC}

2.3 VMware Workstation Player0®il Ubuntu 42|

Velcome to WMware Workstation

VMware Workstation 15 Player

(@) Use YMware Workstation 15 Player for free for
non-commerdal use

0| PC MA|Zts &
AME2S MEH continue

Epuis s

(") Enter a license key to allow commerdial use:

Buy a commerdal use license

| Continue || Cancel |

A5tH VMware Workstation Playerg A3A[7|H H|AUA B

£ 22, finishE 22I3tH VMware Workstation PlayerE At
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Flayer =

(Meon-commercial use only

Welcome to VMware
Workstation 15 Player

I

Create a New Virtual Machine

Create a new virtual machine, which will then be added to
the top of your library.

o @7

Open a Virtual Machine

Open an existing virtual machine, which will then be added
to the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and mare.

Help

View online help.

This product is not licensed and is authorized for non-
commerdal use only. For commerdal use, purchase a
license, Buy now,

orkstation 15 — O X
1
Player = - o0 S
Mew Virtual Machine Wizard X
Welcome to the New Virtual Machine Wizard
A virtual machine is like a physical computer; it needs an operating ir
system, How will you install the guest operating system?
Install from: Machine
Installer disc: th will then be added to
Mo drives available ~
e
which will then be added
(®) Installer disc image file (iso):
| ~ Browse...

= Select the installer disc image to continue.

orkstation Pro
pshots, virtual network

()1 will install the operating system later,
The virtual machine will be created with a blank hard disk.

Help

< Back

Next = Cancel

£

This product is not licensed and is authorized for non-
commerdial use only. For commerdal use, purchase a
license. Buy now.




CH2e 2 0|2| O BotE2 Ubuntu isot¥ S =22{2LCt.

Viware Workstation 15 Player (Non-commercial use only - a X

=
Player - 0,
’ﬁ Mew Virtual Machine Wizard *

Easy Install Information
This is used to install Ubuntu 64-bit. tr
Personalize Linux Machine
Eull name:  [ubuntu | th il then be added to

User name: | knuiot |

Password: | “enw | e
Confirm: | . | pehich will then be added
orkstation Pro
Bpshots, virtual network
Help < Back Cancel

This product is not licensed and is authorized for non-
commercial use only. For commerdial use, purchase a
license. Buy now.

A2 Ubuntudll 7hat A0 A2|El= Ubuntu Linux?| A|AH 0|8 LIEHH= Full namelt
|

Ol User name 2t Password &=2 ZIQIZMM{Q| OfO|C|/H|YHSO0|7| W20 MSSHA 7|

Ubuntu 2191 0}0|C|Ql User namel} H|ZHS H|LUHS
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J

1S

= LY.

rot

Ct,



(Non-commercial use only — O x

—1
Flayer « 0, [
Mew Virtual Machine Wizard 4
Name the Virtual Machine
What name would you like to use for this virtual machine? ir
Virtual machine name: Machine
4 bit | th will then be added to
Cocaton:
| C:WUsers WrimKeunSoo WhocumentsYvirtual Mad1inesWUbuni| Browse... e

which will then be added

orkstation Pro
Bpshots, virtual network:

<o Garel

Fis proauct s not licensed and is authorized for non-
commercial use only, For commercial use, purchase a
license, Buy now,

are 15 Player (Mon-commercial use only — O *
Flayer = [Dj 3
Mew Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be? ir

The virtual machine's hard disk is stored as one or more files on the host computer's Machine
i i rger as you add applications, b will then be added to

e
phich will then be added

|@ Split wirtual disk into multiple files |

splitting the disk makes it easier to move the virtual machine to anather computer  |orkstation Pro
but may reduce performance with very large disks.

apshots, virtual network

Help < Back Cancel

This product is not licensed and is authorized for non-
commercial use only. For commerdal use, purchase a
license., Buy now.
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Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Ubuntu 64-bit ir
and then VMware Tools.

The virtual machine will be created with the following settings: Machine
Name: Ubunty 64-bit ~ th will then be added to
Location: CriUsers WimKeunSoo Whocuments Whirtual Machi. ..
Version: Workstation 15.x
Operating System: Ubuntu 64-bit e
which will then be added
Hard Disk: 20 GB, Split
Memory: 4095 MB
Metwork Adapter:  NAT
Other Devices: 2 CPU cores, CD,DVD, USE Controller, Printer, Sound... v | lorkstation Pro

apshots, virtual network
Customize Hardware. ..

Power on this virtual machine after creation

< Back Finish Cancel
tlicensed and is authorized for non-
commercial use only. For commercial use, purchase a

license. Buy now.

CHS CHAHZ AFEZO| MEHO| et 74AF HAl =Y 0] SHAS Customize T 4 QA|Tt
(Memory 2t Processorsgs) Q! PCO| ArYOf| i2t MEHAQI HAS HUSHH 20| A

B2 HMAYS UOOR 0[P MAS 0tRal it

10



2.4 Ubuntu®f Linux St4434 1=

Player + v Eiu [I:Ij &

Software Updates X

By The following software is available for download:

~ VMware Tools for Linux - version 10.3.21

/A If you do not download YMware Tools, Easy
Install will not fully complete.

What would you like to do?

Download and Install | | Remind Me Later

St

A THA| 0| Power on this virtual machine after creation2| &=0| H3AS siTICHH M|t
Ubuntu?Zl A2 2 AH0| =Lt 0]F VMware Tools for Linuxet= £AZEQE CIREE &
ZioIz(of| chst e=20| LIQEH| 0] Tool2 VMware EZ9| 7tat HAIS & O Ma|sty st
A AHEE 2 UA| Si== ToolO|Ct 7ty TAIS O|8SHHA TAE HREQ HAE ARE|A
0FA HOEE EZ Al 7|20= Ctrl + Alt 7|E =2{0F AT O] ToolE HAIYLZA OrRA
o Al A0 met AAZ 22 FOJZICt [4] O] 20 o W2 HME[$t 7|5S0| F7IEE2

Download and Install2 =21 AX|sl|3AL

11



Payer > 1 ~ 5 0 1§

Jun30 19:27 v L PR URR S

02| AYeis HIZHSE YHSIH 2I0l= stH =
J5t= HO|A|7} LI_EH & oA
21

S
o
=2, 0IAZ0l= Done HES 2

Software Updater

. Updated software has been issued since Ubuntu 20.04 was
released. Do you want to install it now?

» Details of updates

B 163.8 MB will be downloaded.

Settings... Remind Me Later Install Now

ATEQ0| YHO|ES 2& =20t Install Now HES E2sl0f H|Y

2 27t ot d3% As MAIS 2L

12
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M~ knuiot@ubuntu: ~

To run a command as administrator (user "root"), use "sudo <command="
See "man sudo_root" for details.

:~$ sudo apt-get -y install gcc g++
[sudo] password for knuiot:

r

O[H| L%t packageE HA[sHEAL HAf HLUS oH7| fISt gect g++5 AL, sudo apt-
H

get -y install gcc g++& YUt AME{StT 8ZF0)| AIYSIUE

:~S5 sudo apt-get -y install vim
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
vim-runtime
suggested packages:

ctags vim-doc vim-scripts
The following NEW packages will be installed:
vim vim-runtime

0@ upgraded, 2 newly installed, @ to remove and 23 not upgraded.

Need to get 7,111 kB of archives.

After this operation, 34.6 MB of additional disk space will be used.

Get:1 http://us.archive.ubuntu.comfubuntu focal/main amd64 vim-runtime all 2:8.

It WMAZ 2 Vim OCIE{E HEX|BtCt sudo apt-get -y install vim & =St AlE{SICE,

14752 opRa|sit,

14



3. Linux SZ0AM Z2724Y

3.1 Vim At

c S vim a.c

#include

void maiﬁ(){

Vim Command Reference

save. (1w

save and exit: :wq

exit: :q

force: I (example :w! :q!)

vertical split: open a document and then type :vsplit /path-to-document/document and this will open the specified document and
split the screen so you can see both documents.

copy. y

copy a line: yy
paste: p

cut: d

cut a line: dd

CHE2 vim 2ok HEO09| ZH20[H, vim AL et &M 232 235 & ustH FCt[5]

g 5 gcc -0 a a.c

15
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4. Wireshark

Wiresharke 22 2F 24 {71 24 T2 ZMO|CH HEQI A0 et HIO[E{of chHel U]
EQI/d%l 2ojof Z2EZ0| YEet IfIl WM J|sS GUI BF2=Z AHSoir. = 4 49|
D2EES 4T £+ UACH AMMA AL F7t=l1 UCh [6] & LoAM= HERI 223
Y w0 7|27t El= TCPt UDPS & AE Z2EZSS HIRYE ORI F o=
SCTP, CoAP, QUIC IjZ! M= SEZ st U0A T2 4 T2 MOl Wireshark HA|E

A5t AHBYE 2HHS| HdFetct

4.1 Wireshark 44

:~5% sudo apt-get -y install wireshark

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
libc-ares2 libdouble-conversion3 liblua5.2-8 libpcre2-16-0 libgt5ceores5a
libgt5dbus5 libgt5gui5 libqtSmultimedia5 libgtSmultimedia5-plugins
libgtsmultimediagsttoolss libgtSmultimediawidgetss libqtSnetworks
libqt5opengl5 libgt5printsupport5 libqt5svg5 libgtSwidgets5 libsmizldbl
libsnappyivs libspandsp2 libssh-gcrypt-4 libwireshark-data libwiresharki13
libwiretap1e libwsutilll libxcb-xinerama® libxcb-xinpute®
qt5-gtk-platformtheme qttranslations5-11@n wireshark-common wireshark-qt

Suggested packages:
qt5-image-formats-plugins qtwayland5 snmp-mibs-downloader geoipupdate
geoip-database geoip-database-extra libjs-leaflet
libjs-leaflet.markercluster wireshark-doc

The following NEW packages will be installed:
libc-ares2 libdouble-conversion3 liblua5.2-8 libpcre2-16-0 libgt5ceores5a

o3

Command line0f| sudo apt-get -y install wireshark & ¥=st1 HEE st wiresharkE A

2| Z L.

16



knuiot@ubuntu: ~

Package configuration

Configuring wireshark-common |

Dumpcap can be installed in a way that allows members of the "wireshark”
system group to capture packets. This is recommended over the
alternative of running Wireshark/Tshark directly as root, because less
of the code will run with elevated privileges.

For more detailed information please see
Jusr/share/doc/wireshark-common/README.Debian.gz once the package is
installed.

Enabling this feature may be a security risk, so it is disabled by
default. If in doubt, it is suggested to leave it disabled.

Should non-superusers be able to capture packets?

<Yes>

Wiresharks HESRI AlA™> 2AAS ARSIl Z2OM0|BZ QASE AMEA 52 Superuser
20| ArET £ ATt CHE userS0| AHET £ QU HAY 2= AR 2 oMz S Y

=0

rok

ot WS 8=0[7] W20 O] AN E NoE MEHSIY] 2IdTHet.

4.2 Wireshark &3l

Wiresharks A%ets Wi 3 HURME 2= 4T ActivitiesS 32, Wiresharkg ZAsto 2

MRS terminale HO{ sudo wireshak S YeHs| HILHS S Qisto] AWAT|E o]

1n

£Q

Ct.

17



4.3 Wireshark A2

The Wireshark Network Analyzer - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
i@ miXGE ] = = @ Q Qi
ﬂ|£~p|: y a display filter ... <Ct = -] +
Welcome to Wireshark
Capture
...using this filter: | |E-1t§ " a capture filter '] All interfaces shown ~
Loopback: lo _
any L
bluetooth-monitor
nflog
nfqueue -
bluetoatho L
@ Cisco remote capture: ciscodump -
@ DisplayPort AUX channel monitor capture: dpauxmon _
@ Random packet generator: randpkt -
@ systemd Journal Export: sdjournal -
@ SSH remote capture: sshdump -
@ UDP Listener remote capture: udpdump -
. AlSH & o L = 3 A O
Wireshark&d = Ojzt Of0|Z2E £2H 7! AHHME A2 & = AUCL
Y = H =2
ZHHSHA| Googlel| FAZ pingS ELHH,
Capturing from ens33 - O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
P =l
A ® XCO QeuwmEP IS ERQAQE
\i\bm:yadspay'ta' <Ctrl-/> = K

No. Time source Destination

1 0.000000800 8.8.8.

2 1.024660517 192.168.202.128 8.8.8.8

3 2.047836598 192.168.202.128 §8.8.8.8

4 3.072187729 192.168.202.128 8.8.8.8

5 4.096465526 192.168.202.128 8.8.8.8

6 5.120566697 192.168.202.128 8.8.8.8

7 6.143965731 192.168.202.128 8.8.8.8

B 7.168281714 192.168.282.128 8.8.8.8

9 8.192686834 192.168.202.128 8.8.8.8

16 9.215895258 192.168.202.128 8.8.8.8

11 10.240179075 192.168.202.128 §8.8.8.8

12 11.263863642 192.168.202.128 8.8.8.8

13 12.288254960 192.168.202.128 8.8.8.8

=2 il k=X = k=X

ICMP Z2EZ0| 2510 WIS BAE= AS

Protocol Length Info

( reguest 1d=0xB061, |
ICMP 98 Echo (ping) request id=0x@001, seq=8/2848, tt (
ICMP 98 Echo (ping) request 1d=0x@881, seq=9/2384, ttl=64 [
ICMP 98 Echo (ping) request id=0x@001, seq=10/2560, ttl=64
ICMP 98 Echo (ping) request id=0x@001, seq=11/2816, ttl=64
ICMP 98 Echo (ping) request id=0x@@01, seq=12/3072, ttl=64
ICMP 98 Echo (ping) request id=0x@001, seq=13/3328, ttl=64
ICMP 98 Echo (ping) request id=0x8061, seq=14/3584, tt1=64
ICMP 98 Echo (ping) request id=8x8081, seq=15/3840, ttl-=64
ICMP 98 Echo (ping) request id=0x@001, seq=16/4096, ttl=64
ICMP 98 Echo (ping) request 1d=8x@881, seq=17/4352, ttl=64
ICMP 98 Echo (ping) request id=0x0001, seq=18/4608, ttl=64
ICMP 98 Echo (ping) request id=0x@081, seq=19/4864, ttl=64

A

= & UCL

18



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mde RE Qe EFI=Eaaer
(W icmp [X] -]
| E—

No. Time Destination

1 0.080000008 8.8.8. request
2 1.824660517 192.168.202.128 H.8.8.8 ICMP request
3 2.0847836598 192.168.202.128 8.8.8.8 ICMP 98 Echo (ping) request id=8x0001, seq=9/2304, ttl=64
4 3.872187729 192.168.202.128 B.8.8.8 ICMP 98 Echo (ping) request id=0x0001, seq=10/2560, ttl=64
5 4.096465526 192.168.202.128 8.8.8.8 ICMP 98 Echo (ping) request id=8x0001, seq=11/2816, ttl=64
6 5.120566697 192.168.202.128 B.8.8.8 ICMP 98 Echo (ping) request id=@x0001, seq=12/3872, ttl=64
7 6.143965731 192.168.202.128 8.8.8.8 ICMP 98 Echo (ping) request id=8x0001, seq=13/3328, ttl=64
8 7.168281714 192.168.202.128 B.8.8.8 ICMP 98 Echo (ping) request id=0x0001, seq=14/3584, ttl=64
9 8.192686834 192.168.202.128 8.8.8.8 ICMP 98 Echo (ping) request id=8x0001, seq=15/3840, ttl=64
10 9.215895258  192.168.202.128 8.8.8.8 ICMP 98 Echo (ping) request id=0x0001, seq=16/4896, ttl=64
11 10.240179075 192.168.2082.128 8.8.8.8 ICMP 98 Echo (ping) request id=8x0001, seq=17/4352, ttl=64
12 11.263863642 192.168.202.128 8.8.8.8 ICMP 98 Echo (ping) request id=0x0001, seq=18/4608, ttl=64
13 12.288254960 192.168.282.128 8.8.8.8 ICMP 98 Echo (ping) request id=0x0001, seq=19/4864, ttl=64
1 ]

v Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ens33, id @
v Ethernet II, Src: VMware_e5:ab:a9 (00:0c:29:e5:ab:a9), Dst: VMware_e@:83:c5 (00:50:56:e0:83:c5)
| 2 1. 8.8.8.8

~ Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 8
Checksum: @x611c [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@xBe@1)
Identifier (LE): 256 (0x0180)
Sequence number (BE): 7 (@x@807)
Sequence number (LE): 1792 (0x@7080)
[No response seen]
Timestamp from icmp data: Jun 38, 2020 23:48:25.000000000 PDT
[Timestamp from icmp data (relative): ©.292910158 seconds]
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[1] Berkeley socket-wiki, en.wikipedia.org/wiki/Berkeley_sockets

[2] VMware, www.vmware.com/kr/products/player/fags.html#products

[3]VMware—enhanced virtual keyboard ,

pubs.vmware.com/workstation-

11/index.jsp? topic=%2Fcom.vmware.ws.using.doc%2FGUID-D7E859A1-AD77-41A0-

9B20-8B15744056E1.html

[4] VMware Tools,

docs.vmware.com/kr/VMware-Tools/11.1.0/com.vmware.vsphere.vmwaretools.doc/GUID-

28C39A00-743B-4222-B697-6632E94A8E72.html

[5] Vim Tool, https://www.joinc.co.kr/w/Site/Vim/Documents/UsedVim

[6] Wireshark, http://www.wireshark.org
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