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2. Wireshark[1]

2.1 Wireshark x| [2]
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g3 https://www.wireshark.org/download.html

Download Wireshark
The current stable release of Wireshark is 3.2.4. It supersedes all previous releases.

Stable Release (3.2.4)

‘

& Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (32-bit)
macOS Intel 64-bit .dmg
Source Code

Old Stable Release (3.0.11)

Documentation
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M Wireshark 3.2.4 64-bit Setup —
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Packet Capture
Wireshark requires either Mpcap or WinPcap to capture live network data. ‘

Currently installed Mpcap or WinPcap version
Meither of these are installed

Install

(Use Add/Remowve Programs first to uninstall any undetected old Mpcap or WinPcap

Get WinPcap

Learn more about Mpcap and WinPcap

Wiresharki® Installer

M Wireshark 3.2.4 64-bit Setup — X

USB Capture
IISBPcap is required to capture USE traffic. Should USBPcap be installed ‘
(experimental)?

Currently installed USBPcap version
IISEPcap is currenthy nok installed

Install

{Use Add/Remove Programs first to uninstall any undetected old USEPcap versions)

Important notice

In case of issue after installation, please use the system restore point created or read
https: {fgithub. comfdesowin jusbpcap fissues /3

Wiresharki® Installer

< Back Install Cancel




(3) Npcap &4| Al Install Npcap in WinPcap API-compatible Mode A=
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License Agreement
Flease review the license terms before installing Mpcap 0.9991,

Press Page Down to see the rest of the agreement.

| A
MPCAP COPYRIGHT f EMD USER. LICEMSE AGREEMEMT

Mpcap is @ Windows packet sniffing driver and library and is copyright
{c) 2013-2019 by Insecure.Com LLC ("The Mmap Praject™. All rights
reserved,

Even though Mpcap source code is publidy available for review, itis

not open source software and may not be redistributed without spedial

permission from the Nmap Project. The standard version is also

limited to installation on five systems. We fund the Mpcap project by W

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Mpcap 0.9991.

I Agree Cancel

{1 MNpcap 0.9991 Setup —

Installation Options
Please review the following options before installing Mpcap
0.9991

[] Legacy loopbadk support for Nmap 7.80 and older. Not needed for Wireshark.
] Restrict Mpcap driver's access to Administrators only

] support raw 802. 11 traffic (and monitor mode) for wireless adapters

< Back Install Cancel




Completing Wireshark 3.2 4 64-bit
Setup

Your computer must be restarted in order to complete the
instalation of Wireshark 3. 2.4 64-bit. Do you want to reboot
now?

()1 want to manually reboot later
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M The Wireshark Network Analyzer [m| *
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
| ® X E ] = =
[W]&pely 2 display filler - <Crl-7> -]+
Welcome to Wireshark
Capture
~-using this filter: [[] [Enter a capture filter - ~] |4l interfaces shown~
EZ FH YET -
oG & M
Learn
User’s Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 3.2.4 (3,2, 4-0-g893b5a5e 1ede). You receive automatic updates,
Feady to load or capture Mo Packets Profile: Default
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M The Wireshark Network Analyzer — O *
Eile Edit Wiew Go Capture Analyze Statistics  Telephony Wireless Tools  Help
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(W] Apply a display filter — <Ctrl-/> -+

Welcome to Wireshark

-uging this filter: [[]]Enter a capiure filler ~ | |&ll interfaces shown~

N
| EEED MM |

User's Guide Wiki Questions and Answers Mailing Lists
You are running Wireshark 3,2.4 (v3,2 4-0-g833b5abele3e), You receive auvtomatic updates,

Feady to load or capture Mo Packets Profile: Default
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27734 245.67880
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78 Destination
Echo (ping) request id=8x80819, seq
ICMP 98 Echo (ping) reply i1d=-0x0019, seq

Echo (ping) request
ICHP 98 Echo (ping) reply

ICMP 78 Destination
Echo (ping)

27796 246.742553

27948 247.680675
27944 247.743982 HTh T CEE T

request

ICMP 70 Destination

able (Port unrea

, ttl=128 .,
17115 ..

tt1=128 ..
tt1=115 ..

1d=0x0019, seq=4/1024, ttl=12
ICMP 98 Echo (ping) reply id=6x0019, seq=4/1024, ttl=115.

A g - o X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmI® DRE Re==F LS =EQAQAQE

(W |icme] ] -]+

Mo, Time Source Destination Protocol  Length Info A
27598 244.677853 ICHP 98 Echo (ping) request 1id=8x0@19, seq=1/256, tt1=128 ..
27608 244.711866 ICHP 98 Echo (ping) reply id=8x0@19, seq=1/256, ttl=115 ..

Ethernet II, Src: ©0:00:00_00:00:00 (00:00:00:00:00:00), Dst: ASRockIn_3@:fb:4c (7@:85:c2:30:fb:dc)
Internet Protocol Version 4, ®-=- @ * @ 4 Fer 55 293 55 lad
Internet Control Message Protocol

<

Frame 6@: 78 bytes on wire (56@ bits), 78 bytes captured (568 bits) on interface \Device\NPF_{6320B841-1F15-416B-88F0-33DB9417BCAl}, id

0000 7@ 85 c2 30 fb 4c 00 00 00 00 00 00 LNl 45 88 p--@-L .E
00 38 64 45 40 @@ 80 01 db6 09 92 00 0@ 00 9b eb 8dE@
24 90 83 @3 e2 b3 00 0@ 0@ 00 45 00 @1 23 8 Te § E--#~
00 0@ 80 11 cf ef 9b e 24 90 9b eb 24 ff db 83 $---%
dé 83 @1 ef 65 32 e2

@ 7 wireshark_0|4 _20200701160626_a22444, pcapng Packets: 32516 - Displayed: 335 (1.0%) Profile: Default
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