Packet Analysis: PING, HTTP, DNS
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No. Time Source Destination Protocol  Length Info

- 31 3.182642 192.168.34.2 216.239.36.117 IcMp 74 Echo (ping) request 1id=exe001, seq=21/5376, tt

“— 32 3.226674 216.239.36.117 192.168.34.2 IcMP 74 echo (ping) reply id=0x0001, seq=21/5376, tt
33 4.185631 192.168.34.2 216.239.36.117 IcMp 74 Echo (ping) request id=0xe001, seq=22/5632, tt
34 4.229606 216.239.36.117 192.168.34.2 IcMP 74 Echo (ping) reply id=0x0001, seq=22/5632, tt
42 5.188309 192.168.34.2 216.239.36.117 IcMp 74 Echo (ping) request id=0x0001, seq=23/5888, tt
43 5.232319 216.239.36.117 192.168.34.2 IcMp 74 Echo (ping) reply id=ox0001, seq=23/5888, tt
45 6.197290 192.168.34.2 216.239.36.117 IcMp 74 Echo (ping) request 1id=0x0001, seq=24/6144, tt

= 46 6.241308 216.239.36.117 192.168.34.2 IcMP 74 Echo (ping) reply id=0xe001, seq=24/6144, tt

> Frame 31: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{9E302538-2013-4631-AC7A-21B6C9
> Ethernet II, Src: Micro-St_da:d3:b6 (30:9c:23:da:d3:b6), Dst: EFMNetwo_41:89:a8 (88:36:6c:41:89:a8)

» Internet Protocol Version 4, Src: 192.168.34.2, Dst: 216.239.36.117

> Internet Control Message Protocol
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© 7 Intemet Control Message Protocol: Protocol

Packets: 50 - Displayed: 8 (16.0%) - Dropped: 0 (0,0%) || Profile: Default
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v Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4d46 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 21 (©x0015)
Sequence number (LE): 5376 (©x1500)

Response frame: 32
Data (32 bytes)

Frame 31: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{9
Ethernet II, Src: Micro-St_da:d3:b6 (30:9c:23:da:d3:b6), Dst: EFMNetwo 41:89:a8 (88:36:6c:41:89:
Internet Protocol Version 4, Src: 192.168.34.2, Dst: 216.239.36.117
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Internet Protocol version 4, Src: 216.239.36.117, Dst: 192.168.34.2 )

v Internet Control Message Protocol

Type: @ (Echo (ping) reply)

Code: ©

Checksum: @x5546 [correct]

[Checksum Status: Good]

Identifier (BE): 1 (@xeee1l)

Identifier (LE): 256 (©x0100)

Sequence number (BE): 21 (0x0015)

Sequence number (LE): 5376 (0x1500)

[Request frame: 31]

[Response time: 44.032 ms]

Data (32 bytes)

<13 >EchoReply 3! BX 3atH

Type 8: Echo request
Type 0: Echo reply

Type: 8 or 0 Code: 0 Checksum
Identifier Sequence number
Optional data
Sent by the request message; repeated by the reply message
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Request message
Request line

Server

Headers
A blank line >
Response message

Status line
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Method Action

GET Requests a document from the server

HEAD Requests information about a document but not the document itself
POST Sends some information from the client to the server

PUT Sends a document from the server to the client

TRACE Echoes the incoming request

CONNECT Reserved

DELETE Remove the Web page

OPTIONSs Enquires about available options

<¥ > Reduest Line 55



Status Status
Code Phrase Description
Informational
100 Continue The initial part of the request received, continue.
101 Switching The server is complying to switch protocols.
Success
200 OK The request is successful.
201 Created A new URL is created.
202 Accepted The request is accepted, but it is not immediately acted
upon.
204 No content There is no content in the body.
Redirection
301 Moved permanently The requested URL is no longer used by the server.
302 Moved temporarily The requested URL has moved temporarily.
304 Not modified The document has not modified.
Client Error
400 Bad request There is a syntax error in the request.
401 Unauthorized The request lacks proper authorization.
403 Forbidden Service is denied.
404 Not found The document is not found.
405 Method not allowed The method is not supported in this URL.
406 Not acceptable The format requested is not acceptable.
Server Error
500 Internal server error There is an error, such as a crash, at the server site.
501 Not implemented The action requested cannot be performed.
503 Service unavailable The service is temporarily unavailable.
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Hypertext Transfer Protocol
GET / HTTP/1.1\r\n
PRS-CID: 21139\r\n
Host: iot.knu.ac.kr\r\n
Connection: keep-alive\r\n
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.132 Safari/537.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9\r\n
Accept-Encoding: gzip, deflate\r\n
Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;g=0.7\r\n
Cookie: _ga=GA1.3.225143862.1565265538; _gid=GA1.3.776061117.1584969179\r\n
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Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Server: gms for asd\r\n
Date: Mon, 23 Mar 2020 14:30:41 GMT\r\n
Content-Type: application/octet-stream\r\n
Content-Length: 120\r\n
Connection: keep-alive\r\n
Cache-Control: no-cache, no-store, must-revalidate\r\n
Pragma: no-cache\r\n
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Root DNS Servers

T

com DNS servers org DNS servers edu DNS servers
/ \ pbs.clarg poly.edu  umass.edu

yahoo.com  amazon.com

DNS servers DNS servers DNS servers DNS serversDNS servers
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<«—— 2 bytes >« 2 bytes >
identification flags
# questions # answer RRs

# authority RRs | # additional RRs

questions (variable # of questions)

answers (variable # of RRs)

authority (variable # of RRs)

additional info (variable # of RRs)
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(B20 ARG QesE=EFsJEaaqr
[dns B <)+
0. Time Source Destination Protocol  Length Info
53 3.298637 192.168.35.86 8.8.8.8 DNS 80 Standard query 0x0001 PTR 8.8.8.8.in-addr.arpa
56 3.356948 8.8.8.8 192.168.35.86 DNS 104 standard query response 0x0001 PTR 8.8.8.8.in-addr.arpa PTR
57 3.362123 192.168.35.86 8.8.8.8 DNS 70 Standard query 0x0002 A google.com
60 3.437323 [8.8.8.8 1192‘168.35.86 DNS 86 Standard query response 0x0002 A google.com A 172.217.26.46
61 3.443053 192.168.35.86 8.8.8.8 DNS 70 Standard query ©x0003 AAAA google.com
62 3.519641 8.8.8.8 192.168.35.86 DNS 98 Standard query response 0x0003 AAAA google.com AAAA 2001:48(

<7 >DNS$SIH3! 24X

a8 19= Zixet DNS 2| HIAX[S] XiM[St HEE LIEHH Z0|Ct.
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User Datagram Protocol, Src Port: 49178, Dst Port: 53
v Domain Name System (query)
Transaction ID: ©x0002
Flags: 0x0100 Standard query
Questions: 1
Answer RRs: ©
Authority RRs: ©
Additional RRs: ©
v Queries
google.com: type A, class IN
[Response In: 60]
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