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Summary

This study is motivated from the observation that future Internet would be evolved toward
‘mobile-oriented’ network environment, but current Internet was historically designed for ‘static’
network environment and thus it is inevitably subject to some architectural limitations in the
viewpoint of ‘mobile-oriented’ future network. This document presents the architecture of
Mobile-Oriented Future Internet (MOFI) to support the future mobile-oriented networks. The
MOFI architecture is featured by ‘built-in’ support of the seamless mobility, separation of Host
Identifier (HID) and Network Locator (LOC), HID-based communications with LOC-based routing,
functional separation of mobility control and data delivery, and protocol separation for data
delivery in access and backbone networks. Based on the MOFI architecture, we will identify a set
of relevant protocols: HID Communication Protocol (HCP) for end-to-end communication; Access
Delivery Protocol (ADP) and Backbone Delivery Protocol (BDP) for data delivery; and HID Binding
Protocol (HBP) and LOC Management Protocol (LMP) for mobility control. The MOFI is purposed
to be used as a building block component for overall design of future Internet architecture.

Page 1



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

Acknowledgement

Special thanks is given to the following colleagues for their valuable comments:
- Byung Cheol Kim (CNU: Chungnam National University)

- Jae Yong Lee (CNU: Chungnam National University)

- Youn Hee Han (KUT: Korea University of Technology and Education)

- Pyung Soo Kim (KPU: Korea Polytechnic University)

- Juyoung Park (ETRI: Electronics and Telecommunications Research Institute)

- Jung Im Kim (ETRI: Electronics and Telecommunications Research Institute)

- Dae Young Kim (CNU: Chungnam National University)

- Sung Heok Byun (ETRI: Electronics and Telecommunications Research Institute)

Change Log

The following changes have been made from the MOFI 1.1 to this MOFI 1.2:
1) Terms are revised for functional entities and protocols;

2) The document structure is slightly modified.

Page 2



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

TABLE OF CONTENTS

1. INTRODUCTION ..ttteeeeeeiiittteeeeeeeeetttteeeeeeeeeattasaeeeeseeasssasaseaaeseaassssasaseeeeaasssasaseseeaaasssssasseessaasssssanesessansnsssaneeeseannns 5
2. PROBLEMS OF CURRENT INTERNET IN MOBILE ENVIRONMENTS ....vviieuvieiureeitreeetreeenreenteeeeereentseeesneensseensseessssensseennns 7
2.1 OVERLOADED SEMANTICS OF [P ADDRESS .....uttiiiiieiiiiiiiiteeeeeeeirieeeeeesessnnteeeeeesessnnssaeeeessssssnsanaeesssensnnnes 7
2.2 ASSUMPTIONS ON LINK AND HOST ..cuuviiiurieierieereesereesseesseesseessseessseessseassseesssesssseesssesssseesssessssesssessseenns 7
2.3 HOST-BASED PROTOCOLS ....ccuvieveiiteereenreesteeseesseeaseesseeseesseesseasseeseeaseessessseessesssesssesssesseessesssesseesseenseeseans 7
2.4 USER LOCATION PRIVACY ...uuriieiiitieeeeeteeeeeeeeeeeeeeeeeeeaeeeeeeaaeeeeeaaeeeeeaeeeeeeaaeeeeeateeeeeseeeeeenseeeeesseeeeenseeeeennens 8
2.5  MOBILITY CONTROL IN THE FORM OF PATCH-ON ....cutiiuietietiereeseeeeseeeseesseeseessesssesseesseeseensesssesseessesssesseens 8
2.6 INTEGRATION OF DATA AND CONTROL FUNCTIONALITY ..ecuvieurieuteeteeereenreeseesseessesseesseesseesseessesssessesssesssesssenns 8
2.7 OTHERS .ttt ettt e eeeee et e e et ettt e e e e e e e e e e eeeeeeeeaaaareeeeesseaaaaaaeeeeeseeaasaaaseeeeeseaasaaaseseeesseasasaseesessennneees 8
3. DESIGN CONSIDERATIONS ...veevvitteeveesteesseesseessesssesssesseesseessesssssssesseeseesseessesssesssessesssessseessesssesssessesssesssesssessssssees 9
3.1 NETWORK ENVIRONMENT IN FUTURE INTERNET ....uuviiiutieeirieitteeetreeeteeeetreeeteeeeseeeeseeeteeenseeesesenseeesesenseeenns 9
3.2 DESIGN APPROACHES ... .eeeeetttieesiteeeatrteeassseeesaseeaaeseeeasssseessssssesasssseeassssssssssssessssssssssssseessssssessssseanns 10
3.2.1 FUTURE INTERNET AS AN ULTIMATE CONVERGENCE NETWORK ...c.vvieieriesireenereenireesireesneesreesneens 10

3.2.2 INTELLIGENT NETWORK SUPPORT TO PROVIDE EASY ACCESS.....uuuvurireeeeeeeiiurrereeeeeeeeisreeeeeeeeeaannns 10

3.3 TECHNICAL DESIGN PRINCIPLES ....eeeeetiieeeiiteeestieeeettieeeseteeessseeeeansseeeassaeesanssesesnsseeeasssseessssseessnsseesnnnes 11
3.3.1 MOBILE-ORIENTED AND STATIC-ALLOWED......eccvteiteereereereesreessesssesseesseeseeseessesssesseessesssessenns 11

3.3.2  ID-BASED COMMUNICATION WITH LOC-BASED ROUTING....ccuviieiieeeeteereereeereeeneeeneseeesaeeveense e 11

3.3.3  Protocol Separation for Access and Backbone Networks.........cccccoeveniiinnciencnenn 12

3.3.4  Functional Separation for Mobility Control and Data Delivery.........c.ccccooevvirieienennnn 12

4 FUNCTIONAL ARCHITECTURE ....cuutttvrieeeeeeeettereeeeeeeeeittseeeeeeeeeeetasseeeseeeeessssseseseeeeeeiasseseseseeesansssseeeseenaesrrseeeeeennns 13
4.1 NAME, HOST IDENTIFIERS AND LOCATOR ....cevttiriiiriiierreeerereeeeeeeeeseerersessssseeeesessesssssessseseereseeereeerersesreeeren 13
4.1.1 INAME oottt e e eeect e e e e e et e e e e e eee ettt e e e e e e eeetaaaaeeeeeeeeasaraseaaeeeatssraaaeeeeeaansrareaeeeeananrees 13

4.1.2 HOSTID (HID) cuiuteiieiiieeietiieiietetet ettt ettt ettt ettt s e se s e st et e sensesessanseseesansenin 14

4.1.3  LOCATOR (LOQ) cuiouiitinieeiitiieiietete ettt ettt ettt ettt estesese st et e s essese s essesesessesesansesessansenn 14

4.1.4  LINKID (LID) itetieiietieieieteieieteit ettt ettt sttt s et st s seseesese et sassesesesessesesessesesesesasenas 14

4.2 FUNCTIONAL REFERENCE IMIODEL. ....cevtttuiieeeeeiiiiiieeeeeeeeettiieeeeeeseestnenaeeeessssssannaeeeesssssnnnaseeesesssrnnaaeesssenes 15
4.3 FUNCTIONAL ENTITIES ..ttt ettt eee ettt e e e e ettt e e e e e eeeaaaaaeeeeeeeeatbeseeeeeeeentssseeeeeenas 16
4.3.1  NAME-HID MAPPING SYSTEM (NIMS) c..eitiuiieiinirieteiieieieteeeteee ettt 16

4.3.2  HOSTS ittt ettt et ettt ettt et e e tb e e tae e tb e e s tae e tb e e tae e taeaaae e tbeennaeetbeennaeane 16

4.3.3  ACCESS ROUTER (AR )...uiietiuiietenieiete ettt sttt sttt ettt et b et se s et e ebeneseese e e eneneanns 16

4.3.4  INTERNET BACKBONE ..cotiiuiiiitiitieiteeteeteeeteettesteesteesteesseessesasesseesteesseesseessesssessseseesseansesssesnns 17

4.3.5  ACCESS CONTROLAGENT (ACA) c.niitiitiieiietiteiteteteite st et se e sessessesessessesessensesessensesessansess 17

4.3.6  LOCBINDING SYSTEM (LBS)....cuiuiiietiniietiiieietinisietest ettt sttt tese st ssesesessesesesseseneenes 17

4.4 IMIOFT PROTOCOLS ..uuuvvvviieeeeeeetieeeeeeeeeeeeae e e e e eeeeaaaeeeeeeeeeeaaaeeeeeeeeeanataaseeeeeeeenasasseeeeseeesstsseeeeseennsrees 18
4.4.1  HID-BASED COMMUNICATION PROTOCOL (HCP) ...oviiiiiiiiieieiieieieeie et 18

4.4.2  ACCESS DELIVERY PROTOCOL (ADP) ..ottt ettt saese s esenenenas 18

4.4.3  BACKBONE DELIVERY PROTOCOL (BDP) ..cooviiieieiiieiieiiieiieteteieetet ettt enas 18

4.4.4  HID BINDING PROTOCOL (HBP) ...ttt 18

4.4.5  LOCMANAGEMENT PROTOCOL (LIMP) c.uiiiiciieiiieietiieitete ettt 18

4.5 DATA TRANSPORT IMIODEL ..vvvvviieeieeiieeeeeeeeeeeiteeeeeeeeeesaateeeeeeseessaaaeseeeeseesasaeseeesseesssaseseeeseessnssrsneeeeeeanns 19
4.5.1 PROTOCOL STACK FOR DATA TRANSPORT ....uvvviieeeeieeiitreeeeeeeeeiinreeeeeeeeesasrereeeseensisssereeeseennnnnnes 19

4.5.2 DATA TRANSPORT PROCEDURES.....cvviiieiiieitireeeeeeeeeeiareeeeeeeeeeaareeeseeeeesiasreseseseensisssereseseennnnnes 20

4.6 IMOBILITY CONTROL IMMODEL ....uuvvvvieeeeeeeeiiireeeeeeeeeetateeeeeeeeeeeaaaeeeeeeeeeeeatssaeeeeeeeeessssseeeeeeeeennssseeeeeeennnrees 22
4.6.1 HID BINDING «1vvveeeeeeeeetitteee e e e eeeete e e e e eee ettt e e e e eeeaaaeeeeeeeeeeanareeeeeeeeeetasseeeeeseeesnsreeeeeeeennannres 22

4.6.2  LOCBINDING AND QUERY ....cuuiiiiiiieiieiieite ettt et et sttt et s s e e e 22

4.6.3  HANDOVER CONTROL...ceutteuteenuiteniteenuteeniteentteensteenteeessteenbaeesuseesseeenseeebaeenseeeseeesseeesseeenseesnn 23

5. PROTOCOLS et et e et e e et e e et e e et e e e e eate e e e eataaeeetteeeeeateeeeeassaeeenseeeesesseesennseneean 24
5.1 HID COMMUNICATION PROTOCOL (HCP) ...oviiiiieiiieieiiieieicte ettt eses e 24
5.1.1 HCP HEADER FORMAT ...ttt ettt e ettt e ettt e e ettt e e et e e e aaaeseeaasaeeeavaeeeenssesessnsseeesnsseeeensseseannns 24

5.1.2 ENCAPSULATION FOR DATA DELIVERY ....cooiitrrieeeeeeeeciiteeeeeeeeecareeeeeeeeeenareeeeeeeeeennseseeeseeennnnes 25



ETRI Proprietary

Mobile-Oriented Future Internet Release 1.2

5.2 ACCESS DELIVERY PROTOCOL (ADP) c.eitiieiietiieiietietet ettt ettt se e ss et sse s ne s ens 25

5.3  BACKBONE DELIVERY PROTOCOL (BDP) ...oviuieiiieiieiiieiietieteteitetee ettt ettt sttt 25

5.4  HID BINDING PROTOCOL (HBP) ...cuiiiuieiiieiietiiteiieteetee ettt ettt ettt se e ss e ese s neenesseneens 26

5.4.1 OPERATIONS ... eitteteeeeee ettt e e e e ettt e e e e e e e eeaaaaeeeeeseesaaaaeeeeeseesntaaseeeesesansssaseeeeessannsrareeeeas 26

5.4.2  HID CACHE (HO) uiuiitieiiieieeteieteeteteit ettt ettt ettt sttt sttt s ese st et esees et esessensesessensesens 27

5.5  LOC MANAGEMENT PROTOCOL (LIMP) ..eiuiiiiiiieiiieteiiieieiete ettt ese s 28

5.5.1  LBSWITH LOCDATABASE (DB) ...vouiieiiniieteiiieieeieie ettt ettt ebe s ss s ssesesessesesesenns 28

5.5.2  ACAWITH LOC CACHE (LQ) ..ouiuiieiiriieieieieieiteie ettt sttt st sae e sese s enns 28

5.5.3  LOCATION BINDING (LB) OPERATIONS....cucveteuiieteniierenetetestesesasessetesessesesessesesessesesessssenssesns 29

5.5.4  LOC QUERY OPERATIONS ..eeerurteerrurteeeruteeesireeeenneeeesmteeesauneeessnnaeessmneeesanneeessseeeessmnneesanneees 30

5.5.5 HANDOVER CONTROL OPERATIONS ..cetitiiauiiittiereeeeaaiittteeeeesaainreeeeeeesasnnsetaeeessesnnnnseeeeessennnnnees 32

5.5.6  LIVIP PACKETS .ottt e ettt e e e e ettt e e e et e e e e atae e e eaaaeeeetreeeeeaseeeeennenas 33

6. FURTHER ISSUES ...t eittee et ee ettt ettt e ettt e ettt e e ettt e e ettbeeeeaaaaeaestbeeeeasaeeesassaeaansbeeeessseeeaassaaeassseseanssaeeensrenaans 34
6.1.1 SCALABILITY ISSUE OF LBS ..ttt ettt et e e ara e e eavaeaean 34

6.1.2 OPTIMIZATION FOR SEAMLESS HANDOVER........ueieiirieeeeiiieeesrieeeeireeeeereeeesssseeessssessssssseesssseeeans 34

6.1.3 CONSIDERATIONS OF HETEROGENEOUS WIRELESS ACCESS NETWORKS ....eeeevuvieerriieeenireeeeineeenns 34

6.1.4  ANONYMOUS ACCESS SUPPORT ..eeeeuttiteeitieeesitreeeantreeeassseeeasssseeessseesasssseesssseessnsseesssssseesssssees 34

7. COMPARISONS ...eetteeeeeeeeeeeaee et e e e e e ee e et e eesee et aeeeeeseasaaaaareeeeseaasaaaaeeeeeeaaassaaeeeeesessasaasseeeeessannsstseeeeesssnnsrees 35
7.1 ARCHITECTURE PERSPECTIVE .vveuveieteeeuteeeteeeteeeeteeeteeeteeeaveseseeeseseesessnseseseeensesesasensesessessesenseesnsenan 35

7.2 IVIOBILITY PERSPECTIVE ... eeeuttvveeeeeeeeeeiteeeeeeeeeeeaaaeeeeeeeeesensasseeeseeesestseseeeseeeaetssseseseeesnsssareseseeeensrrreeeees 36

8. CONCLUDING REMARKS ....eeeiiuitiieeitieeeetteeeetteeeeetteeeestaesaastseseeasssessasssaeasssesaasssessasssseaasssesessssseseansssaeanssesennnes 37
REFERENCES ... tttteetttteestteeeestteeeesaseeeessssaaeaseseaeassseeaasssaeaassssaeasssseeeassssesanssasaasssseseassssessssssesanssseesasssseesssseessssseeesssens 38
BIBLIOGRAPHY ...ttt e ettt e et e e et e e e et e e e et e e e eeaaaeeeeaeeeeeeateeeeenseeeeeseeeeeeseeseeensseeeenneeeeesseeeeesneeeenneas 39
ABBREVIATIONS ..ottt eettteeeetteeeeeteeeeeetaeeeeeateeeeatseeeeeaseeeeaaseseeeassseeessseeeaassseeesseeseenssseeeasseeeaansseseessseeensseseeansseeeansenas 40

Page 4



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

1. INTRODUCTION

With an explosive growth of the number of subscribers of 2G/3G cellular systems and also other
wireless data systems such as WiFi and WiMAX, the mobile networks now become the key driver
toward the future Internet. It was reported that there were 4 billion mobile users (from 2.7 billion
in 2006), using 570 million Internet-enabled handheld devices. The number of people who surf
the network on their phones has doubled since 2006. By 2012, there will likely be more mobile
and wireless users than wired ones [1]. In addition, a variety of new types of wireless access
networks like ad-hoc networks and sensor networks are emerging, and they will be the major
access means to future Internet.

However, it is noted that the current Internet was basically designed for fixed network
environment, rather than for the mobile network environment. This has enforced Internet to add
a lot extensional features to satisfy the requirements for mobile networks, as shown in the
example of Mobile IP (MIP) [2, 3]. However, this patch-on approach seems to be just a temporal
heuristic to the problems in the mobile environment, rather than an optimization approach to
substantially solve the mobile-related issues.

Based on these observations, some activities already started to design the future Internet for
mobile environment rather than fixed environment. A typical example is eMobility [4] which is a
project of EU FP7. eMobility says that the first generation Internet had been developed mainly for
research purpose, however, many new protocols have been patched to support commercial
requirements in the second generation Internet. Now, eMobility envisions the third generation
Internet as the wireless/mobile Internet with the name of ‘Post-IP.’

The 4WARD [5], another FP7 project for design of future Internet architecture, is also targeted to
effectively support the mobile environment. In [6], the authors describe a key driving force for
the design of future Internet architecture as follows:

“Design from a mobile and wireless perspective. The Internet was invented for fixed network
use. But now more users in the world gain access to the network via mobile networks than via
fixed networks. This increases the pressure to go beyond the Internet’s assumption of
continuous connectivity and static attachment points, and to fully address and profit from the
specifics of wireless transmissions.”

We also note many FIND projects, which are very closely related with wireless/mobile
environments [7]. Especially, we note that the “mobile first” project is recently proposed as a
candidate approach for future Internet in the recent NSF future Internet summit, which is a part
of FIND activity [8]. This proposal is with the recognition that Internet is changing very rapidly
from fixed hosts to mobile devices, in which it is stated that a future Internet architecture should
support mobile devices as ‘first-class’ users and also provide a variety of new applications
efficiently, securely, and at a large scale.

GENI[9], a representative testbed project for future Internet, also agrees that wireless/mobile
will be the major access means for future Internet. We note that some design documents of GENI

already covers the issues including ad-hoc and sensor networks.

AKRAI [10] is a representative future Internet activity in Japan, which deals with the issues on
ID/Locator split architecture and a managed mesh to support mobile environment. Especially, the
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ID/Locator split architecture covers the primary issues in mobile environment such as mobility
and multi-homing, etc.

In addition, it is noted that the current Internet needs to be substantially changed so as to
effectively support the future All-IP networks that consist of a lot of new revolutionary radio
technologies such as IMT-advanced or beyond [11].

With these observations, we will try to design the architecture of Mobile-Oriented Future
Internet (MOFI) to support the future Internet’s mobile environment. Our primary goal is to
develop the overall architecture of MOFI. However such architectural design works include a lot
of technical issues such as mobility, QoS, security, network management, traffic engineering,
AAA, etc. Accordingly, those issues could not be covered at one time. Therefore, from the
mobility perspective, we will first discuss the following question, “how to effectively deliver data
packets in the mobile-oriented future Internet environment.”

Page 6



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

2. PROBLEMS OF CURRENT INTERNET IN MOBILE ENVIRONMENTS

In the historical perspective, Internet was designed mainly for fixed environment, which results in
some limitations. In this section, we discuss some problems of Internet from the viewpoint of
mobile-oriented future Internet.

2.1 OVERLOADED SEMANTICS OF IP ADDRESS

First of all, an IP address has overloaded semantics as Identifier (ID) and Locator (LOC). In mobile
environment, however, the location of mobile host is likely to continue to change by movement.
This means that the static allocation of LOC (IP address) to a host may become problematic in
mobile networks. In the meantime, the ID needs to be kept persistently (without change) to
maintain an on-going sessions against movement of a host. Accordingly, ID and LOC should be
separated to support the mobility in future Internet.

Another critical concern is that IP address, as an ID, is allocated to a network interface of a host,
rather the host itself. Accordingly, if a host has multiple interfaces, multiple IP addresses must be
allocated to a single host. This may give serious inefficiency to a multi-homing host, since the
same host has to use different IDs for communication. Therefore, ID needs to be allocated to a
host itself rather than its network interface.

As for the allocation of LOC or IP address, it does not make sense to allocate IP address to a
mobile host, since it may continue to move on. Accordingly, in mobile environments, it is
suggested that an address or LOC should be allocated to a certain fixed node in the network,
rather than the host itself.

2.2 ASSUMPTIONS ON LINK AND HOST

In Internet, it is implicitly assumed that the existence of stable connection between host and
network. However, in mobile environment, the connection is subject to dynamics of the network,
in particular, due to high error rates and intermittent connections, depending on characteristics
of wireless networks. Accordingly, special considerations should be taken for lossless and reliable
communications in such network environments.

In addition, in mobile environment, we should be able to support idle mode hosts to save their
electric power. Nonetheless, in Internet we assume that most of the hosts are always on active
state. This naturally requires some advanced capability, such as paging.

2.3 HOST-BASED PROTOCOLS

In Internet, many TCP/IP protocols have been implemented within a host, based on the so-called
‘end-to-end’ principle. However, in mobile environment, most of hosts are relatively subject to
hardware limitations in terms of computing power consumption and scarce wireless link
resources. This is quite a different feature from the fixed host. Accordingly, each end host needs
to be implemented as lightly as possible in the functionality and operation points of view. In this
context, it is desired that some part of intelligence (or functionality) of end host should be
moved to the network side.
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In addition, we note that the network-based protocol is preferred to the host-based protocol in
the perspective of deployment and performance, as seen in the comparison of Mobile IP[3] and
Proxy Mobile IP [12]. This also implies that a portion of intelligence or functionality of
communication needs to be implemented in the network side rather than in the host side.

2.4 USER LOCATION PRIVACY

In Internet, an IP packet header contains the current location of a user in the form of source IP
address, which may be regarded as a ‘private’ information, in case that the sender does not want
to reveal its location to the correspondent. To provide the location privacy of a user, ID and LOC
need to be separated, and LOC shall be used only in network, not in end hosts.

2.5 MOBILITY CONTROL IN THE FORM OF PATCH-ON

In mobile environment, the mobility control is regarded as an essential requirement, not an
additional feature. In the meantime, TCP/IP protocols have so far focused on fixed hosts, and
thus the mobility control has been considered as just a special or additional functionality. This
leads to development of some mobility protocols (e.g., Mobile IP) in the form of patch-on the
TCP/IP protocols. This kind of mobility control tends to induce unexpected performance
degradation such as triangle routing, overuse of proxy agent, etc. Accordingly, in the mobile-
oriented future Internet, the mobility control should be provisioned in the form of ‘built-in’
(intrinsically) rather than ‘patch-on’ (subsidiary).

2.6 INTEGRATION OF DATA AND CONTROL FUNCTIONALITY

In general, the control information for signalling is mission-critical and thus needs to be delivered
more urgently and more reliably, compared to normal user data. In this context, it is desired that

the control functionality should be separated from the data transport functionality, as seen in the
2G or 3G wireless mobile communication systems.

In Internet, it is noted that the data and control functionalities are integrated. For example, in
Mobile IP, Home Agent (HA) exchanges both user data and mobility control information (e.g.,
binding update) with a mobile node over the same path (by using the same IP address), which
may be subject to performance degradation. Accordingly, the separation of control and data
functionality shall be considered in mobile-oriented future Internet.

2.7 OTHERS
In addition to the problems described above, some more issues may be identified and discussed
in the design of future Internet. Those issues include QoS enhancement in mobile environment

with limited bandwidth of wireless link and frequent handovers by movement. Security may be
another critical issue.
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3.  DESIGN CONSIDERATIONS

3.1 NETWORK ENVIRONMENT IN FUTURE INTERNET

To design the future Internet architecture, we first need to consider the network environment
that could be envisioned in the future Internet. Figure 1 illustrates our view to future Internet in
the perspectives of network and users/things, which show just a logical representation of future
Internet, rather than the physical network architecture.
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(b) Users/Things perspective
Figure 1 — Network environment in Future Internet

As illustrated in the figures, in future Internet, users/things will benefit from a variety of access
ways to the network anytime, anywhere, and through any interfaces. In particular, it is expected
that ‘mobile’ users/things, rather ‘fixed’ ones, will become more dominant in future Internet. In
this context, a crucial requirement for future Internet is to provide seamless services for the
mobile users/things through the mobile oriented future Internet (MOFI).
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3.2 DESIGN APPROACHES
The MOFI is mainly designed with the following fundamental philosophy.
3.2.1 FUTURE INTERNET AS AN ULTIMATE CONVERGENCE NETWORK

With a recent trend of network convergence, it is expected that the all kinds of networks will
be evolved or revolved toward a unified network, i.e., ‘mobile-oriented convergence
network’ as shown in Figure 2, including computer or telecommunication networks.

We note that computer (i.e., Internet) and telecom networks have quite different design
philosophy and their own pros and cons, respectively. From the perspective of the
convergence trends, future Internet should be designed to make full use of the pros of both
computer and telecommunication networks.

Mobile Internet
MIP, PMIP, HIP -+
Internet

Mobile
Oriented

Telecom ’ Future
Convergence
Network

Figure 2 — Future network convergence towards a single type of network

In addition, we note that the current cellular system is a very successful model and provides
a lot of desirable features to support the mobile environment. Therefore, we will readily
exploit those useful features in the design of future Internet architecture, to the extent
possible.

3.2.2 INTELLIGENT NETWORK SUPPORT TO PROVIDE EASY ACCESS

We see that Internet is now regarded as a kind of ‘social infrastructure’ beyond a mere
technology or service. This trend will be more accelerated in the future Internet. Thus, all the
users of future Internet shall be able to use every kind of Internet services more easily. To do
this, the network should guarantee an easy access of every user. The easy access could be
accomplished with the help of intelligent access nodes (e.g., router and agent in the
network) that will perform many complicated operations on behalf of users. While keeping
the traditional end-to-end concept of current Internet, the mobile-oriented future Internet
will get a lot of benefits from the intelligent network support.
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3.3 TECHNICAL DESIGN PRINCIPLES
With the design philosophy described above, we identify a set of design principles for MOFI.
3.3.1 MOBILE-ORIENTED AND STATIC-ALLOWED

The current Internet basically assumes that a host is static. However, it is envisioned that
wireless/mobile hosts will become dominant in the future Internet. Accordingly, we will focus on
the design of architecture that is optimized to mobile users/hosts and that also allows static
users/hosts at the same time.

In this sense, the mobility control functionality to support seamless services for mobile users
should be provided as a basic function, not a supplement one. It means that the future Internet
should be designed with the assumption that all the users are moving on.

3.3.2 ID-BASED COMMUNICATION WITH LOC-BASED ROUTING

In the current cellular networks, a user does not need to know the corresponding user’s location
information that will be managed in the network (system). The only requirement for
communication is to know the identifier (ID) of the corresponding user. This feature facilitates an
easy access of users to the network for communication. MOFI will be designed for ID-based
communication, in which a user needs to know only the ID of the corresponding objects (or
users) for communication without knowledge of its locator (LOC). The detailed mapping
between ID and LOC will be managed by network.

In the context of ID-based communication, the following considerations will be taken:
1) Separation of Identifier and Locator

Identifier is used to identify a user or host in the network, whereas locator is used to represent
the current location of the user in the network. Locator can be also used for packet routing or
delivery in the network.

In the current Internet, an IP address is used as identifier as well as locator in the network
because it has focused on the fixed network. In future mobile oriented network environment, a
user (or object) identifier needs to be separated from its locator, since the locator may change
by movement, but the identifier should not change to keep the on-going session. That is, an
identifier should be used only to identify an object in the viewpoint of service provisioning,
whereas a locator should be used so as to effectively locate the object and to deliver packets in
the network.

2) Address-free Host

In terms of mobility, another problem of the current Internet is that a host must configure its
own IP address in the network. When a mobile host moves into a new network by handover, it
should configure its new IP address (by using DHCP or IPv6 stateless auto-configuration). This
address configuration tends to result in quite a long handover delay. One promising way to
solve this problem is that a host does not configure its own address, so as to reduce the
handover delay. This is in the same line with the design goal, “ID-based communication.”
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3) ID-based End-to-end Global Communications and LOC-based Local Routing

In MOFI, the end-to-end communication between two end hosts will be performed based on
the host ID. Each host ID shall be globally unique in the network, and it will use an appropriate
socket interface that consists of a host ID and a port number.

On the other hand, the routing for packet delivery will be done using the LOCs. The associated
LOCs may be local and private in the network. Furthermore, one or more LOCs and different
routing schemes may be used along the path until the data packets are delivered to the final
end hosts.

3.3.3 Protocol Separation for Access and Backbone Networks

In MOFI, the protocols used in access and backbone networks will be separated in the data
transport and control perspectives. In future Internet environment, each access network and
the backbone network may have quite different characteristics. For example, access networks
might consist of the wireless links with relatively low bandwidth and unreliable transmissions,
whereas the backbone network will be the optical network with high bandwidth to provide
reliable transmissions. Accordingly, the protocol requirements for the access and backbone
networks may be quite different. This implies that the protocols used in the access network
need to be designed by considering the wireless link characteristics, whereas the protocols
used in the backbone network may be designed to be as simple as possible by considering the
optical networks.

The access networks should be able to guarantee easy access of users, whereas the backbone
network is primarily purposed to provide effective delivery of packets. In this context, we need
to separate the protocols used for access and backbone networks in the design of MOFI.

In particular, we also note that the current IPv4/v6 protocols can be used in the backbone
network, as an incremental approach (or a tentative solution) to deployment of future
Internet. This is because the backbone network is quite difficult to replace with a completely
new protocol at a stretch, compared to the access network. This approach will also be helpful
for migration from the current Internet to the clean-slate future Internet.

3.3.4 Functional Separation for Mobility Control and Data Delivery

We note that the control information (e.g., for mobility control) is usually mission-critical and
thus requires the fast and reliable delivery in the network. Accordingly, the control plane (or
function) needs to be performed differently from the user data plane (function) in MOFI, as
done in the current cellular systems.

In particular, MOFI will be designed for network-based mobility control, since the network-
based mobility scheme is preferred to the host-based mobility scheme in the viewpoint of
resource utilization, protocol performance and deployment, as shown in the comparison of
MIPv6 [3] and Proxy MIPv6 (PMIPv6) [12]. In addition, the mobility control of MOFI will provide
the ‘intrinsic’ route optimization, by which the direct path should be used between two hosts
from the beginning of communication with the help of the mobility control.
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4. FUNCTIONAL ARCHITECTURE

44 NAME, HOST IDENTIFIERS AND LOCATOR

The most essential elements associated with communication include name, identifier and locator.
A name represents “who it is.” An identifier is used to represent “what it is” and a locator is to
represent “where it is.”

In MOFI, as depicted in Figure 3, the two types of mapping are used: 1) mapping from Name to
Host ID (HID), which is managed by Name-HID Mapping System (NMS), and 2) binding between
HID and Locator (LOC), which is managed by LOC Binding System (LBS). By using these mapping
and binding systems, the name shall be eventually translated to Locator (LOC) via HID for end-to-
end communications.

Name —7 | HostID (HID) ¥ Locator (LOC)

Mapping Binding

g ‘
Name-HID Mapping System  LOC Binding System
(NMS) (LBS)

Figure 3 — Name, HID and LOC

NMS provides decoupling of user/service/data (object’s name) from the host (HID). For example,
we can access to a particular object with multiple hosts (HIDs), or a host (HID) may be shared by
multiple objects (name). An object (name) may be moved or copied from a host to another (HID).

LBS will also provide decoupling of location (LOC) from host (HID), in particular, in the mobile
networks. Note that the LOC is subject to change by movement of mobile host, but HID is
persistent. A host is identified by HID, and the changeable LOC is used for routing of packets in
the backbone network.

4.1.1 NAME

Name is used by a human user to uniquely identify a corresponding (communicating) object in
the network. An object may be human, device, data, service, etc. For human’s understanding,
Name should be human-readable, i. e., alphanumeric.

A string of characters or numbers that are human readable or understandable are used to
represent a name. The specific format of name may depend on services and applications
deployed in future Internet. So far, some promising formats of name include a host name (e.g.,
www.google.com), Network Access Identifier (NAI) such as user@realm and telephone number
such as 12-345-5679. Some more formats of name may be defined additionally in the future.

(Note) For scalable naming, a hierarchical structure of name can be considered, which may consist of
the diverse components such as service provider, users, applications/services, etc.
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4.1.2 HosT ID (HID)

A human, service or data identified by name will be served on an end host. For delivery of data,
the end host should be identified by HID in a static and secure manner, because each HID is used
for communication and may be revealed to an unknown user. We may consider a fixed-length (e.
g., 128-bit) and cryptographic HID.

At present, we consider the format of 128-bit HID. This may be similar to the Host Identity Tag
(HIT) of Host Identity Protocol (HIP) [13], which generated based on the Overlay Routable
Cryptographic Hash Identifiers (ORCHID) [14]. As described in [13, 14], these HID formats two
advantages of using a hash function in protocols. First, its fixed length makes for easier protocol
coding and also better manages the packet size cost of this technology. Second, it presents the
identity in a consistent format to the protocol independent of the cryptographic algorithms used.
A specific mechanism of how to implement these HIDs in MOFlI is still for further study.

The mapping from name to HID is managed by the Name-HID Mapping System (NMS), which may
be implemented with a server or a hierarchical system of servers. Note that the legacy Domain
Name System (DNS) may be regarded as an example of NMS in that it maintains the mapping
between hostname (name) and IP address, if IP address is used as HID. The mapping information
between name and HID contained in NMS may be statically configured or dynamically updated.
For example, if an object (data/service) is moved from one host to another, the associated
mapping entry of NMS will be dynamically updated.

(Note)Similar to naming scheme, the HID can also be in the hierarchical format for scalable
management of HIDs in the world-wide scale. This is still for further study.

4.1.3 LocATOR (LOC)

Locator (LOCQ) is used to represent the location of an object in the network. An LOC may contain
the information about topological or geographical location of the user in the network. LOC s also
used for delivery of data packets between objects in the network.

In MOFI, an IP address of the access router (attached to the end host) is used as LOC of the end
host. Other formats of LOC are still for further study. A locator is used only in the ‘backbone’
network in the form of IP address, whereas the HID is used for communication only in the access
network. In mobile environments, a host with a single HID may change its LOCs by movement.

4.1.4 LINK ID (LID)

In addition, we consider Link ID (LID) to identify a link (connection point or interface) of a host to
the access network, which is needed for data packet delivery between the access router and a
host. Examples of LID include the IEEE 802 MAC address and any other link-layer physical
addresses of hosts for wired/wireless network interfaces.

An LID is given for each network interface of a host, and thus a multi-homing host may have two
or more LIDs. The specific format of LID depends on the associated link-layer access

technologies. At present, we consider the following LIDs:

Q IEEE 802 MAC address (for LAN or WLAN);
Q GPRS Tunnel ID (for cellular networks);
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Q IPv6 or IPv4 address (for overlay network).
In a certain case, a LID may consist of a sequence of two or more IDs for an access router to

identify the host in the access network (for example, one or more PoAs are located between host
and access router).

4.2 FUNCTIONAL REFERENCE MODEL

We consider the following functional reference model of MOFI, as shown in the figure below.

Name-HID Mapping System (NMS):
<Name&HID>

LOC Binding System (LBS):
<HID®LOC>

BDP (IPv4/IPv6)

Host
(HID)

Payload

(HID) Internet Backbone

Payload

LOC | HID | Payload

€---->  Control Flow <4—» Data Flow

Figure 4 — Functional reference model of MOFI

In the figure the following notations are used:

NMS: Name-HID Mapping System;

LBS: LOC Binding System;

HBP: HID Binding Protocol;

ADP: Access Delivery Protocol, which is optionally used;
AR: Access Router;

ACA: Access Control Agent;

LMP: LOC Management Protocol.

CO0000O0
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4.3 FUNCTIONAL ENTITIES

4.3.1 NAME-HID MAPPING SYSTEM (NMS)

NMS is responsible for mapping between the names of objects (or users) and the HIDs of hosts.
In MOFI, each calling user has only to know the name of the corresponding user. To get an HID of
the corresponding host, the calling host may consult with NMS, on behalf of the calling user.
NMS may need to dynamically update the HIDs for the name of an object according to “contents
mobility” such as file copy/move, server/host change, etc.

The NMS can be a logical overlay network that may consist of a lot of distributed servers in the
world-wide scale, as shown in the current DNS architecture. For scalable management of NMS, a
hierarchical name format may be used, which is for further study.

4.3.2  HosTs

In MOFI, it is assumed that an object (or user) is identified by a name and has its own host that is
identified by HID. A name is service-specific and mapped onto one or more HID. This operation
will be performed between a host and NMS.

A host has one or more Link Identifiers (LIDs), depending on whether the host has a single or
multiple network interfaces for host multi-homing. For communication, a host shall be attached
to an AR in the network. When a host is attached to an AR, its HID and LID(s) shall be registered
with AR. This operation is called ‘HID Binding Protocol (HBP).’

4.3.3 ACCESS ROUTER (AR)
In future Internet, there may be a variety of wired/wireless access networks between hosts and
AR. Depending on the underlying access network, one or more Point of Attachments (PoAs) or

routers may be located between host and AR, as shown in the example of wireless ad hoc,
sensor, or wireless mesh networks.

(©)

— ~
¢ )
S~ _ _ - -
(a) AR over PoA

(c) AR with multi-level PoAs

Figure 5 — Configuration of AR and PoA

In the deployment perspective of an access network, as shown in Fig. 5, an AR may be located
over the underlying link-layer Point of Attachment (PoA), in which host is directly connected to
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AR in the link layer (Fig. 5(a)). Alternatively, one or more PoAs may be connected to the AR, as
shown in Fig. 5(b). In this case, a host communicates with AR via one of candidate PoAs, in which
the mobility of host across two neighbouring PoAs will be managed by the corresponding link-
layer mobility management scheme, which is outside the scope of MOFI. In a certain case, a tree
hierarchy of PoAs with two or more levels may be configured in the network, as seen in the
wireless mesh networks of IEEE 802.11s.

With network attachment, a host shall bind its HID and LID to AR via the HBP protocol. After that,
the host sends or receives data packets to or from AR by using the Access Delivery Protocol
(ADP). That is, AR receives the data packets from its local host and forwards them to the
correspondent host in the network by using the legacy IPv4/IPv6 protocols. When AR receives
data packets from the remote AR, it will deliver those packets to the local hosts by using the ADP.

In the perspective of mobility control, AR uses its Access Control Agent (ACA).
4.3.4 INTERNET BACKBONE

In MOFI, the backbone network represents the legacy Internet that consists of a lot of site
networks, ISPs, and network providers. In the Internet backbone network, the data delivery
mechanisms will follow the currently used IPv4/IPv6 protocols.

4.3.5 ACCESS CONTROL AGENT (ACA)

ACAis an agent located with AR, which is in charge of control operations such as LOC binding and
query. Each ACA is likely to be implemented with AR. That is, AR and ACA may be just logically (or
functionally) separated, but physically co-located over the same equipment, as shown in the
example of MSCand VLR in the GSM system.

Each ACA performs LOC binding and query operations with LBS by using the LOC Management
Protocol (LMP), which is used to get the information of LOC for data delivery. LMP is also used
for handover control of mobile hosts, which is performed between ACAs.

4.3.6 LOC BINDING SYSTEM (LBS)

The LBS provides a database for binding between HID and LOC. When LBS receives an LOC
binding request message from an ACA, it creates or updates the HID-LOC binding information in
the database. In addition, when an ACA asks LBS for the HID-LOC binding information to a
specific HID, LBS will reply with the corresponding LOC information to the ACA. LBS may maintain
a database that contains information about users’ service profile and authentication.

The LBS is a logical overlay network that may consist of a lot of distributed servers in the world-
wide scale. For load sharing and/or scalability enhancement of control operations, the LBS may
be configured in the hierarchical or distributed manner. In addition, for scalable management of
LBS system in the mobile environments, Home LBS and Visited LBS may be used, as seen in the
example of Home Location Register (HLR) and Visited Location Register (VLR) in the GSM
system.

(Note) For scalable LBS management, a hierarchical format of HID may be considered.
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4.4 MOFI PrROTOCOLS

4.4 HID-BASED COMMUNICATION PROTOCOL (HCP)

MOFI is featured by HID-based communications and LOC-based routing. The details of end-to-end
communication will be governed by the HID-based Communication Protocol (HCP), in which HIDs
of the two end hosts are used as identifiers.

4.4.2 ACCESS DELIVERY PROTOCOL (ADP)

ADP is a data delivery protocol that is used to deliver data packets between host and AR in the
access network, in which LIDs of hosts are used for packet delivery. The details of ADP will be
described later.

4.4.3 BACKBONE DELIVERY PROTOCOL (BDP)

BDP is a data delivery protocol that is used to deliver data packets between ARs over Internet
backbone network, in which LOC (IP address of AR) will be used for packer routing. At present,
we use the current IPv4/IPv6 routing schemes as BDP.

4.4.4 HID BINDING PROTOCOL (HBP)

HBP is a control protocol that is used to bind the HID and LID of a host to the associated AR. The
details of HBP will be described later.

4.4.5 LOC MANAGEMENT PROTOCOL (LMP)
LMP is a mobility control protocol. LMP is performed between ACA and LBS to bind the HID and
LOC of a host to LBS, or to query the LOC of a correspondent host. LMP is also performed

between two ARs to support seamless handover and LOC update by handover. The details of
LMP will be described later.
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4.5 DATA TRANSPORT MODEL
In this section, the data represents the user data packets for communications between hosts.

4.5.1 PROTOCOL STACK FOR DATA TRANSPORT

MOFI will take a layered model similar to the current Internet architecture in the protocol stack
point of view. It is noted that the layering architecture and relevant protocol design of future
Internet includes a lot of issues to be considered simultaneously, which still needs significant
challenges with further researches and experimentations. Therefore, as an initial step, MOFI will
focus on the network layer, i.e. IP layer, rather than the other layers. That is, we will propose a
simplified protocol model as a basis to design the MOFI in the network layer, which could
possibly be integrated as a building block component into the overall design of future Internet.

MOFI considers a protocol stack for data transport, as shown in the figure below.

Current TCP/IP MOFI
Application/ Application/
Transport Transport
HID-based
.- -7 Communication
Network JPPR L i (HCP)

(IP: IP address) Network Delivery

(ADP, BDP)

MAC/PHY MAC/PHY

Figure 6 — Comparison of protocol stacks for data transport: TCP/IP versus MOFI
e Application/Transport Layers

At present, the current application-layer and transport-layer protocols are used in MOFI,
which requires further considerations in the engineering perspective of future Internet.

e Network Layer

In MOFI, the network later is divided into the two sub-layers: HID-based communication and
network delivery. HID Communication Protocol (HCP) is newly defined for end-to-end
communication based on HID. HCP is responsible for end-to-end user data communications
between two end hosts, which include interaction with transport layer protocols (TCP, UDP)
and the provisioning of socket interface with applications.

The routing protocols for data delivery are divided into ADP (optional) and BDP. The current
IP is used as BDP for data delivery over Internet, whereas ADP is optionally used for routing
in access networks. For example, ADP is omitted in the IEEE 802-based access networks,
whereas the Point-to-Point Protocol (PPP) may be used as ADP between host and AR in the
3G/4G cellular systems.
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e  MAC/PHY Layers

These layers depend on the underlying link technology, which are outside the scope of MOFI.

Fig. 7 summarizes the protocol stacks associated with data delivery between two end hosts.

App/Trans HID-based end-to-end communication App/Trans
Her [ : , —™ Hep
Protocol translation Protocol translation
ADP g »| ADP BDP(IP) [ » BDP(IP) ADP - > ADP
(optional) (optional) ) (optional) (optional)
Acce ecifi LOC-based routing Access-specific

ccess-specific ]
MAC/PHY delivery MAC/PHY | MAC/PHY (Query-n-Encapsulation) MAC/PHY | MAC/PHY delivery MAC/PHY
Host AR AR Host

Figure 7 — Protocol model for data delivery

HCP will define the protocol operations and packet format that are used for end-to-end
communication between two end hosts. Each AR or intermediate routers are not aware of the
HCP. Instead, they may refer to the HID value for translation of the data delivery protocol
between ADP and BDP (IP).

ADP is specific to the underlying access network technology, which may be one-hop or multi-hop
networks. In case of multi-hop access networks, the LID will be used for data packet delivery
between host and AR, possibly via one or more PoAs or internal routers in the access network.

4.5.2 DATA TRANSPORT PROCEDURES

In MOFI, data communications will be essentially accomplished with HID, not IP address that is
used in the current Internet. More technically, a user will initiate a communication session with a
name of the corresponding object. The name of the corresponding user will be converted to the
associated HID with the help of NMS, before data transport operation. LOC (i.e. IP address of AR)
is used only for data delivery in backbone network.

For discussion, we consider a simple communication scenario in which a sending host (SH) wants
to communicate to a receiving host (RH). If SH has the information on HID of RH, which will be
performed with the help of NMS, the overall data transport operations are performed, as shown
in the figure below.
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| HID Data | | HID Data |
SH Router Router RH
Internet
< > < > € >
IP (LOC-based routing)
ADP ADP

Figure 8 — Data transport procedures in MOFI

The data packet transport operations are summarized as follows:

1)

3)

4)

5)

Data transmission (SH <> AR)

SH sends the data packets to AR by using HID of RH. It is noted that SH does not need to
know the LOC of RH (that is, the IP address of AR that is attached to RH).

Query and encapsulation (AR of SH)

On reception of data packets from SH, the AR of SH will first identify the LOC of RH by using
the LMP protocol, which will be described later. Then, AR of SH will encapsulate the data
packets by adding the LOC of RH (IP address of AR of RH) into the outer header of the data
packet.

Packet delivery in the backbone network

The encapsulated data packets are delivered from AR of SH to AR of ER by using the current
IP routing/forwarding, possibly via one or more routers in the backbone network.

Decapsulation (AR of RH)

On reception of the encapsulated data packets, the AR of RH will extract the original data
packets by decapsulation, and then forward them to RH.

Data reception (AR <> RH)

Finally, the RH can receive the original data packets transmitted by SH.
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4.6 MoBILITY CONTROL MODEL
In MOF], the following control operations are supported:

Q HID Binding between host and AR;
Q LOC Binding and Query between ACA and LBS;
Q Handover Control between ACAs.

To support these control operations, we define the HID Binding Protocol (HBP) and LOC
Management Protocol (LBP). HBP is used to bind the LID and HID of host to AR, whereas LMP is
used for LOC binding and query with LBS and for handover control of mobile hosts between
ACAs.

4.6.1 HID BINDING

The HBP is used to bind the HID and LID of host to AR. Fig. 9 shows the protocol stack of HBP
between host and AR.

HBP |«——»  HBP

HBP
MAC/PHY MAC/PHY

Host AR

Figure 9 — HBP between host and AR
4.6.2 LOC BINDING AND QUERY

When a host is connected to AR, the corresponding ACA will bind the LOC and HID of host to LBS.
For data delivery, each ACA will contact with LBS so as to get the LOC information of the
corresponding host. Fig. 10 shows the protocol stack of LMP for LOC binding and query between
ACA and LBS.

LMP R > LMP < > LMP
Transport LOC Transport LOC Transport
(SCTP) Binding & (SCTP) Binding & (SCTP)
Query Query
Network Network Network
(1P) (1P) (IP)
MAC/PHY MAC/PHY MAC/PHY
ACA LBS ACA

Figure 10 — LMP for LOC Binding and Query between ACA and LBS

Page 22



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

Note that the LMP messages will be encapsulated into the Stream Control Transmission Protocol
(SCTP), rather than the TCP/UDP.

4.6.3 HANDOVER CONTROL

LMP is also used to support the fast handover for mobile hosts. For handover control, the LMP is
performed between two ACAs and the associated control messages are encapsulated into the
SCTP, as shown in the figure below. Note that the LMP operates based on the IEEE 802.21 Media
Independent Handover (MIH) between host and AR, in which appropriate link-layer triggers will
be used such as Link-Up, Link-Down, Link-Coming-Up, Link-Going-Down.

LMP [« »  LMP
Transport | LOC Transfer, Transport
(SCTP) LOC Update (SCTP)
MIH | » MM Network Network MIH | » MM
(IP) (IP)
MIH MIH
MAC/PHY MAC/PHY | MAC/PHY MAC/PHY | MAC/PHY MAC/PHY
Host AR ACA ACA AR Host

Figure 11 — Handover Control Protocol with MIH

For handover control, the LOC Transfer (LT) operation is performed between the two
neighbouring ACAs associated with mobile host, and the LOC Update (LU) operation is used
between local ACA and remote ACA to update the LOCs in communication. The details of
handover control will be described in the subsequent section.
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5. PRoTOCOLS

5.1 HID ComMuNIcATION PRoTOCOL (HCP)

In MOFI, the HCP is newly defined for end-to-end communication between two hosts. This is NOT
for data delivery or routing, BUT for communication. That is, the HID is not used for routing of
data packets in the network. Instead, it will be used for end-to-end communication using the
upper layer transport layer protocol (TCP/UDP) and a socket interface with an application
program.

5.1.1 HCP HEADER FORMAT

For design of HCP packet format, we refer to the current IPv6 header format for backward
compatibility. An HCP packet has the following abstract packet format:

[ 4 16 24 31

Version Reserved

Payload Length Next Header Reserved

Source HID (128 bits)

Destination HID (128 bits)

Payload extension headers + Data packet from the upper layer (e.g., TCP, UDP)

Figure 12 — Abstract Format of HCP Header

Packet Field Description:

Version (4 bits): indicates this version of HCP, which may be used to make it compatible
with the current IP version;

Reserved (12 bits): reserved for future use, and set to o;

Payload Length (16 bits): the length of user payload (in byte) following this FIP header;
Next Header (8 bits): this is the same with the Next Header of IPv6 header.

Reserved (8 bits): reserved for future use, and set to o;

S-HID (128 bits): Source HID

D-HID (128 bits): Destination HID.

00000 O
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5.1.2 ENCAPSULATION FOR DATA DELIVERY

For data delivery, the HCP packet will be encapsulated into the corresponding delivery protocol,
ADP or IP, as shown in the figure below.

HCP Packet for end-to-end communication

HCP Header Upper-layer

(S-HID, D-HID) Headers Data

Encapsulated HCP Packet for IP routing

IP Header HCP Header Upper-layer

(5-LOC, D-LOC) (S-HID, D-HID) Headers Data

Figure 13 — Structure of data packets

5.2 Access DELIVERY PRoTOCOL (ADP)

ADP can be optionally used for data transport between host and AR. If a host is directly
connected to AR with a single hop, the ADP may be omitted depending on the underlying access
network (e.g., in the IEEE 802.3 access networks). More detailed operations and packet formats
of ADP are still for further study.

5.3 BACKBONE DELIVERY PROTOCOL (BDP)

In MOF]I, the current IPv4/IPv6 routing/forwarding schemes are used as BDP at present. Thus, the
semantics and operations of BDP will follow the current IPv4/IPv6.
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5.4  HID BINDING PROTOCOL (HBP)
5.4.1  OPERATIONS

When a host is attached to the network, it will establish the network connection with the
concerned PoA via an appropriate link-layer connection establishment process. In this network
attachment process, a certain authentication and/or authorization may be performed between a
user and service provider, which is specific to the service deployment so outside the scope of the
MOFI.

With the network attachment of host, the HID binding operation is required, in which HID and
LID of the host will be registered with AR attached to the host. AR will maintain and update its
cache table, called “HID Cache” (HC) that contains the information of bindings between HIDs and
LIDs for all of the hosts attached to the AR.

In MOFI, we assume that the HID binding will be performed with the underlying ‘access link layer’
protocol, implicitly or explicitly, as shown in the figure below.

Host AR/PoA Host AR/PoA
D coTTTETETTETT >J> HC Update <"""""., ................ >
Link Setup (HID:LID) Link Setup
(LID, HID) ’
R ceccccccaccacccnacaccacaand]
HID Query (with LID)
HC Update
> (HID:LID)

HID Response (with LID)

(a) Implicit HD binding (b) Explicit HID binding

Figure 14 — HID binding between host and AR/PoA

In the implicit HID binding, the binding between HID and LID will be done during the underlying
link-layer attachment process. In the explicit HID binding, after the link setup, the AR may request
the HID information to the host explicitly by sending the HID query message (in multicast or
broadcast), and then the host will respond with its HID to AR (in unicast).

Page 26



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

5.4.2 HID CACHE (HC)
In the HID binding operation, AR maintains and updates its own HID cache by recording the HIDs

and LIDs associated with the hosts in the local subnet. The abstract format of the HID cache table
is shown below.

Table 1 - HID Cache

No. HID LID Link Status Type
Information
1 HID1 LID1 Idle Static
2 HID2 LID2 Active Static
3 HID3 LID3 Idle Mobile
4 HID4 LID4 Active Mobile
5

The cache information will be referred to by AR for delivery of the data packets that are destined
to the hosts in the local subnet. In the table, the status field (idle or active) represents whether or
not the host is in the active data communication with a certain other corresponding host. That is,
‘active’ means the HID is bound to the network and also in communication with the other host(s),
while ‘idle’ implies that the host is bound but not in communication. In addition, the HC cache
may indicate the type of host (static or mobile), and the information associated with the link may
be used, (e.g., information of contact with the PoA of host, etc), which is for further study.
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5.5  LOC MANAGEMENT PrRoTOCOL (LMP)

In MOFI, LMP is used for LOC binding and query between ACA and LBS, and for handover control
between two ACAs. For this purpose, LBS is with LOC database, and ACA is with LOC Cache (LC).

5.5.1 LBS WiTH LOC DATABASE (DB)

LBS is used to manage the LOC information of all of the users in the network. For this purpose,
LBS maintains the location database, which contains information of mapping between HIDs and
LOCs for all of the hosts.

When a host moves into a new AR, its ACA will perform the LOC Binding (LB) operation with LBS.
From this LB operation, HID and LOC of a host will be registered with LBS. Accordingly, LBS will

maintain the following Location DB, as shown in the table below.

Table 2 — LBS LOC Database

No. HID LOC Service Profile
1 HID1 LOC1 Related data
2 HID2 LOC2 Related data
3

5.5.2 ACA WITH LOC CACHE (LC)

For data delivery, each ACA performs the LOC Query (LQ) operations with LBS. When a host
wants to communicate with another host, the associated ACA/AR will perform the LQ operation
with LBS so as to get the LOC of the corresponding HID. From this LQ operation, each ACA
maintains the LOC Cache (LC) for each of the corresponding (remote) HIDs, as shown in the table
below.

Table 3 - ACA LOC Cache

No. Remote HID Remote LOC

1 HID1 LOCH
2 HID2 LOC2
3
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5.5.3 LOCATION BINDING (LB) OPERATIONS

When an AR detects a new host in its network region, its associated ACA shall perform the LB
operation by sending a LB Request (LBR) message to the LBS. The LBR message shall include the
HID and LOC of the host. LBS responds with the corresponding LB ACK (LBA) message to ACA.
This LB operation will be performed each time a host moves into a new AR area, as shown in the
figure below.

Host HID ACA/AR LOC LBS
(E-----ccccccccccccccccccacan =0 HC Update
HBP  pecccccccccccccccccccccccoaae >0 | 0CDB
LOC Binding Request Update
(HID:LOC)
ecccccccccncccccccccccccccaad
LOC Binding ACK
(HID:LOC)
—— — )_ ___________________________ —— —
movement
E--ececccccccccccccccccccccn 3x) HCUpdate
HBP  leeeccccccccccicniciiieinenns >0 | 0CDB
LOC Binding Request Update
(HID:LOC)

LOC Binding ACK
(HID:LOC)

Figure 15 - LOC Binding Operations of LMP
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5.5.4 LOC QUERY OPERATIONS

We assume that the corresponding host has completed its LB operation. Let us consider Sending
Host (SH) with S-HID that sends data packets to the Receiving Host (RH) with R-HID. In this
phase, the AR of SH needs to perform the LQ operation with LBS. An example of data delivery
from SH to RH is illustrated in the figure below.

=3 HC Update (S-HID) Loc bbbl < @)

S-HID s-Loc R-LOC R-HID

E----------cccccccoo-o- DB o > @) SEEEEEE LTRSS >
indi LOC Bindin, indi
HID Binding (R—FEJIPD?:—tLQOC) g HC Update (R-HID) HID Binding

LOC Query Request (R-HID)
Data Packet (R-HID) ~  lccacecceccecceccaccesaas > DB Lookup

(R-HID:R-LOC)
LOC Query ACK (R-LOC)

ACA-LC Update
(R-HID:R-LOC) O<

Encapsulated Data [Packet (R-LOC:R-HID) ACA-LC Update

,? (S-HID:S-LOC)
HC Lookup (R-HID) (). »
Data Packet (R-HID)
HC Lookup (S-HID)
X X
Data Packets Encapsulated Datp Packets (S-LOC:S-HID)  ACA-LC Lookup Data Packets (S-EID)
(S-HID) (SHID:S-LOC)
NN
)
/\ "\
Data Packets (S-HID & R-HID) Encapsulated Data Packets|(S-LOC:S-HID & R-LOC:R-EID) Data Packets (S-HID & R-HID)

Figure 16 — Location Query of LMP for Data Delivery

Then the data delivery procedures could be done as follows:

1)

2)
3)

4)

5)
6)

7)

8)

Initially, both SH and RH are bound to S-AR and R-AR by using the respective HBP protocols,
in which the associated HBP caches are updated with S-HID:S-LID and R-HID:R-LID. It is also
assumed that the LB operations for R-HID and R-LOC have been completed between R-ACA
and LBS.

SH sends an initial data packet to RH via its attached S-AR;

ACA/AR of SH will first look up its LOC Cache (LC) table to find the LOC of R-HID; if yes, S-AR
can deliver the data packet to the identified R-AR (R-LOC), which is not shown in the figure.
If ACA/AR of SH cannot find the LOC of R-HID in the ACA-LC table, it shall perform the LOC
Query operation by sending an LQR message to LBS. In response to the LQR message, the
LBS will lookup its Location DB to identify the R-LOC of R-HID, and then it sends the LQA
message to the ACA of SH. Based on the received LQA message, ACA of SH will update its LC
table by creating the entry for R-HID and R-LOC;

AR of SH will send the encapsulated data packets to the AR of RH (R-LOC);

On reception of the encapsulated data packets from AR of SH, the AR of RH extracts the
original data packets from the encapsulated packets. ACA of RH will update its LC table by
creating a new entry for S-HID and S-LOC. This is done for AR of RH to deliver the data
packets from RH to SH in the future.

Then, AR of RH forwards the data packets to RH. To do this, ACA of RH will lookup its HBP
cache to identify the LID of R-HID.

Up to now, the ACA-LC of SH and ACA-LC of RH have been constructed. Based on this
information, RH can also send data packets to SH. That is, RH (R-HID) and SH (S-HID) can now
exchange data packets by referring to the established HBP caches and ACA-LCs.

Page 30



ETRI Proprietary Mobile-Oriented Future Internet Release 1.2

The following figure shows the abstract information flows of LB and LQ in the previous example.

LBS

SH(S-H]D‘) Internet RH(R-H|D)
HCP Data IP HCP Data HCP Data

S-HID S-LOC S-HID S-HID

R-HID R-LOC R-HID R-HID

Figure 17 — Location Binding and Query for data delivery
For data transport, the ACA-LC maintains the list of the corresponding (remote) hosts that the

local hosts are communicating with. On the other hand, HBP cache is used to forward the data
packets to the attached local hosts.
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5.5.5 HANDOVER CONTROL OPERATIONS

Handover control is used to provide service continuity for on-going sessions, especially in mobile
environment. We note that some existing/future services require high level handover
performance (i.e. low packet loss/latency) and some additional considerations should be given to
support seamless handover. In this context, MOFI assumes the use of link-layer information such
as Link-Up (LU), Link-Down (LD), Link-Going-Down (LGD), and Link Coming-Up (LCU), which are
defined in the IEEE 802.21 MIH. At present, we will focus on the LU trigger only. The other
triggers can also be examined to provide seamless handover.

We first consider the following simple handover scenario in which Mobile Host (MH) is
communicating with Correspondent Host (CH), and it is moving from AR_old to AR_new.

ACAJAR

ACA/ AR old

Figure 18 —Handover scenario

Based on the handover event, the handover control operations will be performed as follows.

C-HID C-LOC M-LOC_old M-LOC_new M-HID

CH ACA/AR ACA/AR _old MH

\n
b

Handover
(to AR_new)
with L2 trigger

Data Packets
(C-HID & M-HID)

Data Packets

V| Ve
Encapsulated Data Packets (C-HID:C-LOC & M-HID:M-LOC_old)
- (C-HID & M-HID)

LOC Transfer Operation
. . LOC Transfer Operation

-------------------------- HC Update

HID Binding

ACA-LC Update
(MHID:M-LOC_ new) P mmmm====mmmmmsmssneas

ACA-LC Update

LOC Update ACK (C-HID:C-LOC) (CHID:CLOC)
)| (: 'l‘
Data Packets E lated Data Packets (C-HID:C-LOC & M-HID:M-LOC
(C'H[D & M-H'D) ncapsulate: ata Packets ( - 1 C-| -| M- _new) Data Packets
(C-HID & M-HID)

Figure 19 — Handover control by HCP
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1) We assume that CH and MH (in AR_old) are communicating before handover. By handover,
ACA_old (or ACA_new) of MH will get an LU trigger from the network. After that, ACA_old
will exchange LOC Transfer Request (LTR) and LOC Transfer ACK (LTA) messages with
ACA_new for handover control, which shall include the information of M-HID, C-HID, C-LOC.

2) AR _new of MH performs HBP with the newly attached MH, and the AR_new will update its
HBP cache table for MH.

3) Now, the ACA new of MH sends the LOC Update Request (LUR) message to the ACA of CH.
On reception of the LUR message, ACA of CH will update its LC table with M-HID:M-LOC_old
to M-HID:M-LOC_new.

4) Inresponse to the LUR message, the ACA of CH will send the LOC Update ACK (LUA)
message to the ACA_new of MH. On reception of the LUA message, the ACA_new updates its
LC table by creating the C-HID:C-LOC entry.

5) The data path is now changed to CH <> AR of CH <> AR_new of MH <> MH.

In addition, the ACA will perform the LB operation after handover, which is not shown in the

figures. This LB operation is for the newly incoming session to MH, which is performed
independently of the handover control.

5.5.6 LMP PACKETS
The following table shows the list of the packets used for LMP.

Table 4 — Types of LMP Packets

Packet Full Name From To

Type

LBR LOC Binding Request ACA LBS

LBA LOC Binding ACK LBS ACA
LQR LOC Query Request ACA LBS

LQA LOC Query ACK LBS ACA

LTR LOC Transfer Request ACA ACA

LTA LOC Transfer ACK ACA ACA
LUR LOC Update Request ACA(local) | ACA(remote)
LUA LOC Update ACK ACA(remote) | ACA(local)
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6. FURTHER ISSUES

Some further optimization issues are listed below.
6.1.1 SCALABILITY ISSUE OF LBS

LBS is a single central server for mobility control. If the number of mobile hosts under the control
of the LBS increases, the scalability issues may arise. For solve the problem, a hierarchical LBS
structure could be considered, as we can see in Hierarchical MIPv6 [18].

Another concern of LBS scalability comes from “global HID”. That is, LBS will be responsible for
all the HIDs in the world-wide scale. To deal with this problem, a HID may be configured in th
hierarchical manner, which is for further study.

6.1.2 OPTIMIZATION FOR SEAMLESS HANDOVER

To provide seamless handover for mobile users, the following considerations need to be taken:
Proactive use of the other link-layer triggers such as LD, LGD, LCU, etc;

Establishment of handover tunnel between old FAR and new FAR;

Fast update of old LBS-ACA and old FAR cache by handover, which may be done by using
a timer or an explicit message.

000

6.1.3 CONSIDERATIONS OF HETEROGENEOUS WIRELESS ACCESS NETWORKS

It is expected that future Internet consists of a variety of heterogeneous network environments.
In this context, the following issues need to be considered:

Q Multi-homing mobile devices need to be considered, together with the issue of vertical
handover.

QO Theidle mode host for saving the electrical power will be a substantial feature in the
wireless/mobile communications. How to support idle mode hosts effectively need to be
considered.

O Delay-Tolerant Networks (DTN) or unreliable wireless links needs to be considered in the
mobility point of view.

O Consideration of wireless mesh network such as IEEE 802.11s.

6.1.4 ANONYMOUS ACCESS SUPPORT

Just as done in the current Internet, an anonymous access to the network will be essentially
required even in the future Internet. Together with the higher manageability and controllability
for efficient communication, we have to consider how to guarantee the anonymous access in the
future Internet. For example, a free and anonymous access only with a pre-paid card could be
supported, as done in the current cellular system.
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7. COMPARISONS

7.1

ARCHITECTURE PERSPECTIVE

Mobile-Oriented Future Internet Release 1.2

The following table briefly summarizes the comparison of HIP, LISP and MOFI in the architecture

perspective of ID-LOC separation. The associated discussion is omitted.

Table 5 - Comparison of HIP, LISP, and MOFI

Features HIP LISP MOFI
Approach Host-based Network-based Network-based
Identifier HIT EID (IP address) HID
RL IP f L IP f
Locator IP address (host) OC (IP address o OC (IP address o
Tunnel Router) Access Router)
1P address Used at host Used at host and Used at Access
Border Router Router
Main purpose Security Routing Scalability Mobility
BGP Routi
¢ OL.JFmg Not considered Mainly considered Not considered
Scalability
Multi-homing Host multi-homing Site multi-homing Host multi-homing
Location update by Done by host (in LISP- Done by router
movement Done by host MN model) (ACA)
Seamless -
Handover Further study Further study Built-in support
Associated Rendezvous Server | Tunnel Router (TR),
ACA, LBS
Network Agents (RVS) Map Server (or ALT)
N f k
Host Modification eededA(P?)r socket Not needed Not Needed
. DNS+ (need NMS (DNS is used
Name-ID Mapping extension) DNS for hostname)
ID-LOC Binding RVS Map Server (or ALT) LBS
Routing Schemes IP IP IP (and ADP)
Related Site IETF HIP WG IETF LISP WG http://www.mofi.re.kr/
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7.2 MOBILITY PERSPECTIVE

The following table shows the comparison of the MOFI with the existing mobility protocols. The

associated discussion is omitted.

Table 6 — Comparison of candidate schemes from the mobility perspective

Cellular MM
F Mobile IP MOFI
eatures obile (GSM-MAP) [19, 20] (o)
Future Internet (or
Relevant Area Internet Telecom (Cellular)
Future network)
Project-based (e.g.,
Related SDOs IETF 3GPP FIND, FP7, etc)
Basic user/host type Static Mobile Mobile
Control/data path Combined Separated Separated
ID/LOC separation Combined Separated Separated
ID (example) IP address (HoA) User (IMSI) User (EID)
- Idle: Location Area ID | IP address of FAR
Locator (example) | IP address (CoA) _ Active: Cell ID (LOC)
Locator type Host Network Network
th performs Host Network Network
location update
Necessary Correspondent Correspondent user’s
. . , Correspondent
information for host’s IP address telephone number user’s EID
communication (HoA) (MSISDN)
Separation of
access/backbone No Yes Yes (ANP, BNP)
Mobility control
function Patch-on Built-in Built-in
implementation
Type of mobility Host-based (or Network-based (also
N k-
control network-based) assisted by host) etwork-based
Location privacy Need extensions Guaranteed Guaranteed
Route optimization Neeq add!tlonal Intrinsic Intrinsic
signalling
Idle mode support No Yes Will be
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8. CONCLUDING REMARKS

The study of MOFI is motivated from the observation that the future networks would be evolved
to mobile-oriented environment, but the current Internet was historically designed for static
network environment and thus it is inevitably subject to some architectural limitations in the
perspective of mobile-oriented future Internet. This leads us to re-design of Internet architecture
to play a key role in the future mobile-oriented environment.

In this document, we have described the architecture of future Internet to effectively support
the mobile-oriented environment, which is named MOFI. With considerations of some primary
design principles for mobile-oriented future Internet, we design the architecture of MOFI and
present a set of protocols to realize the proposed MOFI architecture. MOFI can be viewed as a
revolutionary (clean-slate) approach in the access network aspect, and also as an evolutional
(incremental) approach in the backbone network aspect for future Internet.

It is expected that MOFI will be considered as a building block component for overall design of
future Internet architecture in the perspective of mobility. It is noted that there are still a lot of
works to do in the engineering perspective of the proposed architecture and protocols. The
corresponding works will continue by keeping pace with the overall design of future Internet
architecture.
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ABBREVIATIONS

ACA Access Control Agent
ADP Access Delivery Protocol
AR Access Router
BDP Backbone Delivery Protocol
DB Database
Fl Future Internet
HBP HID Binding Protocol
HC HID Cache
HCP HID Communication Protocol
HID Host Identifier
IP Internet Protocol
LID Link ID
LB LOC Binding
LBP LOC Binding Protocol
LBS LOC Binding System
LC LOC Cache
LMP LOC Management Protocol
LOC Locator
LQ LOC Query
MOFI Mobile-Oriented Future Internet
NMS Name-HID Mapping System
PoA Point of Attachment
End of Document
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