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<daytimetcpcli.c>

1 #include “1lnp.h”

2 int

3 main (int argc, char **argv)

4 |

5 int sockfd, n;

9 char revline [MAXLINE + 17];

7 struct sockaddr in servaddr;

8 if (argc !=2)

9 err quit (“usage: a.out <IP address>");

10 if ((sockfd = socket (AF_INET, SOCK STREAM, 0))<0)

11 err sys(“socket error”);

12 bzero (&servaddr, sizeof (servaddr)):;

13 servaddr.sin family = AF INET;

14 servaddr.sin port = htons(13); /*daytime server*/

15 if (inet pton(AF INET, argv([l], &servaddr.sin addr) <= 0)
16 err quit(“inet pton error for %s”, argv[l]);

17 if (connect (sockfd, (SA *) &servaddr, sizeof (servaddr)) < 0)
18 err sys (“fputs error”);

19 while ((n=read(sockfd, recvline, MAXLINE)) > 0) {

20 revline[n] = 0; /* null terminate */

21 if (fput(recvline, stdout) == EDF)

22 err sys (“fputs error”);

23 }

24 if (n<0)

25 err sys(“read error”);

26 exit (0);

27 }
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lineo| & HW Olg=(argv[l)Z HStCt O] M, IP AL} port HE = AX™SH YAl X|H0f St=

=20 Ol

O, O]E ol htons("host to network short")?} inet_pton("presentation to numeric") St4+& At
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M StLtC| read() ©+E MM EE datag AHS F SICH MEtAM, OMOIMXEH TCP socketZ &
2 =, read()E loop?td| HO{A read g7} 0F Lt2SIALI(YOO| HE S SHAHSts EF)

0Lt M2 72 distste ZA(erron0l| loopE OHX|EE Sl= A HiZFRISICE
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|8l wrapper &+E& At8%t| Z2adg & o #A 2s = Ak € &
0] socket() &+E e & (wrapping)st= Socket() et+E ChSut £0| AtEE == ULC|

sockfd = Socket (AF_INET, SOCK STREAM, O0);

0§ 7| Xl Socket() wrapper function®| Lij£2 Ct84t ZCt.

int
Socket (int family, int type, int protocol)
{
int n;
if ( ( n = socket(family, type, protocol)) < 0)
err sys(“socket error”);
return (n);
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<daytimetcpsrv.c>

1 #include “1lnp.h”

2 #include <time.h>

3 int

4 main (int argc, char **argv)

5

6 int listenfd, connfd;

7 struct sockaddr in servaddr;

8 char buff [MAXLINE];

9 time t ticks;

10 listenfd = Socket (AF_INET, SOCK_STREAM, 0);
11 bzero (&servaddr, sizeof (servaddr));
12 servaddr.sin family = AF INET;



13 servaddr.sin addr.s addr = htonl (INADDR ANY) ;

14 servaddr.sin port = htons (13); /* daytime server */
15 bind (listendfd, (SA *) é&servaddr, sizeof (servaddr));
16 Listen (listendfd, LISTENQ)

17 for (; ;) |

18 connfd = Accept (listenfd, (SA *) NULL, NULL);
19 ticks = time (NULL) ;

20 snprintf (buff, sizeof (buff), “%.24s\r\n”, ctime (&ticks));
21 Write (connfd, buff, strlen (buff));

22 close (connfd);

23 }

24 }

QHIM O F server process= accept)E Z =St LEA client 40| Z&ta [§77HX| CH7|SHCE

TCP HAZAMHE three-way handshake 2AlS 2 =0, 0| handshake?} ELIH accept() &7t
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listening socket2 AH7F A& A CHE clientE 7|CiE|= OO AFEEICHE MBE{eE MZ client
£ Qof AV|o e B3| BHESIDE 17H lineXH 23t loopE AR SIC

A AlZtnt W= library 2F=Q1 time()0f 2ISHA BtetE|=0|, O] If 1970E 13 1Y 0A| 02
0% 0|0 ¥ =7} ZI E|A=X|E Coordinated Universal Time(UTC) HEfQ| HM4= 7oz Fof

fEj= b i

Ok
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hu
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rootl# cd
rootl# cd UNP

UNPI# cd unpvi3e
unpywliel#

unpy1sels B

% root@localhost UNP/unp ie m i
[root@localhost unpvliel# 1s [root@localhost
DISCLAIMER daytimetcpcli.c Tibfree sig [root@localhost
Make.defines.in daytimetcpclive Tibgai S0 [root@localhost
Makefile.in daytimetcpclive.c 1ibroute soc [root@localhost
README daytimetcpsry mecast Spa 1
YERSIOM daytimetcpsry.c mysdr ssh Mon Dec 10 18:52:55 2007
aclocal .m4 debug names str [root@localhost
advio icmpd nonblock tcp
bcast inetd aob tes
config. guess install-sh ping thr
config.h.in intro route tra
contig. sub joct] FEE udp
configure ipopts scip udp
configure.in key select uni
daytimetcpcli 11b Server unp
[rootd@localhost unpvl3el# cls
-bash: cls: command not found
[root@localhost unpvl3iel#

[root@localhost unpvl3sl#
[root@localhost unpvl3iel#
[root@l ocalhost unpvl3sl#
[root@localhost unpvl3el#
[root@localhost unpvl3sl#
[root@localhost unpvl3el#
[root@localhost unpv13gl#

ﬁroot@'l ocalhost unpvi3eld . /daytimetcpsry
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H

—

CAdaytimetcpcli 155.230.105.16

HAEHEM ZTZEZF S OSI[(Open System Interconnection) model2 2Lt 0| model2 77|2|
AS(layene 2 FHE0 Yo, AT 1.60] Internet protocol suite@t Zt layer7t LS &= E&
= H|ud Ut
7 Apllication Application
details
. - A
6 Presentation Apllication User
process
5 Session
Socket
XTI
4 Transport TCP UDP
Kernel
3 Network IPv4, IPV6 A\
Communications
5 N details
- Datalink
Device driver
1 and hardware
Physical
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OSI layerQ| 7t% of2ll 2 layer= systemO| &3 k|= device driver@} networking hardwareO|C}. £
2|= FZ 1500 HtO|E(byte)2] MTU(maximum transfer unit)& 4t= O|Ul(Ethernet)2 data link

layer2 112{g Z{0|Ct.

Network layer2 = IPv4Qt IPv6 ZZEZ0| QCt Transport layer= 2%0|A CHE TCPR2b UDPZt
SESICE (22 9%t 10X0|A CHEe= SCTPE 0|0f siEstct). 12 1.60|A TCP2}F UDPALO|O|
oFZto] Eg F9=0 0= applicationO A transport layerS 7{X|X] &1 HIZ IPv4, IPv6E 0|8

gt = JAZS oLt 0| E raw socketO|2t oFC} (ICMPX raw socketZ 08310 & =ICH.

OSI modelQ| A2| 3 layer& EE0| application layer2} $tC}. Web client (browser), Telnet client,
Web server, FTP server 52| applicationO| 0|0 &3tC}. Internet protocol0fA{= OSI modelQ| 4

Q| 3 layer0 2ot 120[ giCt

Socket programming interface= 2$| applicationOf| A| transport layer2 E3}= interface LEfH
Ct. O|Zd0] a2 mZagjol &AM LHEO|CH (TCPL} UDP socketZ O|&3}0{ applicationT=Z 1

= A gethh). Raw socketo] AMEE2 2 uWfO|M CHEX| BE=Ch

8 160M BH7HX| ==Y Ar0] ULt HZ o9 SEABHA transport layer2 &5t= 21H
| O| A(interface) 2 M socket API7t Hl&EICt= MO|CH A2 application (0f: FTP, Telnet, HTTP) &
EEZZ2 FE MEXS MH|A ZHUZ CHRE= BHHO| 59| 4742 AE2 S&8dt= FSHA O
Olff S42 Helgte 7ls2 YL (O: data ME, LFHO, SENA &) F 2% T2
UM BH9lol TCPIP ZRESO| M2 SEHRO Cf3t 22 X[A0| Q0| 28 =21
JHL0| 7HSSIEt (O] ARtm2| "Fet%Habstraction)” 7| #O|2f otr}). CH7H A7 APIQ| &9 &
AEL user processZ2 LAHE| SFY| 4719 AHESE OS(operating system)Q| 7 2 (kernel)Of| A K|
SEICE Unix/LinuxLt CHE OSE X user process®@t kernelg T& Al=C} 0|23t o|0/0 A “socket

API'EH= EBS ALRSHC|



2. F35AHF —=2EZ:TCP, UDP, SCTP

Of HoM= OME Soll TCP/IP Z2EE ABO| =ZH T ZR2EF0| siYst= TCP UDP SCTP
of CHSIY A 2Ct CHEEO| client/server application2 TCPL} UDPE AR3t1 QUCt SCTP=
2ol o4yl M3t =2 VolP(Voice over IP) AMH|AO] AT M&(signaling) 52| "mission-critical”

A
QIEU 382 st HWUE MER +=34F Z2EZ0|CL SHX|TH TCP UDPME LHtA QI

00

2
=)

UDP& 7HEHSED A E|d(reliability) XS0 E2 Qe 380 AMEBEL, TCP= AME[ME0| 245
= 382 8| AFEE|H byte stream 7|8tO| protocolO|Ct. SCTP= MEZ|MHO0| /UCH= HO|A TCP
QF FALSIX|2E HIO|E Z|HtO| Of:l OA|X|(message) 7|Ete| T ZEZO|M transport levelOA{Q]
|

HE/A" 28 ZooM RN, 220 Z=3218 2-HM= of

multi-homing, multi-streaming 52| MZ2 EXNE

=

OH

SICE ALA

—

gl

Z2EE g2 ‘EEE

ol

270 M O transport

protocolg Argdte= X[TH QIASHH EICH otf Z2EZO| ma2f A9 7

or

X SHO| HEtE

Zd0|C}.

WA, CIE{USAS QI3 TCPIP TRES Ao TCP IP O|Q0|E e Z2EZ0| YCt 1

o

IPv4 applicstions IPv6 applicstions
AF _INET, sockaddr_in {} AF_INET6, sockaddr_in6 {}
tcp- ™ ||ping| [*2°®"| |appL.||appL.| [appl.| |appl.| [appL.| [appl.| |T2%87| |ping
dump | |[routed route N i ) ) ) ’| | route
e e = ———X———- API
\I I><\ T I%
i TCP | SCTP! 'UDP |
| 1 | 1 1 |
ICMP M
32-bit 128-bit ICMP
IGMP IPv4 e o IPv6 — e
ARP,
RARP
BPF, data- Figure 2.1 Overview of
DLPI link TCP/IP protocols.
|
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¢l 2gol=

|_|

IPv4Q} IPv6 DS} EatE|of QUCh A T2 YU0IA IPv4AQt IPv6E TLEsL7| 9

S5t0] AFINET =& AFINET6 27t AMBEICE 7HE 21ZQ| application@! tcpdumps BSD

packet filter(BPF)L} datalink provider interface(DLPI)E M A| datalink@} HIZ2 EAMSIH FZ m{3l

YAl 8 SAXNZE FESH7| Pl AFSEICE M ot 9712 ZREEZS2 APl HEIZ KIS E

Ch. D=0 M

a8 210M 2

traceroute programO| IPQ} ICMP & socket2 AtE L}

E Fo TEEEZS0| 5o ztefs| dHEH ChZar 2t

IPv4

Internet Protocol version 4. 32-bit =AE 7}XICH IPv4 = TCP UDP, SCTP ICMP,
S

IGMP 9| packet $=%& service & X|-Z3tC}.

—

IPv6

Internet Protocol version 6. IPv6 = 1990 HC ZEIY| IPv4 & CHA|St7| Qs oot
T QAL 1990 HL{jo| ZLHO| Internet AFE FI7I2 FA7F 128-bit 2 50| &tC}.
IPv6 &= TCP, UDP SCTP ICMPv6 9| packet =&0] service & HM|&%tCt 2|7t
25| AgOHE PUEHE 8Ok IP AZT P FAEZ ol0jstn 0] FP, Pv4 ot
IPv6 & 718 o o= QiCt

TCP

Transmission Control Protocol. TCP = ®4 X|&X™ol T2 EZ20|H AMEMEE
Hastn drak(full-duplex) byte stream Z7|8HO|Ct TC
LZO|CE TCP = 27 A0, SEMO & =FHMO 7|5

OlE|Ll 222 TCPZ AFRSICE TCP = IPv4 L} IPv6 2 0| 23HCH

socke

Ir'U

£ stream socket 9|
5

=
=
t
2 ®MBech chRLol
ST

ubDP

User Datagram Protocol. UDP = connectionless protocol 0|0 datagram socket Q|
UZO|CL UDP Ol M QFHO| X @FET 7|5 $HK| YECh TCPL
UDP 25 IPv4 L} IPv6 O| Al AFR T 4= QULCTH

SCTP

Stream Control Transmission Protocol. TCP @F fA}SELE, multi-homing B! multi-
streaming 2| 18 EMZ X&. TCP, UDP, SCTP 2% IPv4 L} IPv6 & ALE.

ICMP

Internet Control Message Protocol. ICMP = IP TI§Zl M&0| Cf3t HOj7|52
X|S%t. ping O|L} traceroute §2| TZ M2 ICMP £ AtE. 0|2{EF message =2
HE user process 7t Ol TCP/IP networking software 0ff Q|slf AAZ Q=0
FICH ICMPv6 1f T+ SI2{ 0 ICMPv4 2f10 A 7| LY

IGMP

Internet Group Management Protocol. IPv4 ©| multicasting 0O A2 QIC},

ARP

Address Resolution Protocol. ARP = IPv4 F=AE hardware A (=2 Ethernet
A)E HF O =Lt ARP = EE Ethernet, token ring, FDDI Zt2 broadcast
network 0ff 20|11 point-to-point network | M= A0|X| =L}
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Internet Control Message Protocol version 6 2| 2FX}. ICMPv4, IGMP, ARP 9|

ICMPv6
J|5H SHES S
BPE BSD Packet Filter O] 2fX}f. datalink layer 22| M 22 N&otH DHZIZAl

HOHTE &3 SAXNE S 7] ?loh AEE.

o= ¢

2.1 USER DATAGRAM PrROTOCOL (UDP)

UDP= ZHEHSH transport-layer protocolO|Ct & (application)0A] UDP socket0f| messageE =ty
St™ UDP datagraml 2 &3t T QACHIt IP datagraml 2 &zt |0 E™X|2 ELFICt 8
L} UDP= 25X 7|50| e Z datagramO| networkE S dt= SHX|JMKX| SHEHO| =
Sottts 20| QUL [h2tA, 2Hef UDP datagramO| %&F SHX|HK| MEE= AS 2

=
™, checksum, error AZE, At NS 59| 7|[s2 88 T2 M AT XN SoHOF oLt

l'|

EES UDP7F HIAUZAH serviceE XN &Ctn {=0|, O]= UDP client@} serverZtQ| ZErA|ZHO| ZH %

—

S40| 7| WfF0|Ct oE =0{, UDP client7} socketE Md8l0| datagramQ 2 HLjD LA &

K
Al

OF Z2 AAE AEYI0] CtE datagram=2 ELj= AX 7tsolCh OREIEX| 2 UDP server

=

ot Ct=2| UDP clientOfA] @+ LC}=9| datagram= SILt2| UDP sockete 2 Bt 4= QIC}

2.2 TRANSMISSION CONTROL PrOTOCOL (TCP)

TCPZt application0f| H|&sl= servicee= UDPZt X|&38t= serviceRb= LCHELCL TCP= client®f
server AFO|Q| A ZA(connection)E K| &SHCL TCP client= F=O{ Xl servert A4St AMZE datas

Fn #gen S0 g4 dZS FECh

TCP= MEHE 7|58 HMESCh TCPOIM dataE CHE X0 &St & Mol= STHLOA

ACK(acknowledgment) &S QStCE DHF ACKVE E&AHSHX| Qo™ TCP= XISXMOZ datag

MESotn o 2 Algt S CHZ|eteh ol R Bo| MAI=O0E dSSHA| RotE Z7|6HA &=

O O|W}7}X| A2|e A|Zte EE 4~108 ™ML O|C} (networkOj [}2} X}O|7} QICH. TCP2t A

100% A28 + Qe A ofd Z0|th O SOf, 4Th¥ endpoint7t Of0f dataE g % g
n

g g =+ Stk FEH 2ms E0

rir
oY
o
=2
rir
=
ro
m
i
K]
my
o
O

™
oY
Ho
=
of
mjo
T
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TCP= client?} serverAtO|0f RTT(Round Trip Time) A|Zt

mjo
A4

bl
ot
rir
d

|s€ 7HX|2 QUCtH RTT=

B>

network trafficlj] Gk BtOH TCPO| M&EMs0 & deE FE8Z TCP ML =0 RTTE X|

i

Moz xyE Wast AUtk

TCP= 2 F =2 (error recovery) 7|52 MBSt M&st= ZE GO|HO| byte HSE O§7 data
o =ME MLl OE =0 applicationO] 2048 byteE TCP socketd #Ct 7t™HSIH TCP= &
70Ol segmentE EL{AH E[=0 A HAE| segments 1~1024H7}X|Q| dataE 7K1 F HE
segment= 1025~2048RH 7t X| 9| dataE 7t%RICHsegments= TCPZ} IP M&St= datal| TH|O|L}).

otef dataso| =AM7t FHHO HEO0| EEHEt oStHEtE @M X[ E2 w=H(sequence

numben)O| RUOJM HZEE= 20| 74SStCE (0|2 reorderingOl2} otlf). == Z2 datas &
2 dR(EE0 Z A= S4F0| 0|F AX|SH| ot MTES otz dR)0= =8O 2

{5t0f LIHX| StLt= H|7|(discard) & == QUL BHEHO|, UDP= L2[g 4= gith UDP& ACK, &
#, RTT, timeout, MHE 52 7IsS HMSoHA| E=Ch O] S0, THef UDP datagramOj

network 0| A SFEICIH =4ZF hoste & 742| dataE 2HA| EICL

TCP= EESH flow controlE M|SotL}. TCP= g JUYOAM &S = U= datal| byte=E &
2{=LCt. 0|ZAdE advertised windowzt 2EC} O [0|E windowe X =4 7+t buffer®
A7|E L}EHLND senderO| Al overflowZ7} YO{Lt= Z42 HiX|SICE A|ZHO] K]0l 2} window=
Ss5Xoz HSICE Sender2HEE datag BIUES = windowQ| A7|7F E0ED FAE
applicationO| buffer2 82 E datag 240 2™ window?Q| 37| Z7t3tCt window?Q| 37|7f 00|
fle %% ULk TCPe| =4l buffer7t 2~200] CHsl & AFE HEFO|H HTHECZHE data
£ #7| fISiM= applicationO] =4I buffers 812 W7HX| Z|Ct2{0F oot BEFHO|, UDP= flow
control2 X|Z28IX| U=C} W= UDP sender= UDP receiver} C} EIX| 2& ™MEZ M2

datagram2 EL{7| &Ct
Ox|ate 2 TCPo| AZAZ2 Aetgk(full-duplex) M&S XM STHCL Ol applicationO| 0= [jO|=

+ ot

VEH g 2 & [Met7top ottt UDPE e H&0| 7HSOtLt.

of

dg g

|0
it
e

rir

= A& 9|0|stCt. EE TCP&= sender, receiver 220 CHSH &=HEO|

L} window3a7”7| Z&&

0>
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2.3 STREAM CONTROL TRANSMISSION PrRoTOCOL (SCTP)

SCTP= UDP TCP2} S ALSH serviceE K| &tCh SCTP= RFC 29600| 7|=E| ), RFC 33090{ A
update ALt SCTPE= client?} server ALO|Qf associations H|&$HCH (0]= TCP connectiondt

SAtet 80{0|C}). SCTP= TCPAME 42|, =XtH, flow control, A8ISF data Wzt 7|

or
mjo

—_

applicationdf| 4 H|&%tCt. SCTPY M= ‘A ZA(connection)’ O|2t= &0 CHAl ‘association'S AFES
=0 0]= SCTP multi-homing EM& Z=x3}7| A SZEst 20{0|Ct. SCTP= £ system A}O|

Ol = 27§ Ol&2l IPE AF8E += ALK

TCPRt= 2| SCTP= message-orientedO|Ct. &, TCPO| HIO|E 7|8t M&O0| ofL|2t UDPNMEH O
AIX| EtRlo] H& 752 MITCh SCTP= & HIOIHQ| OIAIXEE o2 7HE F&E35HY
multiple streamS 2 &% 4= Qe multi-streaming 7|52 X SSHEE 0| streamZ  SELEO| A
messagel| £=AHO0| YMSHE CHE streamQ| M0z FeS FX| =rCt Ol HHY stream TF
= U350 o= oF datal| £40| L doH =4E HO|H7t =& W7 2= Mol H&

= STAI7|= TCPet= =Xl E40|Ch

SCTP= dfLto| SCTP endpointdf Ct=9| IP F=AE AIE3St= multi-homing 7|5k X&$HCL 0]
& network HI{O| ZQIot networkE TdetCh SCTP= oF Z=0|AM HIf7HEAO]) LASHH

SCTP association®| CtE2 ZZE Sdff CO|H MES AZxE = ULCL

24 TCP A MM U S

0
u

TCPQ| connect(), accept(), close() &=%=92| O|siE 7| oA TCP HZAo| MM =& 2|

TCP &EfE O| = (state transition diagram)0j| CHSiA] Ofsier ZL 7t QUL

Three-Way Handshake

TCP A4 HE2 Ct31t 22 scenariodf| 2|5t0] O|F0{ZIC
1) Servere S0{2= GZAZ E = JTE FH|GOF SiCh 0|2 EE socket, bind,
listen2 S ESIH Z|=0| passive openO|2} BEEC}.
2) Cliente connect()& ZE3}0] active opens F=qTICL O] BIHE2 TCP client7t 0] ¢4
2 Sl 2 datadf CHgt =7| &=HZ server0H &L2{F= “synchronize"(SYN) segment
£ HEUF= Ao|Ct & SYN2 88 OOz ZasHA| el =z=&Fnf #HEHE 1P

header, TCP header S22 JMEIC}
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-

3) Server= client® SYNO|| CHst ACKE HEL A XIAIO| B datao| x7| &HE Elof &

CHCE Server= SYN segmentE EHLU|MA| clientQ] SYNO|| C{e ACKE ZESHA|ZIC

—_

B

Client= sever®| SYNO| CH3t ACKE BEUoZN HZAMMO| ZSZECH

—

O|2{3t HAZAMKO| %A 374 O|AtS| packet WEH0| ZEBICIT 310 O HEHE TCPQ| three-way

handshakezt HEEZC| 2l 22= 0|33t EXIE HOFLC|
client server
socket socket, bind. listen
connect {blocks) SYN 7 (passive open)
(active open) accept (blocks)

syYN K, ACK J*+]

ACK j('.p.f
\ accept returns

read (blocks)

connect returns

<18 22> TCP MANMY H

>t

)

J2I0|AM Cliente] X7 =S J2} &1 serverQ| x7| 2HS K2} S}ZICH ACKO| QY= e
Ct20| BtE datal| #=HO|Ct SYNO| &=HHe 1lbyteE X}X|StH ACKS| acknowledgment HS =

Zb SYNO| x7| &=Hof 12 g+ Zo|Ct
TCP Connection Termination
a8 2300 EO|xO0| HZ 4780 37§2| segmentZt AMO|z HHH, AZAO| FZ=0= 4749

segmentZf AMOICH

—_

1) WX $tZ9| applicationO| closeE =38t =0 O|Z active close2} $tCt. 0] TCP= ZH&E

i

o|0|8t= FIN segmentE &ML}

2) HICHZO|AS FINS H'OLA| passive closeE $=3sICt TCP= B2 FINO| CHSH ACKE &

Q

HC FINS| =412 S&0| HZE SoiM H 0|y datag A

o
=

o

|0

rot

=y

o

3) 1 Z0j application2 socket2 closedtC}. 0|0jA TCP= FINS HUHCH

4) TCPZ} OpX|8+ FINS HtO M(active closeE £=aist Z) FINO| ACKE EL|&=C}

—
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client server

close

' FIN 5z
(active closd) \ (passive close)

‘,/p;(;if;ﬁ’ij,‘r// read returns (
close
connect returns FINN

S =0

<12 23> TCP QA= Mk}

N

batsto @ FINDF ACKZF LRsto2 YHIMO=2 47§9| segment’t QPEICE ‘Ut oz'gtn

rot

Ol A HW THAOMAM FINS dataet &7 EHUls Ef&= A7 MEOICE 2, 3 TAQ

_n_

segment= passive closeE ot Z0|Al LI2=0 SFLIS| segmentZ2 F2 =& UL
SYNI} OFXIHX|2 FINE 1-byteQ| =B (sequence number)g AR SHCH Jd2fA 2+ FINS| ACKZ|

=2 FINS| =0 15 Her Al 2t

—

2CHA | QF 3EHA| AFO|Of| passive closeE ot ZO0|M active closeE ot ZOE data’t S3Z 7=

0x

0| QLC} O|2 "half-close"2} 8tH 6%2| shutdown BH=0|A| XpA|S| MHS7|2 Bhet.

A4

2 230|M clientZ} active closeE l= Ao 2 LIRX|Bt servert active closeE $=@st 4= Q|

Ct. =& client?} active closeE o}X|Tt HTTP Z2 protocolO| A= serverZt =g SICt.

TCP State Transition Diagram

i

X

MM HZA ZSFO0|AMQ TCP X2 12l 249} Z+2 AEfMO| £ (state transition diagram)2
LIEF 4= QUCt StLtel HZO| CishM 11702 M=z CHE Eli(state)S “Jolot=0 el T0|=
A HENOIM =LlTt segmente| Z RO 2l ZFECL OE =0 application0] CLOSED fEN
O A active openS &t® TCPL SYNS HL{7| =1 AtEf= SYN_SENTZ HIWA gICh. oreb TCP
7} SYNI} ACKE g2to ™ ACKE HLj1n AMEHE ESTABLISHEDZ H{ELCE O] X|Z MEJOAM CHEE

O| data F&0| YojLtC}
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starting point

appl: passive open |
send: <nothing>1

LISTEN

passive open

recv: SYN
send: SYN, ACK
simultaneous open

appl: close
or timeout

SYN_SENT

Iappl:clusc
P Ty rsend: FIN

1 ACK

r
2ZMSL timeout

_WAIT )

|
|
|
|
|
|
|
send] <nothin g“—q' passive close
|
|
|
|
T
|
|

-
e ———— e — 1
active close
— indicate normal transitions for client
— =» indicate normal transitions for server
appl: indicate state transitions taken when application issues operation
recv: indicate state transitions taken when segment received
send: indicate what is sent for this transition
Figure 2.4 TCP state transition diagram.
<8 24> TCP MEfNO|E
ESTABLISHED HENOIM LIR= & 712 stiaEEs AZ TEeb 247t ULt Application0| mtE
(EOF: end of file) AT & Ht7| M0 closeE = Z=3|HM(active close), FIN.WAIT_1 AEj2 &ZICH 1
2Lt applicationO| ESTABLISHED AEJOJAl FINS A EZ|H(passive close) CLOSE_WAIT ME{Z

2717 E=lCh EE cliente] MO|l= RS MOZ2 HEA|SID severe| FO|l= FE2 MMOE HA|SHIL

S Al €7|(simultaneous open)?} TA| Et7|(simultaneous close, ¥FZE0| &2 A|Zt0 FINS EH'H

)= o7IM CHEX] UL
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TCP 1ol BT MEFS2 netstat FHOIS 0830l 2 & A0 SHUA AFBACE

Watching the Packet

a8 250 HZEE, data TE, FEAZTEO| CHet TCP packet uzhs HOJEL oM, 2

[

endpoint2| TCP AEfE EO|F=LCE.

20| A Client= MSSE 536 HIO|EQE &2{F11 server= MSSE 1460 (Etherneto| MTUO]| L

SHE WS LH=Ch 4 Yol Chol MSS

rir

Setz: Fasiot

ohl 10| MHEW clients TO|E{S server0| ZWCh $2|< 0f HO|E{7} BhLto| segmento
25 ZOEICHA(F, server LFE 1460ELCH %2) 7HISIZLE Server= O HO|HE Az|stn
SE WS EU=H 0 £ StLte| segmentdf SO{ZtCEA(0] ZR 536LCH ALf) 7HIBHLt.
Data segment= #=2 A HZE HA|BHCL AH£ Cliente| C|O|E{0f CHH ACKE &4 EWHCL O]
£ 'piggybacking”O|2} 220, serverZ} At410] HE HO[H DjZS FHdot=0 285 = AlZH0]
200msELCH O™ ACKE piggybackingst| =IC Btk A|ZH0| O Q2f AQ M ACK IjZlg ™

N 2D S0 Atlef HIOolEE 2EWiA =L

AZZ2 ZTEAZ|= 4712 segmentE HEHEM, active closeE A= ZF (0| 0|A client)O]

TIME_WAIT &E{7} ECk o] Hof tisiM= Chg oM =2f otttk

d8 250 MM THef TCP HAS Saff THX| StLte| H|O[E segmentE ELi1 SLtS| H|O[E
segmentE EXOE Hh= Z{0|2tH, TCP= & 107H9| segment?t HsICH=s A2 FHGHAL O
Of UDPE AMR3ICHH Tt 2740 H|O|E segmentDt ma}stH EICH (1A M™I 2

Sog) dg{Lt UDPO|M= TCPZt HM3dt= A2l 7|80l g ot 7|s=2 UDP
application®jA] F&ijoF St TCP= ZZ&FA|0{(congestion control) 7| s& H& st=0 O] ESH
UDP applicationO| X z2|sljof otCt. DHO| = E5td, B2 application2 M2 49| dataE et

ot E= UDPE 0[8510] Feik|7|= SOt
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client server
sock, bind, listen

‘ LISTEN (passive open)
socket accept (blocks)

connect(blocks) SYNJ Moo
SYN_SENT | “MSS=sp | RGN
(active open) —

W
ESTABLISHED
connect returns W‘
ESTABLISHED

<client forms request>
accept returns

write dat, : read (blocks)
read (blocks) W’ oafirdt:

<Server process request>

Iy) write
data (rep Y
o “CK ~Frequest read(blocks)
ACK Ofrc I

close F
FIN_WAIT _1 W“
(active close) CLOSE_WAIT
ACK M*1 (passive close)
FIN_WAIT 2 // read returns 0
- ; EIN N close
LAST ACK
TIME_WAIT // 2

| crosep

Figure 2.5 Packet exchange for TCP connection.

<12 25> TCP HHO|AMQ| WA met

2.5  TIME_WAIT &HEf

TCP 7|"t network programming0f U0 7}& |7t B2 EE2 F oiLt7t TIME_WAIT AHEJO|LC}.
=
=

8 240)|M active closeE dt= FO| O] HENE HX = A2 = QUCL O HEHOIM TF

AlZE2 maximum segment lifetime(MSL)2| & H{O|O{, 2MSLO|2} 27| = $iCt.
ZE TCP F32 MSL g2 X|d

St QICt RFCL1220|A = 222 F=HEIX| Tt BerkeleyOf| A It
A

rn
-
rot
ro
rA
ofm
il
o]
f
w
o
Pt
ujn

A&etEt Ol TIMELWAIT HE{O|A EE= AZFO] 1E0AM 4%
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AMOI¥E ofbfgtot. MSL2 "O{fH IP datagramO| networkOflM Y=g = U= Z|Of A[ZH"OlCt

A o2 2o ol MMz BE packet2 InternetOf A MSLELE ZA SX|& =& QiCt

Packets HEZ H0|M SoiHE|= A2 s HEAZHQ routinge| ZutO|CE RouterZt ZALE &

L

70| routere| HZO0| EO{X|H routing protocol2 MER HAZ2E =0 =8 $X9 A|Zto] &

ol

2ICt. O] A|Zt =¢F routing loopO| AMZ %= AS{ 0| loop0f| packetO] ZtE! £= QUCH A=
O TCP segments= QIOJZI HOZ ZHF I SAZL MHSES 10, 25 2HX|0| ZLLH

EICH O2{Lt O|=0j|(At2tR! packete] MSLRHO|) routing loopO] DHMA 3 QUE packetO] Z|

ORA

SMXZ CHA| E2g 4= QUCH O] AL O] packetZ “lost duplicate” L+ “wandering

duplicate”0|2} HE2C}. TCP= 0|23t EAHZES 2| S{OFDt BiC}.
{70 TIME_WAIT HEfE F+= F 7tX| O|R7t RULCH

1L MEHel gEek(full-duplex) HE S&9| T+

2. NetworkXo| @2l 2EALE segmentE AF
R Hm Oolf= 8 250(M clientZt EH ORX|2 ACKZF HIEQIIOAM EHE(QUCtD HZsHE

X} Server= OFX|Zt FINS CIA| B C}S client2 56 OFX|3F ACKS WX R3ooz UX A
7t S0 CRA| FINS clientO ] =< Z40|Ch O|2{&+ Atto|A] OHOF clientZ} TIME WAIT Hg 2
ZHK|D QUX| ULCHH, client= serverQ| FIN HA|X|E O|sEt =7} Qi1, RST(reset) TJZIO 2 AH
of SESHA & ZO|Ch TCPo| HZZ= IFOM 4742] segment SOA 0= A0 &4 [}

T HIZA HZ|& = AO0{of sICt o|yst 2o =2 TCPO|Al= active closeE o} Z0|AM

rir

TIME_WAIT AEjZ H2|6bD OFK|2F ACKE DH2|stE2 sfn QUCt

TIME_WAIT #EIE = 5 YR O|3E M7 84A, 1.1.11 SAEQ| port 15001} 2.2.2.2
SAEC| EE 218 A0jo] TCP HZS JFYSICE O] HZO| BO|D LN FA| 5l 22 P Fa
9 port2 CH2 70| MHECID YAt P FA0t port #MS7} 2002 H M Ao

"M’ (incarnation)"0|2t 2Lt TCP= HHM AZOM Y& D20 LIS =A5t0] "I

rl

2" Zo| Wzl QOIL|= Z{e oot 3t} 0|E 98H TCP= TIME_WAIT AEHO| AS o
= ME2 "WE2(Z2 port AFE) HAS ZYAIZIX| Ro=F ot QICh Ol #3s XHE

O2M = TCP HZAZ O AZOM Y& mzlo] =& HeE otX| Yot EICh.
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2.6 SCTP AssocIATION MM Gl =2

SCTP= TCPX & connection-orientedO|7| {20 association®| HX1} =2 HEX}

M
4>
02
o
ks
rot

C}. O2{Lt SCTPO| handshake= TCPQt= LCiA CHECL}.

Four-Way Handshake

TCPO| AR NE LIS scenarioE 2} SCTP association A 0| O|FRO{RICt MK, Server= 9|
Olclient2ZEEQ| M= HES £0lst FH|E o{0f SICt. 0] FH|AHE HE socket, bind, listenS
S &8l passive openg t0] tZ EICH
1) Cliente connectE S =T O EZMN active opend F=ESICL 0|0 client SCTP= INIT 7|
3} messageE server®fAH EL{ IP F4&, X£7| sequence number 3! association X0
Zost HEE MHO|A YHECH
2) Servere= MHQ| IP &, X=7| &=H, initiation tag 2| ™K&, 12|11 state cookie HEE
INIT-ACK messageES E8f clientOfH EUHCE ME] cookie= =AIHENZ HA|ZH CH2
COOKIE-ECHO Oj|A|X|0]| AR E=ICT
3) Cliente serverQ| AE{ cookiedf CHst SE 22 COOKIE-ECHO messageE HUDHCE O]

message= packetQt0|| user datag ETA|Z £ QUCtH

4) ServerZt cookieo| HAIHOl Xt

mjo

XISt clientO| 4| COOKIE-ACK messageZ SEHSH

M associationO0| MM EICt O] message= packetQt0] user dataE ETIA|Z %= QUCL

O 7| At 4HH9| packet mZH0| ot o] MAEE SCTPQO| four-way handshakez} HZECt

28
2 262 S| 4 segmentE MIHE £ QCh

client server
socket sock, bind, listen

connect(blocks) INIT 7, (passive open)
(active open) N‘ accept (blocks)

ACK (Tz K. cookie C)

Ta: N

/Z: CO ]
OKIE-EChg ¢
accept returns
:-ACK
Ta: COOKIE-AC read (blocks)
connect returns

<72l 26>SCTP 12 AHN
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SCTPO| four-way handshake= cookiel| HMMEE HNestie O22E TCP| three-way
handshake2t S ASICE INIT m{ZlI(Z22 chunk)= initiation tag(Ta) 2|1 initial sequence
number())E =0} AMHO|AH ELHC} Ta= == SCTP associationO CH3E Q1SS Qo AL H A
CHE O Al ©&St= 2= packetOf| Al ZEHE[0{OF BtC (SCTP THZIS|| L0 verification tag & =0
S0{Z). X7\t J= TCPHEH data chunko| =g OfZ f AMOICt ALCHEIE initiation tag(Tz),

X7|1=HH(K)Q} €7l cookie CE INIT-ACK chunkOf Z&tSI0| SETtsiCt.

0l7|M Cookie EZl &%tH|, Cookiee ChZ 3BMR| COOKIE-ECHO I{ZI0| ZETHE|0{OF S},

o

1§ E8f MH= cliente] 2158 =dstCt. 0|2 E3 TCP SYN-Flooding DoS(denial of service)
attack 2X& siZ% = ULt 0| & SCTPQ| four-way handshake= DoS &Z0f CHgtst”| <ol
Cookies 7|HES AIE3%iCt OMX|2HO 2 MH &= COOKIE-ACKE ™M&sto 2 M SCTP association M

Ho| ZmEICt

Association Termination

TCPot= CH2H SCTPE “half-closed"E =33} X

)
rir
il
ot

. 3 Z0| association2 ZO W HC{HO|

Mz M=Z2 datao| ™&= ZTHoF ottt HEAF

Al =0 ELYX|H datas queue

>+ il
fo
ot
o

of th7|=l2 AE2 F=Elth 8 260| O|24e EXH7F LIEFLERULY.

client server

close

(active close) SHUTDOwN
(passive close)

read returns 0

SHUT D()WN--‘\CK close

S

HUTDOWN~C'()MPLETE

<& 27> SCTP & =

SCTP= initiation tagE Sl associationE T &% = U7| HZ0| TCPHEH TIME_WAIT MEIE

7t =AUt QiCt BE chunk&2 INIT chunk 3! INIT-ACK chunkOf ZE$HE|0| Q= initiation tag

AN -

i

Zotofjof otCh HZ0| F2E £ OHA| 85 = HZNM| tage CHE S 77| HZ0

Ct. O] Sl SCTP= TCPO| HI3| Foidss Z=HAZIL
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SCTP State Transition Diagram

8 282 SCTPO| AMEfH O] =(State transition diagram)& H Oj=Ct.

recv: INIT; send INIT-ACK.

-’ N
’ 5 5
1 starting point ¥

1
[}
[}
[}
: COOKIE-WAIT
1

recv: INIT ACK

Homg 1
recv: valid COOKIE ECHOl send: COOKIE ECHO

send: COOKIE ACK

v
COOKIE-
ECHOED

- Cpr.
e
data transfer "4 --{H Ury,
state

3
SHUTDOWN- SHUTDOWN-
PENDING RECEIVED
No more outstanding data No more outstanding data
vsend: SHUTDOWN send: SHUTDOWN ACK
SHUTDOWN- recv: SHUTDOWN | SHUTDOWN-

SENT send: SHUTDOWN ACK |  ACK-SENT COMPLETE

(simultaneous close)
recv: SHUTDOWN ACK

send: SHUTDOWN
— indicate normal transitions for client COMPLETE
— — 5 indicate normal transitions for server
appl: indicate state transitions taken when application issues operation
recv: indicate state transitions taken when segment received
send: indicate what is sent for this transition

Figure 2.8 SCTP state transition diagram.

<& 2.8> SCTP AEfHO| T

AZ0M HEfS] HMO|= X HEfOAM fr= chunk FFO0| 7|85 O|RO{ZICE OfE &,
applicationO| CLOSED 2EHOJ|A{ active openS £JSICtD S [ SCTP= INITE ELD MEL
AER QI COOKIE-WAIT AtEfZF EICE CF20| SCTPZF INIT-ACKE 2to ™ COOKIE-ECHOE ELF

M=Z& &tEff COOKIE-ECHOED #tEf7F =ICE SCTPZ7F COOKIE-ACKE Bfo ™ ESTABLISHED 4

=
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EfZ7t =ICt &0 =2, COOKIE-ECHOR} COOKIE-ACK chunke= O|O|E chunk& piggybacking &

AL
-
QAII:I-‘

=
e

ESTABLISHED AEjOAN Li= StatEE AZ9| ZEE E0|Ck TteF applicationO| active

rir

=0tQ =(outstanding) DATA chunkE OtA ELj1 SHUTDOWN-PENDING &ER

closeS ¥t

Ql

= ™

o gt

2 HMO|7} LofLim, SHUTDOWN chunkZ &3t 50| SHUTDOWN-SENT ALEjZ HHZASICE Hi

CHZ2 ESTABLISHED AE{O|A SHUTDOWNES BFQUICHH(passive close), SHUTDOWN-RECEIVED AHEf
2 HO|7} oLt SHUTDOWN-ACK chunkZ ZESHA &Lk 0|0 SHUTDOWN-ACK-SENTZ

HEHOIZL LojLtn

SHUTDOWN-COMPLETE chunk&

Watching the Packets

8 290 SCTP HZ0 M2

client

socket

connect (blocks)
(active open)
COOKIE-WAIT

COOKIE-ECHOED

connect returns
ESTABLISHED

close
(active close)
SHUTDOWN-SENT

CLOSED

(A4,

o] AlF0IAM

A = AZO

2=

2AMS

[ N

ek

[

HE =2OEL.

INIT (Ta 5
5 - K cookie ©)
Ta: lNlT-a'\(.K (1 2, K.C
Tz: CoOk
“—Z-E(_\
HO ¢ DATA
J S CK._DATF\
a:CO OKIE- ACK.SA
Ta: gACK

Tz: SHUTDOWN
Ta: SHUTDOWN-ACK

i

2 SH UTD()WN -COMPI E TE

JEIEEE

SRE

Ht O
o =

AI-[H

releasez!), Al

c}.

server

sock, bind, listen
(passive open)
accept (blocks)
CLOSED

accept returns
ESTBLISHED

(passive close)
read returns 0

close
SHUTDOWN-ACK-SENT

CLOSED

<18 29> SCTP MZAO|MO| T}zl w3t
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O M cliente= COOKIE-ECHOO|| # HHE{ data chunkZ& piggybackstil COOKIE-ACKO|| server
O| dataQt SEl= Hre=Cl dEtM o=z COOKIE-ECHO= one-to-many EFRI9| socket interfaceE
A23SHY applicationE 73st= A 20| data chunkE Zagh 4=~ QUCt HHMHO| one-to-one E}Y

O| socket OAl= data chunk® ZSISIX| U=C| 0|0f CHSHA= 9ZHO| A CIELC}.

SCTPO| 7|2 ™ME Lt ‘chunk'O|C}. 'chunk'= chunk type, chunk flags, chunk length 59| 2
o2 B, A DATA chunk®t CHSE control chunkE2 FE2EICE LS| SCTP packet2

oj2{ 7§2| data/control chunkE2 Z&tst Ct.

1
$0

27 ZE H3m

SLEO| A|AHIO| Ch4=9| process?7t MHE 4~ QUOMH, transport protocol(TCR UDP, SCTP) &2 16-
bit 49| port HSE AF23I0] 2t processE FETICE CH7)f TCP UDP SCTPZ FHE|= AMH]
A(SR)EL 'MH' Z0|A well-known portE AFE3ICE 0|2 SW, FTP MH{o| AL TCP well-
known port number 21H-Z O|&3}11, TFTP(Trivial FTP) server®| 42 UDP port 692 AE23tCY.
HIHO|| ‘client= LHIM O Z AA|E Q| ephemeral (dynamic or private) portE AtE%HCE HH O

2 cliente porte client hostO Al G st Z40|7|2 SFH =ICH

Internet Assigned Number Authority (IANA) 7| = port H3 otehE 22|t ot S &2 RFC

170004 Lttt RUALCH http://www.iana.org/0|A On-line databaseE & = UC}. Port HE= CHE 3

S

1) Well-known port: 0 ~ 1023. O] portHz =2 IANAO| 2|siiA & =1 2A2|E&= HZ S
O|Ct. 7H&35tE TCP USP SCTPO| Z& port H=E oottt 0§ &9, Xa2 Z& T
30| TCPE AMR3}X|QH TCPQF UDP 25 Web server0j| port 802 £ 0L},

2) Registered port: 1024 ~ 49151. IANAO| o8 Rt2|Z|X|= X|Th HOolAH IANAO O|3|

list)] SEL|0 AFR2E|= portE0|Ct 7tsotH TCPRF UDP7t Z2 portE & ==L}

rir

O|& =H, port 60000 Al 60631 7tX|= & protocol 2EO|AH X window serverd &

g O AR EHZoE ZE FHOIAM TCPO|AMEH AR &l Tt

3) Dynamic or Private port: 49152 ~ 65535. IANAO| A= O| port=0f C{slf 2HO{SHX| U=LC}.

LS T

0] HEES =2 client 9| port2 AMREICH (49152 655369| 3/40| BfEtsich
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IANA IANA
well-known | TANA registered ports dynamic or
}‘ ’{ |= ’{ }‘ private ports >{
I 1023 1024 49151 49152 65535

<1 210> ZEHS 9|

Opt

=

TT

Socket pair

TCP AZAO|A Socket paire HZ ¥Z endpointE HO|St= local IP F4, local port, |IZAX| IP

T4, /1AX| portO|Ct. 0|2{%t socket pair= networkOA RE TCP AAZ F & X|O{=LC}. SCTP

Ol M= local IP FA9| &g, local port, AAX| IP FAO Agt, /AKX portZ7 O HE

mjo
rok

bC}.
TCPO| Z29} QAISHLE multi-homedgt= X 0| Cr2ct.

2t endpoints FEBHE IP FAL port HBO| Xehg 22|& "socket’0[2t R ELL

H|E UDPZ7} connectionless protocolO| 7l SFX|2t socketo| 7HE2 UDPO| =t&sH0] HE8g = QU
Ct. Socket Bf4=Z(bind, connect, getpeername 5)2 HFY [, O™ T=It 20| O™ S
XEECHSHA El=XE F=H0F otCt. O] & &, TCP UDP, SCTPO|A| bind() g4+ local IP F

2%t local portE ERZ BICL

2.8 CONCURRENT A{H{

AN AGTH iterative server®| CHEE|= AMHZ} concurrent MH{O|Ct. UDPQ}F =H2| CHZH TCP2t
SCTP&= concurrent A FEfE FS=ICt Concurrent serverO| M= serverZt 02 clientd]| CHSIY

ZtZtol M2 AZAZ N2[& child processE BHEE=0O| THef o 72t SQtof child7t & 2%l

O

port Ho S A HZ3|A ArESCtH OffH 20| YA E=71? HA Lhg oS A48 2AL

HX server= freebsd2}= hostO| A A|&tSED 12.106.32.2542} 192.16842.14& O IP =AE
ZHR|H E 22 El port HZ (0] WA A= 21)2 passive opene StCH 2|0 LA & 2114t

Z0| cliente] & 7|CIEIC}
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12.106.32.254
192.168.42.1

server

{*:21, *:*} ——» listening socket

<12l 2.11> Concurrent Server 0| X
{8:21, **}= socket pairE LIEFHCt Server= port 219| O local interface(*d H&| *)0j| bind&
St cliente] AZAQFE J|CtEICt /AKX IP T4 porte= X|HE|X| (X7 IHEO **2 HT|
SICt O| A2 listening socketO|2} Lt IP A9} port T E F 2317 I8 : EZE A%t

(HTTP Of| XX &).

HEEZE local IP F=AE X|H™ESIH 0| A9|(wildcard) X2t HECLL Server?t S&H8l= host7t

n

multi-homed®! ZHOIXXE), server= EX X|oo| H&0H BBEE & & Yk O|HL

i

server? Qo|o| MEHE S}= ZIO|Ct Server= CHE9| =AE X|HGHX| 23t 9|9 local =4
7 of (") A2 MEHSt= AO|Ch 1EQ| o oM= bind)E =E57| ™0 socket A &

.

M

Ol IP F=AZ INADDR_ANYZ X|H3}0 Qo] F=AE HotA
EAl &, cliente IP =A7F 206.168.112.21991 hostO| M A|ZHSI0] F=A7F 12.106.32.25491 server
O active openg @SHCt. G 7|AM dynamic port= 15000|2} 7SIt 0|42 g 2120 & Lt

EtL} QIC} Client2| OF2§oi socket pair7} & QIC}

12.106.32.254

206.168.112.219 192.168.42.1
connection
client request to »  server
12.106.32.254, o
{206.168.112.219:1500, port 21 (5], %5 — » listening
21.106.32.254:21} ’ socket

<72l 212> cliente| ™=
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CH20| a2 2130|A EO|%, serverZf cliento] @S dt EtSHH fork() 45 AIE5H0 X}

=]

7| XpAlo] |2 (child process)g ZtE =0 0| child process?} client2 zt2|stCt. (fork gh4=0f Cf

—

SiAl= 4F0IA CHELH)

12.106.32.254
206.168.112.219 192.168.42.1

client \ server
206.168.112.219:15000 listening

o) *. %ok _
21.10632254:21} Ko, 2l e ™ socket

(}60 fork

v
\ server
(child)

{12.106.32.254:21, ——» Conni“ted
206.168.112.219:1500} socke

<12l 2.13> child processQ| A

O|Z0|AM =22|= server hostQ| listening socketlt connected socketg FHSIO{OF SHC}
Connected socket2 listening socketdt Z+0| 21H portE AR2SHCE  Multi-homede| 4

—

connected socketO| M| A9l local IP F£4(12.106.32.254)2 % XIC}.

M

glo

f

™St O] If MZ& client socket2 CtE dynamic port H&E(1501) H=HSHC 0|23 A|LtE| L

CHAE, 22 client hostO| A EE CHE client processZt &2 serverd| AZASZ QHBICtD Tt

7t O8 2140 LIEFLE RACE ServerOf A & AZ2 20| ECh A HZQ| socket paire F& HAY

AHZAOo| socket pair@t CHEH|, O|= cliente] & HRE HZAO|A CHE dynamic port(1501)2 AMEHH

AN

7| WjEo|C}.
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12.106.32.254

206.168.112.219 192.168.42.1
client1 server
1206.168.112.219:1500, %y, (*:21, %%} N\ liSteming
21.106.32.254:21} .
[‘}O
&
lient \ server fork
clien (child)
o connected
{206.168.112.219:1501, %, {12.106.32.254:21, 1™  gocket
21.106.32.254:21} S,. =~ 206.168.112.219:1500}
@
%
\ server

(child)

{12.106.32.254:21, — ™
206.168.112.219:1501}

connected
socket

<12l 214> CIZ client socketo| H=&

O] ool MHE{O|ME= EAHSE TCP segmentQ| 3 endpointE ZAX G2 M socket paird| U= 4
ol |AE BT HOROF StCf. A& 2140 &2 local portRL)E 7HX|= 3719 socketO| UL}
(27012] connected socketdl 17{9| listening socket). BFF {206.168.112.219, 1500}ZFE
{12.106.32.254, 21} %fsl= segmentZt EXSHH K BHE  childof|A FEEICE HEHO|,
{206.168.112.219, 1501}0| A {12.106.32.254, 21} 2dSt= segmentZt EXtSHH = B childof| A|

MY EICE Port 212 &St 7|EF CHE segment=2 listening sockete 2 MEHEICH

U2 networke SIEY AHO 28 HjX|= MTUE 7tX|12 ULt O|E S0 Ethernet MTUS| AL
1,500 byteO|Ct. & host AMO|OA] 7tE 22 MTUE ZAZ(path) MTUZIZ EECL =H0=
1,500byte Q! Ethernet MTUZ} A2 MTUQI A7} BICE InternetOf A ZZE HIEE H|CHE X Ol 22
Jyete| gz MTUZL 22 EQ= Jlbh CHA| Eai A0M B2 7= Z22f BOM AZ 7= &

P LS = QU .

hu
N
n

i

2Ol

rir
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3 37|17+ linke] MTUELE 3™ IPv4Qt IPveO Al £&H(fragmentation)st
Ch B¥E ZZAS2 A5 SHX | £ T HIX| CHAl ZHX|X| Tk IPv4 hostis datagram
S MM & 0 2&s6la, IPv4 router= datagramsS M&T 0 2&$IC 8FX|2H IPv6eo| AL

datagramS M & Tt 2&5t0 IPv6 router= datagram2 M& & [ 2¢sHX| Q=Ct

DtOF IPv4 header2| "don't fragment"(DF)7} AHE|0 JYSOMH &A= hostlt OTH router0f 9|3H A
T ESr|0{Me= QF =ICh DF7F MEE|0QJUD linke] MTUE Zx1tsl= datagram0j CHsiAM =
ICMPv4 m=2 EZ0|A “destination unreachable, fragmentation needed but DF bit set"O|2}=
error messageE H'# Z{0|C}. IPv6 router= 22 oFX| &7| {0 2= datagram0 DF7} A
el o ZLt IPveZt linke] MTUE Z1tst= datagram2 2O ™ ICMPv67} “packet too big"o|

2t= error messageE =MLt

TCP= ACHENY| E'Y Z|CH data 27|E L2{F£ MSS(Maximum Segment Size)7t QUL MSSQ|
=52 JUEOA ot 2 Gojy A7|e HA ¢S €8T =5 mij2l 22 msts A
O|C}. MSS& link MTUO|M IP header?t TCP header 37| t Yo Z oICL 1500 bytel| MTUE
AtE5l= EthernetOf| A, IPvd MSS= 1,460 byteO|11 IPv6 MSSE= 1,440 byteO|Ct (TCP header 20
byte, IPv4 header 20 byte, IPv6 header= 40 byteO|7| [{Z0).

TCP Output

&l 2150f| A= applicationO| TCP socket0f dataE & [ LOjLt= €= EO0F=1 QT

D= TCP socketdf= &4l bufferZt L1 SO_SNDBUF socket optiong AtEd| 1 A7|& HHE =+
QUCH7ZY). Application0| write()& = WS [, kernelO| application buffer®| 2= dataE socket

S4 buffer2 2 ASICE THQF socket buffert 2= application buffere| dataE HE = QoM™

of

(application bufferZt socket &4l buffer&C} 3L, socket &4 buffer0f| 0|0| CtE dataZt =

012t U= BR) process= =HAEl(sleep)?} EICL O|= sockete| 7|& SZHO|Ct

Application bufferQ| OrX|E2t byteZ} socket &4 buffer2 SAF & MY7HX| write() &= Bietg]
Xl E=Lh &, TCP socket0f write()ot= AN G52 Z7E ot application bufferS At
g & = YA EC SHXITE o| ATt 2 ALY TCPYt dataE ZQUCHALE ALHE applicationO]

dataZ WHCHD FES +& QT +AXS YBHQ +M0jRE TCP Z2E20| Q80| 7]
a
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application

application buffer (any size)

USET Process

socket send buffer (SO_SNDBUF)

MSS-sized TCP segments
MSS normally < MTU-40 (IPv4) or MTU — 60 (IPv6)

TCP

MTU-sized IPv4 or IPv6 packets

output queue

datalink

<Jdg 215> TCP &4l gat A7

TCP= data FZ(transmission) HFHL|S0| 2|7H35}0] socket &A1 buffer0] Q= datas ACHE:

o

TCP2 ='W Z{0|C} MCOHe|l TCPE= data =4I0f CH$F =tQl(acknowledgment)E ofiFOF SHH

[ |

TCP= 0| ACKE =#=4l5ljof TCP socket &4l bufferE H|2 = QUCt TCP= AtC{HEIO| EAF £0I0|

AS W7HK| datal| FAE

= 7HX|Z QUO{OF ottt

TCP= datag MSS TFH segmentz -5t SUYOA TESH=H, Of M MSS= SHYO]

7|z P80 EEE

Zt0|7{Lt defaultZ 536 byteE AM8E == QICh IP= AHQ| headerg

AZ0| HEO0|1 routing tableO| M SHX|Q| IP =4 & Of(routing tableQ| &= 0|A{ interfacetto
2 L7t A Herh HYS linkZ2 2EYC IP= datagram2 datalink® EL{7| Mo 222

%= QICt 2t datalinke =

protocol stack®| {Z 2

2 (datalinkj| A IPZ, IPYA TCPE) EHC} TCP= O] errorE 7|YsIQIC

2 queueE 7|X|11 O| queueZt 7} XM packetg UA I FE
o

—_

7t X2 0| O segmentE CHA| EHCE O] YA|H M2 applicationd|= 210 E|X|&= =Lt

o — BT
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UDP Output

gl 2162 application0| UDP socketd] dataE & [ff & 0| LOojLt=X| 2010 QLCt

application ‘ application buffer (any size) ‘

user process

kernel

UDP socket send buffer (SO_SNDBUF)

UDP datagram

MTU-sized IPv4 or IPv6 packets

output queue

datalink

<12 216> UDP Al Dp A

UDPO|| = socket &A1l buffer7} AXZ EX|SIX| Fooz2 MM AtZ@o=z =ICt UDP socket2

op

M buffer 37|& 7tX|2 QJOL} O|= Eh=d| socketO 222 UDP datagram@| %|Cf 37| &

—_

O|Ct. ek applicationO| socket &4l buffer37| ELC} I & datagram= #2Ct

r2

EMSGSIZEZE &t

rg

A ZICE UDP= AZ|/d0| §leoZ application®| datal| EAIE2S 7HX|1 UAS EQE g

=

MHZ &M buffere TR QICH

UDP= ZHEHS| datagramQ| 2H0f| 8 byteQ| headerE 20§ IPO| MESICE IPvAL} IPv6= XpAIQ|
headerE HE0|1 routing B+5 330l LHEY interfaces ot F datagramg datalink &
= queuel| FAHLHMTUELH 22 ZR) datagrams =M 2 =25 datalink £3 queued

" =L} TCPO| A= application dataE MSS T2 L&X|2F UDP= O™ T QI Qict

UDP socketd] write7} H&X O Z ELIH datagramO|L} datagramO| 7}

Rl
Ha
rn
7]
N
ie)
o
Q

&
S

=]

=3 queuel| SOUZS L =7t AUCE B+ queued datagramO|Lt =2EZ2 W2 S0 £

ZSICtH ENOBUFSE application0f HtatsHLt

[
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SCTP Output

gl 2,172 application0] SCTP socket0f dataE & [ 2& 20| YOojLt=X| 2O =Lt

application application buffer (any size)
_______________ e o ____serprocess
kernel
SCTP socket send buffer (SO_SNDBUF)
SCTP

MTU-sized IPv4 or IPv6 packets

output queue

datalink

<& 217> SCTP &A1 al A3l

SCTP= TCPME AlZ|H0| QUe protocolo|B 2 H4l bufferE ZHEICE TCPA &  application0|

SO_SNDBUFE A}2310] buffer 7|8 A= AL 7t

olr

SICHT7E). ApplicationO| write() &t4=2

a

SET M, kernel2 application buffer®| dataE Z5F = ALSIY socket &4l bufferdf E+=Ct.

[ =)

Application buffer@| OrX|2+ byteZ} socket buffer0f] S ALE W77tX| writeO| A WA LS = QICH

SCTP= SCTP data ™Z&HH X|(transmission)0]| 2|35} socket &4l buffere| dataE AtCHEE SCTP

O - o
2 HUC) &A= SCTPE= socket bufferQ| dataE X|7| ®o| AtCHgr SCTPEEE SACKE EHO}
Of BiC}.

—
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3.  Z|E™Ql SOCKETS

O] ¥O|M= socket APIO| CHSHO] A7fBtCh O Mol AHo| BE MM = == U= socket
address TFZM|EE A|ZSICE O] RN = £ 7HK 2 2R EICE processO Al kernel2 7= =X
H 2|2 kernelOf| A processZ 7t= TEK|. kernelO| M process2 7t= RAZH|Q| AL value-

result argument?} 1 Of|O|Ct. 2|1 S E8A O| argumentOf C{st Ct2 oK S CHE ZAO|LCt

rir

0| HOj A= Protocoldf| Fatst BAO 2 socket address RN UM ZHSSHE sock 2 A|ZHS)

ot==2 e Z0|Ct O|E O|83fA Q| codeE protocoldf F&SHH AtEL Z40|LCt.

31 SOCKET ADDRESS + =&l

CHE & socket &= argumentZ socket address T+ K| ZQIE 7} ZRSICt K| E|= protocol
suite= ZtZF X}AIO| socket address FXRKE ™O|sHC) O] R EXN|Q] 0|22 sockaddr =2 A|Ztd

Al Zt2t9| protocol suite®| E4=5F HO|ALZE EHCH

IPv4 Socket Address LA

QHIX O 2 “Internet socket address JEXA|"2Z} =2|= IPv4 socket address JFXKN=

<netinet/in.h> header& =&t 2 M ™HO|L|1 socketaddr_in@ 2 Z&IC}.

struct in_ addr {

in addr_t s_addr; /* 32-bit IPv4 address */
/* network byte ordered */

}i

struct sockaddr in {

uint8 t sin len; /* length of structure */
sa family t sin family; /* AF_INET */
in port t sin port; /* 16-bit TCP or UDP port number */

/* network byte ordered */
struct in addr sin_addr; /* 32-bit IPv4 address */
/* network byte ordered */

char sin zero[8]; /* unused */
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Of OfMOIM AtEdtE LMl socket address M0 CHOHA Of2] ZHX| Z=2lgh FO| ULt

>

>

sin_len, length member= HEEl OSI protocol2 X|&g [ff, 4.3BSD-Reno?t TH/H HEEIC
sin_len H{ZE HOf|=, YW member= unsigned shortQl sin_family@ICt. 2= venderZt
socket address tZNE X|@5t7| 26 length fieldE X|@3HK[= ¢, POSIX BEEZ O
memberZt EQIt QICL. 2|7t AFRSHE uint8 t7F MM Ol datatypeO|C}. 2|1 POSIX

Atst A|AEIZ2 0] HAI9| datatypes NS THCL

—

J

FEH 40| socket address 2N E CIE7| ¢

rot

ZHCESEA OHE length field7} Z=XYBHCE.

H|ZE length field7} ZXf&X|2tE, 2HQF routing socketE CHREX| QU=CHH HO| TASHK| T
MM QU =Ct CHYSE protocolZ(0|E =3 routing table code)O|A| socket address T+

ZHE CHELE routined| 2|8l kernelo A AtEEICE

processOjitA| kernel2 socket address XN E FEUSt= 471X| Eha=(bind, connect, sendto,
sendmsg)= E5 BerkeleyOf| M| T8 =l sockargs &40 Al AIE0| =ICt O] &&= processO
MEH socket address [LZK|E EAFSID, O] Yl ZHX| &0AM QXIZE AIRE= XA Q|
A7|2 9| sin_len member2 M EICt KernelOf| Al processZ socket address XN E
FMESl= 5719] socket &h4=(accept, recvfrom, recvmsg, getpeername, getsockname)= &=

processO| A returnk|Z| MO sin_len memberE HMSICT

Zt
(=]

|>

HAE YHIM O Z socket address LM E Tt length fieldE O st LS QIX| Ot

0

X ZH™E7| %t compile-time test= 7S 7} Q4L CodeOf|A{ HAVE_SOCKADDR)SA)LEN

& H2Eg 24 o g5 FolohX| ¢ oHX|= FHotUo| §8dt=Lf Rot=Lf &
H 23 of MEN2 PN members AESHz Tt HAE Z2I3s HOGY go=2

M 2 5= QUCE BHF socket address TFZ=H|7t length fieldE ZtRCHH [IPve 32 SING_LEN
2 dog A2 7%= HHME =& Ao|ct. HREQ[ IPvAHE2 compile-time option(| & &

M _SOCKADDR_LEN)© 2 socket address T+Z=X|2| length field M2 X &$tCt. 0 EXN

rlo

POSIX &2 AEMOAM EHX| 3712 memberPt ZQZ SHCE: sin_family, sin_addr, sin_port.
POSIX Z3t &0 E=I7}HQl LXK memberE® MOo|st= 742 3| 83}1, 0| Internet
socket address LZK|E Qo LUHIE Q| Z{O|C}. HO| BE L sin_zero memberE =7}

St Jd2fM 2 E socket address AN += 3 7|7t HO{ L 16byteO|LCt.

s_addr, sin_family, sin_port memberZE £|¢t POSIX datatypeE E =L} in_addr_t datatype
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was

|23k

+

St 32bit2| unsigned integer typeQl 0| £ZQi0, sa_family_t= unsigned integer typed

QICt Ttek 10| length fieldE X|SHCHH, Xt LHHOZ 8 bit unsigned integer,

AN
=2 16 bit unsigned tntegerO|L}.

> LCF22 HY CHE POSIX datatype ArO|Q| M|ZtX| POSIX HO|=l datatypel| HO|LCL.
Datatype Description Header

int8 t Signed 8-bit integer <sys/types.h>
uint8 t Unsigned 8-bit integer <sys/types.h>
intlé_t Signed 16-bit integer <sys/types.h>
uintleé t Unsigned 16-bit integer <sys/types.h>
int32 t Signed 32-bit integer <sys/types.h>
uint32 t Unsigned 32-bit integer <sys/types.h>

sa_family t | Address family of socket address structure

<sys/socket.h>

O] memberE0| AIE O O|EE Ql4Al

> 32-bit

Interne

IPv4 addressE ZErERSICH HEHHO| servsin_addrs_addr2 in_addr t(H&EX S

OF

IASt AS0| SEBUL

socklen t Length of socket address structure, <sys/socket.h>
- normally uint32 t
in addr t IPv4 address, normally uint32 t <netinet/in.h>
in port t TCP or UDP port, normally uintlé t <netinet/in.h>
» BZ unsignedQl u_char, u_short, u_int, u_long datatypeE = ¢ ZAO|Ct POSIX &2 T
Fot FMo=2 0|5 Footd ALk AFE 2SS 28 1 datatypesS MSHCE
> IPv4d FAQF TCP 22 UDP port 15 = LCf network byte =M 2 FLZM0| 4 HZEHEICE

IPv4 address= %= 7}X| Ct2 HHHOZ accessE £ QLCh OESH, DHSF servrf

t socket address FZNZE ™HO|L|QUCIH, servsin_addr in_addr XM EZM 32-bit

Z unsigned 32-bit

integen 2 Z'2 32-bit IPv4 addressE§ &XGHCH E8| &4=9| QXE ArEE Of, IPv4 address
2 M3 Al QUCHD SIS YLESIE MU S EX integer2HE CHE LEH
£ S1tA[7]7] mjZ0lLCt.

in_addr_t7} Of4l sin_addr memberZ} =K Q1 O]

& LTHO|CE otefet FZ=HCQ| union2

2 in_addr +XXN|7F ™Mo|=l XX 7T| HiEEZH4.2 BSD)E 32-bit IPv4 addressE& LJZSH 16-bit
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ol
=

Zrab 4byte Z+2+9| accessE S| ESHCt O|= address®| Mot byteE 7HX| & class A, B,
COlM AtEEICE O2{L} subnetting®| =314} classless addressing@ 2 CHYSH address class
of Atete = QIsl union?| HR/O| ARtRLE 252 HREE2 A& uniong 7HX|X|

1 CHX| SELEQ| in_addr_t memberZ2 7R XN ZM in_addr2 Fo|HCt.

sin_zero memberz AFEE|X| =Lt Od2iLt f2|= O] &M F2 StLHE M2 [ 022

Ol M7gsotCt 2o 2lsl| sin_zero memberi® OtL|2} 42 XMR7| © ZE F=HME 02

H|Z non-wildcard IPv4 address& bindg [f, CHEE A2t XN += 0] memberE 02
2 4% 27t giX|gt o] members E& Q10| 00|C}
Socket address TFZN|= CHX| ORI hostO| A 2F AFEEICE 2N O XFA|= CHE hostARQ|

oM SHBHA] HX|2, S8t field(0|E =B, IP address@t port)= S0 A& EILY.

HEX 0l (generic) Socket Address XA

Socket address +xKN|= &AF O socket =0 A QIAIZ FMMEE O referencelf 9|8 ~Er=

C}.

CE
—

H

Ct:

A

X

gLt QIXtz= M O] ZRAHES| BtLHE 7HX|= O socket &&= X| 2 E|= protocole| 0f

st=2 2 H socket address f+ XX 2 CHEO0{ A OF SHCt

SHEl ZOIE 9| types OfEA MALR| X7t L YSHCE. ANSI COlAM, ZHErSH SHZEM2 ZHERS

void*2 UHIX Ol pointer typeO|Ct. 12{Lt socket &r== ANSI C2} 198240 XHEH =

luj
1
inl
gjo
=)

FOITl <sys/socketh> &0 A QEHE QI socket address tENE Foldt= SHAMEL} H

Litet

struct sockaddr {

uint8 t sa_ len;
sa_ family sa_ family; /* address family: AF xxx value */
char sa_date[14]; /* protocol-specific address */

}i
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socket &t4== ANSI C bind &4$E |3t &4 prototypeO Al EOJZTl Z{M3, AHH QI socket

address TENE ZQIHZ ZIX|EE ™HO|=ICk

int bind(int, struct sockaddr *, socklen t);

Ol O g5 =2=ts A2 LEHQ socket address FZEMOIM ZOIE7I EH= £F
protocol socket address T-ZH|O|A] ZOIEHZ F|AEIS|OF SICt O E EH,

struct sockaddr in serv; /* IPv4 socket address structure */

/* £ill in serv{} */

bind(sockfd, (struct sockaddr *) &serv, sizeof (serv));

BHOF “(struct sockaddr *) | AES HEESICHH, C AOY 2= A|ARC| 3E 7t bind 2+E& 23t

%
ANSI C prototype2 7t& A F&3l1, "warning: passing arg2 of 'bind’ from incompatible

o
=
x
of

Il

pointer type,"0|2}= warning

application programmerQ| ZHO|A|, THX| O] YHFHOl socket address FZHQ| AR EH

protocol FZEHOM ZQIEE HA-5H= ZO|Ct

3

N2 ACZ E0|7| QBiM

n

180 = Inph 3EHE CHA| 2, O] ZOIH FHAH5Hs A2 EHA|

“struct sockaddr’2 SAZ 7§ O|SHCt.

kernel9] ZAO|A, QX2 UHIAE QI socket address LXK|E ZOIEHZ AIE3I= £ CHE 0|Q&
kernelO| = Z=X}9|, struct sockaddr *2 F|AEISH LOIEE J}&4O0F o7 MfE0|Ch 2| LA F+

M| typeg ZAHSI7| 8 sa_familyQ| Z}S MM ECt 12{L} application programmerQ| A

oM Ol= O ZHEFSECE 2HeF ZOQIE| typeO| void* O|2tH, HUS| FfAEe TRGO0| Ar2HEIC.
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IPv6 Socket Address L=

IPv6 socket address Tt XM= <netinet/in.h> &G0 EEE|0] HO|E| CtS0f| LIFQ!LC

struct in6 addr {
uint8 t s6 _addr[l6]; /* 128-bit IPv6 address */
/* network byte ordered */
}i
#define SIN6 LEN /* required for compile-time tests */

struct sockaddr in6 {

uint8 t sin6_len; /* length of this struct (28) */
sa family t sin6 family; /* AF _INET6 */
in port t sin6 port; /* transport layer port# */

/* network byte ordered */
uint32 t sin6 flowinfo; /* flow information, undefined */
struct in6_addr sin6_addr; /* IPv6 address */

/* network byte ordered */
uint32 t sin6_scope)id; /* set of interfaces for a scope */

}s

> DFQF A|AHIO| socket address LXK E I length memberE X|/5}H, SIN6_LEN A=

HO|x|0{OF BtC}.
» IPv6 family= AF_INET60|Ct, BFHO|| IPv4 family= AF_INETO|Ct.

> O] XXM A member= #=KAO|CE Od2fA Z2HRF sockaddr ine X=H|7F 64-bit ”HEEL|H
Ct™H, 128-bit sin6_addr memberO|Ct. HEH 64-bit TZ A A AO0A 64-bit 4f2| datas 64-bit

HLAWAM MY =0 ZHpEIC
» sin6_flowinfo member= 5 20f2 L}EIC
- W2 Xt 20bit= flow labelO|Ct.

- QEXIE 12bitE= Of| 2|0 ULt

ot

» sin6_scope_ide= Hol|Tl FATF o0 Q= FHOIX| =olsict ddtdo=z HEE link-local

F=AE 2|8t interface indexO|LC}.
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MEE UukxQl Socket Address T+XH|

M2 2ut™ Ol socket address TLXK|= IPv6 socket APIZQ| AH 2 Mo| E|1, struct sockaddr
o] ZXst= S 2Lt struct sockaddrit =2, A2 struct sockaddr_storage= A|AHEIOA X|
L= socket address HENE 7}X|7|0f £83| AC| sockaddr storage FXEM|= CHS IS0 A

= 7 U4, <netinet/inh>HH0l| Z2e|0f FHolE RUALCH.

struct sockaddr_ storage {

uint8 t ss_len; /* length of this struct */
sa family t ss family; /* address family: AF xxx value */
/* implementation-dependent elements to provide:

* a) alignment sufficient to fulfill the alignment requirements of
* all socket address types that the system supports.

* b) enough storage to hold any type of socket address that the

* system supports.

*/

sockaddr_storage type= struct sockaddrit= CHE T 74X BIHO 2 QHEMO| socket address

ZHE MSeCt

a) Drek A|AHEIOM HBsHs O socket address [EMIZF HH QFE JHRICHH,

2l
0
!
B
0
!

sockaddr_storage+= Of

b) sockaddr_storage= A|AHEIO|A XSStHe Of[HTH socket address TENE EEst7[0f

S=o| Atk

sockaddr_storage ZKH|Q| fielde= ss_familyQ} ss_len(2HQF ZEX|SHCHH)E A Q|st, AFE XY A

S HSIR| L} sockaddr storage= CHZ fieldE accessst?| QsiAl ss_familyOjA| =Xl =AE
2|5t Metst socket address EXRMZ EALE| AL} casting®|O{OF L}
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Socket Address £+ X=X|°| H|n

Cts O82 O] Mo|A CtE CHA 7HX| socket address ftZA|Q| H|WE HOZELC| IPv4, IPv6,

Unix domain, datalink, storage. 0] 1 &l0j|A{, socket address +Z=X|= 3t byte length fieldE Z3t

[

SiCh 2|3 family fielde 1 byteE XpX|$ICH 2|0 X% bite] =& 7t7l HA field=

—

23| bito| £=0|C}.

=

IPv4 IPv6 Unix Datalink Storage
sockaddr_in {} sockaddr_in6 {} sockaddr_un {} sockaddr_dI {} sockaddr_storage {}
length | AF_INET | length |AF_INET6  length AF_LOCAL | length | AF_LINK | length | AF_XXX
16-bit port# 16-bit port# interface index
32-bit 32-bit type name len
IPv4 address flow label addr len sel len
(unused) interface name
and
128-bit link-layer address
fixed-length (16 bytes) IPv6 address
e pathiname iable-lenth (opaque)
variable-len
(up to 104 bytes) Figure 18.1
32-bit
scope ID
fixed-length (28 bytes)
Figure 3.4
Figure 3.6
Comparison of various
socket address structures.
variable-lenth longest on system
Figure 15.1

<72l 3.1> CtSt socket address =K

socket address XN =0| £ 7tX|= ZO|7} DH™EE|O{QCH HFHO| Unix domain F+XX|ef
datalink FEH& 7Hel ZO|O|Ck 7h# ZO| REME CHE7| QehMe, FatE socket &40
SLEOI QIXtZ socket address T-&M|Of| ZQIHE H7[1, CHE QX2 ZO|E E7|7|= 3tct Z}

=

Zol #=AQ| HiZ RO 7 ZO0| F=NC| bytett?| ZO[(44BSD Fod)7F BA|IZ[Of RUCH

Sockaddr un &M O AHA|= 7t ZO|7F ofuCh 2Lt ME(FEAM Lo AEH)o| 40|

rir

ZtHXNO|CE Of F=NOf ZQAHE HEY [, socket address FZ=HOfA O] ZO[(F2H0f 23 X|

HEICHH)QL kernel2 2 E ZO[E O{FA XM2|LX| FI3{0F BtCt

TZH O|F2 sockaddrin{iM 8 & w2 M= LIEHHLCE
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3.2 VALUE-RESULT ARGUMENTS

Socket address TFZN|7} Ot socket =2 MEHE! [, T4t reference0f Q|8 MEt=ICID A=
gch =, PxA mOIEE Moro| Eoh REXO| 20| WAl QIRtEM MTLEIC d2iLp REA

20|17t MEE|= 9akof| o ESBHC}: processO| A kernel, &2 1 YiCHo| Z<2O|Ct

1. M|7FX] &%=, bind, connect, sendto,= processZ22E| kernel2 socket address 72X E ™
SICE O MIZFK| &40l A &}LtQ| QIXt= socket address TtZ&M| ZQIE{O|C} 12|10 CHE QI
A F2MHCl " A7|0|C}

sturct sockaddr in serv;
/* £ill in serv{} */
connect (sockfd, (SA *) &serv, sizeof (serv));
kemele ZQIE|oL EOIE|7} 71217|E ol A7|8 HMEWT| W0, process2LE| kernel2

SALEE datal F=ot 37| ot CfE A2 O] AlHE[RE E0EL,

user process

int
length sock
address
o structure
©
=
protocol
address
v kernel y

<12 32> T2 MNAOM HEZO| socket address =M MEH

socket address L& M| 2 7|E 2|t datatypeO| M Z int7f Ot socklen_t2te AS CHS

chapter®jj A & ZdO|Ct. 2Lt POSIX BE=2 socklen_t7f uint32_t2 HO| & AS F=HMSiC
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2. 47FX| =g, accept, recvfrom, getsockname, getpeername2 O|F A|LIZ|22t= HICHZ kernel
Ol | processZ socket address LZME FESICE O] 4l 7FX| &40 X} S0 F 7=

ofgfiet 20| F=HC| A7|E ZEote Yod ZIHLL socket address 1=K & QIE{O|LF.

struct sockaddr un cli; /* Unix domain */
socklen t len;
len = sizeof (cli); /* len is a value */

getpeername (unixfd, (SA *) &cli, é&len);

/* len may have changed */

dgolM dad ZARTE EHA 27|71 #HE7| HE, 27[= 0N 22X L(kernel
of #x=HC| 27|18 €7| WEO kernel2 =X Q| 0| 27|§ 2X| @=Ch)A7[= g0

c

M 2lEED (EMZ MM MFE KILZE kernel HEO| S process2 HHC}H. O QI

—

Atol HEHE value-result 2IXt2 FEICH CfF 82 O A|L4Z|E E20EL.

user process

int *
length Sock
A address
o 5 structure
— o
Sl o
protocol
address
| kern3| v

<12 33> HHOo|A ZE2MAZO| socket address TLEKX| M
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process?t kernel AtO|0f| ™ME = socket address FZ=A|0f CHSHO] O|OF7| St QURULCE 4.4
BSDME FAHSt7| oA, E= socket gt kernel QoA A[AEI Z2 otCt dg{Lf HEA
O M=, £3| System V, socket gt THX| L ALEX} process?| 2222 HAlst= 240

sej2] 0|t O{EA O gt+S2 kernel0fAf protocol stackit B/H Sil& Sh=Xl &A

)
[e]

==
el
o
)

o
o

s PHe AWNMOR YHS MAX| YECh 1O BRHR, Hawe

(@)
@]
=)
>
D
a
Il
H
oo
rot
oot
>
=2
1o
o4
>x
o
(@]
(@)
D
w0
wn
o
~
0
>
o
>
o
=2
>
gl
n
m
rIr
FH

Mol thshAM o

Socket address TZEAM|C| length field& QI8HA value-result QUXIE AT Off, 2teF socket

address TZ=M7F 1F ZO|ZHH, kernelo| 23} 2|EHE= g2 g 1¥E ZOILh O =

—

1
IPv4 sockaddr_ing &3t 161t IPv6 sockaddr_inS &|3t 28. 2{L} 7t®H Z 0| socket address
ZH(MZEEH, Unix AE sockaddrun)2t®™, 2|EE= g2 FZMQ Z[Cf A7|ECt 22 = U

C}.

HEQZA =224 U0|A, value-result Q1X}o| CHEE QHI™O| 0= Z|Ek|= socket address

ZHel Zolo|ct. d2{Lt o] MoAM& CHE value-result 2IXIOf| CHSHA AHAZ e Z40|Ct
® select at+E QIS 7h20l MIZER] QIR (6%

® getsockopt &=E ot ZO| QX (7F)

33 BYTE ORDERING &FZ4=

dbytes2 TAE 16 bit 4SS DAL HRE|0| 2bytesS MESH= = J4X| ol ULk
little-endian byte =92 Z 2%, A|Z addressO| A L2l Xt+= byte, EE= big-endian byte2 &

2efl, Al% addressOf| A 2 F XAt byte. Of & 7HX| &4 & L& dEOM & ZAO[Ch
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-+———increasing memory address

address A+1 address A
little-endian . '
v il high-order byte _ low-order byte
MSB 16-bit value LSB

f f

high-order byte low-order byte

address A address A+1
increasing memory address——

big-endian
byte order

<12l 34> Little-endiand} Big-endian

-

of 2F0AM, ?I0M 2LERMM AZz2 Z+F OfHZM 2FHM REZCR HF HE

2| Fa%t B7kte A2 2 4 Tk 16bit gto] M AT bitzA JF ol0] s bitMSB)2t

N

e QEZE bitEMN 7HE 90| gi= bit(LSB)E = O[Tt S™SIAH L, O] & 7tX| byte =X &
of EZE QICt d2|1 F 7IX| "Al BF AIR8l= A|AHES QIZSHC} host byte order2M F

O Tl Al

>

o ofs AL EE byte &A0| TRt

CHe oMo E0{FE 2122 host byte order

i
T
I
o
)

<intro/byteorder.c>

1 #include “lnp.h”

2 int

3 main(int argc, char **argv)

4 {

5 union {

6 short s;

7 char c[sizeof (short)];

8 }un;

9 un.s = 0x0102;

10 printf (“%s: %, CPU_VENDOR_O0S) ;

11 if (sizeof (short) == 2) {

12 if(un.c[0] == 1 && un.c[l] == 2)

13 printf (“big-endian\n”);

14 else 1if (un.c[0] == 2 && un.c[l] == 1)
15 printf (“little-endian\n”);

16 else

17 printf (“unknown\n”) ;

18 } else

19 printf (“sizeof (short) = %d\n”, sizeof (short));
20 exit (0);
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L 3
introl# l

<& 3.5> byteorderc A&l3IH

PN o)
S ©

short integerd| 2byte Zf 0x0102&

Rl

5 YduelE c0I(FA ARF c[ll(FEA A+L)E byte
orderE ZAHSt7| fIsiAM A ZCH FXE CPU_VENDOR_OSE O MOM AZEQOE HdE
Mf, CPUSEQ} AH, 2|11 OSE =9l8t11, GNU autoconf =2 12HO| 9|8l AF™EICE 7=

oTr
Cret Al HolA of == 70l e mje| ZutE Ho=Ct

—

freebsd4 % byteorder
i386-unknown-freebsd4.8: little-endian
macosx % byteorder
powerpc-apple-darwin6.6: big-endian
freebsd5 % byteorder
sparc6d-unknown-freebsd5.1: big-endian
aix % byteorder
powerpc-ibm-aix5.1.0.0: big-endian
hpux % byteorder

hppal.l-hp-hpux11l.11: big-endian

linux % byteorder

1586-pc-linux-gnu: little-endian

solaris % byteorder

sparc-sun-solaris2.9: big-endian
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16-bit Y= byte orderingdf| CH3{ O[OF7| ARACEH TS|, 32-bit Yo SLSHA HEEIC
HEYA =222 A O| byte ordering X}O|H2 HtEA| CHEIOF SHCE QfLiSIH HEQZA =
ZEZ2 network byte orderE Tol{Of stCt. O EEH, TCP MAHEO|A, 16-bit ZTEH SO} 32-
bit IP =AJt QLCt ME& ZZEZE AEN M T2 EF AEL2 0] multi-byte £29| byte?} ™
SE M7t Ho|HOf StCt Internet TEEZE2 O] multibyte H4+-EE 2Q|8fA| big-endian byte

ordering& Ar&3tLt.

Ao e, 73 Alo= host byte orderOf A socket address LXK Qo] ZEE XMESICH 1
20 Z2EZ HEojN o|se I HEQA byte orderOiA| host byte order2 HIRILCE O|Z0f
Ciot &Mt Ardte 217 A38eg 27t gitt dg{u oS E 21 POSIX HEOM=
socket address XM EF EE = HEQZ byte field2 SX|L|0{0F StC}. 222 2|9
ZtA2 host byte order@t LH|EQ3 byte order AFO|OfA H}H|= ZIO|Ct. O] &= 7}X| byte order

AtOjof[ A HgtS QI8 ChE Wl 7HX| e+E AF8E AO|Lh.

#include <netinet/in.h>
uintl6 t htons (uintl6_t hostlébitvalue);
uint32 t htonl (uint32 t host32bitvalue);
Both return : value in network byte order
uintl6é_t ntoh(uintl6_t netlébitvalue);
uint32 t ntoh(uint32 t net32bitvalue);

Both return : value in host byte order

O] %9 O|EQ A, he hostE 9|0O|5}1, nE networkE 9Q|0O|s}1, s= shortE 9o|0O|st4, |

rlo

long2 ©o|O|$tCt “short’Qt “long”S 4.2BSD Digital VAX THOIMEEl AFREQUCE R2|& s

i

16-bit Zf(TCP EE= UDPQ| port HZ)O 2 CHMSID, IS 32-bit 4f(IPv4 FT2A)2 2 CHAIBHCE HE

e

0f, 64-bit Digital AlphaOf|A long H+d 2 64bitE XX|StCt 2{L} htonl It ntohlgt= 32-bit

Zoz MEC)

o

| &=E8 AF2Y M, host byte order?} HEZ byte order0f| CHSHA AlZIA Ol ZH(big-endian
L= little-endian)g D2{gt W= QiCh R2|7F 8jof 8t AL FOIZl Zt2 hoste} HEQA
byte order ALO|O|A HZHSI7| Q|8 Hotst &t4+E T ESH= ZO|Ct Internet TZEENEH 242

4
byte orderingE 7tEl A|AE 40jA, O] Y 7HX| E& null 1322 FO| &|7|= iCt
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3.4  BYTE MANIPULATION &=

data interpreting@i0|, dataZl C 2XtZ¥ 2 null-terminatedt|= A §10]|, multibyte ZEMO|AM &t

=3le & 74X| &4 120| QT

.

22|= socket address XK E CIE

%

, o
7t 2oty LSt f2l= IP F2MF 00 it byteE ZYPE =+

H1
0
H

character 2Xt€2 Q= ZLCE wHSHA N2|g EIt QUL <string.h>0f HO|=l (stringd| CH

SH str2 A|&HSH= &= null-terminated=l C character 2XIE S XN 2| Lt

g2l O[F0| b(oytedf Cighz AlXdt= X HR

ot

bA D22 42BSDOIAM SEiEYT o &3
socket &=E X|@ot= HEHO| A|AHO Qs XS =L g2 0]E0] mem(memory0f| CHBHE
AZSHE & HEY gt 052 ANSIC EF0AM REiE|*/D 0f™s| ANSIC 2tolE2{2|E K|t

= 2 ALEO ofsh MSE L

4|2 O] MO|A ALEBHS T BiLt breroX|Dl, Sals M Berkeley-derived B45 MWECL

ltot

80| EZXsl= CtE T e, bcopy?t bempE A2 X D ECY.

#include <string.h>

void bzero(void *dest, size t nbytes);

void bcopy(const void *src, void *dest, size t n bytes);

void bcmp (const void *ptrl, const void *ptr2, size t nbytes);

Returns: 0 if equal, nonzero if unequal

bzero destination=ZX|0A byted]| CHEt E™st £ 0202 MHTICL L= FF 0| &
socket address tXME 022 X7|3} st=0 ALR3}7|E SICt bcopy= source0A{ destination
OZ byteOf CHst EFY =XtE O|STICL bempes 2|°| & byte strings H|W$HCH THF =

byte string0| SYS}CHR 2| Zhe 00|Ck Ch2 @ 00| OfL|Ck
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aml
ojo
ot

t==2 ANSIC &+S0|Ct

#include <string.h>

void *memset (void *dest, int c, size t len);

void *memcpy (void *dest, const void *src, size t nbytes);

int memcmp (const void *ptrl, const void *ptr2, size t nbytes);

Returns: 0 if equal, <0 or >0 if unequal

memset destinationOf| A| byte0|| CHgt E™TE =8 c 4t 2 A™HTHCE memcpy= bcopylt &
APSICE d2jLp & ZQIE QIXto| CHSE +=A{7t HHRICE bcopys E5HA dX|l= BEE CHEL

HFHO| Gtk source?t destinationO] ZAX|H memcpyl| 2s2 HOIE0f QUX| Lt ANSI C

memmovegts= EHEJL ZAE [ AF2E|0{0F BtCt.

memcpyE st £ X

ro
m
1o
i
Rl
i
N
12
ely
rir
Ok

tLtel EE2 ColM CHEEXME R0M 2ER

a —

O] &2 A& MOTICt= AZ 7|Ydt= ZAO|CL
dest = src;
memcmps £ 2[Q| byte stringE H|WdtD TteF ZO ™ 0Z 2|HoHCE THeF ZEX| QICHH, 2

B 2 0ECH IALE ACh A B CHE ptrlof QlSiM Zt=27X|= byteZt CHE 4% OECH 2
1, ptr20f| o8 7t27X|= byte7} CtE ZH<L 0LCH ZiCt Hlw+&= & CHE byte?Z} unsigned chars

2tal 783t O| R 0f TLCt.

3.5  INET_ATON, INET_ADDR, INET_NTOA &=

Sa|t o MMI} ChS MHOIN Fo HE o

— 0

10
1n
N
B

II
4

£ 0|0}7] & Z{o|C}. O =&

aoT 2

AL
T
2 Internet address& ASCI EXLE(ALEO| AtESH| O Mzl Q) W ERR byte ordered

binary Zf(socket address LXM| 0 XMZHEl Z4) ALO|Of|A EHZFSICH

1. inet_aton, inet_ntoa, inet_.addr IPv4 ZFAE dotted-decimal ZXIL((0E =H
"206.168.112.96" 0| Al 79| 32-bit Y EQA

= OfOt: dESHE W2 LM O] g5 g™ Ao|Ch
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2. M2& &= inet_ptond} inet_ntop= IPv4Qt IPv6 & Ct CHEL} Q2|= 0| £ 7| &2
]

rx

101 Ofof7|3tCt 121 HS S

#include <arpa/inet.h>
int inet aton(const char *strptr, struct in addr *addrptr);
Returns: 1 if string was wvalid, 0 on error
in _addr t inet addr(const char *strptr);
Returns: 32-bit binary network byte ordered IPv4 address;
INADDR NONE if error
char *inet ntoa(struct in addr inaddr);

Returns: pointer to dotted-decimal string

O] Z0|M A BIW, inet_aton2 strptrof| 2|8} 7}27{X|= C character 2XAES 17Z4°| 32-bit

binary HER3 byte ordered ¢t 2 WIS etz 7f2 ZQIE addrptrg SoiAl XM ECH

a2
19
0x
OH
Ot
H
'_I
o
u

m
Of
El
>
=|:I=|
OF

t3H 0= 2|EetCh

-_-—

inet_addr2 Zt2 Bl £uSICE AN 2 32-bit binary U EQ A byte ordered Z}& 2|E sl
Ct. O] &0 ZME2 2= 2327ks¢t O[T+ ¢t0| F&%t IP addresses2t= ZO|Lt. (0.0.0.0
HE| 255.255.255.255771X]), 2Lt O 5= o3 ZMA| A% INADDR_NONE (MgXo =z 32
one-bits)S Z|EISICt 0|HdE dotted-decimal &XIE 255.255.255.255 (broadcast2 X|St=l IPv4

F2)0] 129l binary gio| &0 HIHE LIEIZ| ME0| O] 2f=~0f 2l3f CHEE =+ BiChs

S inet_addr AFE|X| =Ch Od2|1 CHAI0| MELR T E inet_aton2 AFRSICH CFE Al

MOIA IPvaet TPV6OIM MZ2 28 AMEStE 0| § RChe AE E0/E AO|Ch

ro
oot
4>
N
=
>
o
of
pal
bS]
rir
o
jo
1o
I=|
o
inl
o
oot
4>
rir
4
A
i
Hl
ro
m
N
ke}
e
oot
4>
10
ro
>
f
=
4

ZME 7HZICh ANz AXZR F=H

T
N
-
rir
oot
+
rir
In
o
il
4
v
=
e
ro
m
Hu
2
no
ot
rir
N
1o
N

o Bt
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3.6  INET_PTON, INET_NTOP &t

O & &= IPveO|A M= LICE 2[00 IPv4Qt IPve FAMAOAN & Cf &St 2=
o] & &+E MZ Soi{M ALESICEL At "p'Qt "n"2 ZtZF presentationit numericZ & &SI

FAE Qe ZE|ME 0| EA2 JHE ASCIH 2X+E0| =Xt @Al2 socket address LA E

#include <arpa/inet.h>
int inet pton(int family, const char *strptr, void *addrptr);
Returns: 1 if OK, 0 if input not a valid presentation format, -1 on error

const char *inet ntop(int family, const void *addrptr, char *strptr,

size t len);

Returns: pointer to result if OK, NULL on error

R W s stpwo] ofs JHEARIE 2XAS weely| 9o =S d8ln Z1E Zo
Ef addrptr2 S3H O|Z4=2 XWECt Sref HBY P 10| 2HECH Brof 43 2XY0| £

o= XHE familyo| CHeh SE3tx| &S melo|atg, 00| 2| EEIC

inet_ntop= HHCH2 HSHL, A4 (addrptr)Off A Z2|HEO|M 4 (strpt) 2 2. len 2IXt= =4
Atel A7|0[L}, =S| M AY|E =1t St= AS YX|SH7| fISiAMOICE O] A7|E X|H5l=
A =71 *I8IM, tta &= ZHR| E2l7t <netinet/in.h> &E 0| Zotk|of Fo| E[ACH

#define INET ADDRSTRLEN 16 /* for IPv4 dotted-decimal */

#define INET6 ADDRSTRLEN 46 /* for IPv6 hex string */
THOF lenO| Z2|HE|O|H FAS ZIE ESH7| HE HOHH, null ZRE Z5HY, null ZOIH
7} 2|HE|D errnoZ} ENOSPCZ MM EILC}.
inet_ntopOi|A] strptr@lXt= null ZAH7L 2 £ QiCh 2EX= FAUXE Qe HEEE 2Y5

C

Ofsti 1 A7[E “Folor oLt 93 d2, 0l ZQHE 42 2|8 gtoltt
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Ctg 38 Xa7tx| 7|&stAE o g8 oSt

in6_addr{}
in_addr{} 128-bit binary in6_addr{}
numeric 32-bit binary IPv4-mapped or 128-bit binary

IPv4 address IPv4-compatible IPv6 address
IPvE address

-
-
-

)
)

AF_INET
AF_INET

op(

pton(
inet_ntoa

inet_aton, inet_addr

inet_pton(AF_INET6)
inet_ntop(AF_INET6)
inet_pton(AF_INET6)
inet_ntop(AF_INETE)

inet_nt

inet

\J \J \J

) dotted-decimal e e e
presentation IPod addrass xxaexkxxa.b.c. HONIH I IIXIKIX

Ol Xl

HIE AIARIO| Or% IPv6E X|RSHA| QiCetz, D& HAME HHESEZM 0] ME2R 52

foo.sin addr.s addr = inet addr (cp);
ot 2

inet pton(AF INET, cp, &foo.sin addr);

2|0 5= 94 S HHECE
ptr = inet ntoa(foo.sin addr);
ot A

char str[INET ADDRSTRLEN];

ptr = inet ntop(AF INET, &foo.sin addr, str, sizeof(str));
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ChE OlMl= BRIl IPvaRh X|RSH= inet_ptone| ZiGhet Fo|E HO|ECt O[eF H|=gh, LSO

A& EHX| 1PvABH X|@ISHs inet ntopQ| ZHEHSH BIHES o]

A
il

<libfree/inet pton ipvé4.c>

10 int

11 inet pton(int family, const char *strptr, void *addrptr)

12
13
14
15
16
17
18
19
20
21
22
23

{

}

if (family == AF INET) {
struct in _addr in val;
if ( inet aton(strptr, &in val)) {
memcpy (addrptr, &in val, sizeof (struct in_addr));
return (1);
}
return (0);
}
errno = EAFNOSUPPORT;

return (-1);

<libfree/inet ntop ipv4.c>

8
9

10
11
12
13
14

15
16
17
18
19
20
21
22
23
24

{

const char *
inet ntop (int family, const void *addrptr, char *strptr, size t

len)

const u char *p = (const u char *) addrptr;
if (family == AF INET) {
char temp[INET ADDRSTRLEN];
snprintf (temp, sizeof (temp), “%d.%d.%d.%d”, pl0], pll]l, pl2],

if (strlen(temp) >= len) {
errno = ENOSPC;
return (NULL) ;
}
strcpy (strptr, temp);
return (strptr):;
}
errno = EAFNOSUPPORT;
return (NULL);
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4.,  TCP SOCKETS

o

|H ZHO| A= TCP client@} serverE 3ist7| 510l Z Qs 72X 9l socket functionsO| CHSh

MOS
D

M

AN, AEE 2E 7|28 22 g8 238 20| o3 ZoM SEHo|AELL A

1

of
HE 7Sttt o= F2H0|AUE} MHE AL 2IStEM i & AOo|Ct ot SA|0f 22

= —
MHO| 2] 7H9| client7} ®ES|E concurrencyE N&sle SHAO HEXMOI 7|80l CtE M
2 MH(concurrent servers)0| CHSHA = A&=sHCE ZH2EO| client connectionOfCt server= M8 =

EMAE fork$tCt O] HO|ME, forkE AF23% one-process-per-client model 3t 11 2{SkCt.

&2l 412 TCP client @ server AIO|OA] EHMSH= ME X QI A|L}2| 29| B&O0|CH XL, server
7t A|Ztz|, HOb 3 serverd]| AZASH=E client?t A|ZHEICE Clients serverOf| A requestE &t
Cto 7tHSHH, server= 1 requestE M2|5t1, clientOf| Al requestd CHEE &S M&3ICH O|A
2 client7} serverOfA MAS Z2817| I8l end-of-file2 HAS| BS YE|= EAIE MS53}0]

AZO| otf E= HS WAl AL bt servere 1 HZS F=ot MZ2 cliente] AZES

TCP Server

well-known
port

accept
TP Client

connect()

blocks until connection
from client

connection establishment
(TCP three-way handshake)

data (request) |;vdzl<7
— reca

process request

write()

data (reply) write()

end-of-file Nnotification

close() Eos

<72l 41> TCP AZgts AlLtE2|2



41 SOCKET &=

#include <sys/socket.h>
int socket (int family, int type, int protocol);

Returns: non-negative descriptor if OK, -1 on error

Network [/OE =&5}7| Qdll, TEMAE HY sl S ZTZ2ZEZH (IPv4, IPv6,

of ZREE 5)2 YWA|St= socket BH4LE SEH|0F L) Familys Z2EE &

> H

0| T2EZE argument= & 440N AHEE Z2EE typeC =2 T L|0{0f

family@t type| =30 CH$H A|AHEIO| defaultZ2 022 S| TICt

<H 4.1> Protocol family &t

419 &= FO0| StLIE EigtCh 22 B2 & 429 ¢4 & olLtE ottt B

Family Description
AF INET IPv4 protocol
AF INETO6 IPv6 protocol
AF LOCAL Unix domain protocols

<H 42> A7 EIY

Type Description
SOCK_STREAM Stream socket
SOCK_DGRAM Datagram socket

SOCK_SEQPACKET Sequenced packet socket
SOCK_RAW Raw socket
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0| familyot typeo| BE ZeH0| B{BE[XS HECh B 432 B|REE Zed 0[S0| M|

2 MEols ZRESZ HOEC Yes2 HAIE 7H2 5182 EXIBH 8l 72 X|YIE|X| gech

<H 43> socket &£ |t family2t typeo| =3t

AF INET AF INET6 AF LOCAL

SOCK_STREAM TCP|SCTP | TCP|SCTP Yes

SOCK_DGRAM UDP UDP Yes

SOCK_SEQPACKET SCTP SCTP Yes
SOCK_RAW IpPv4 IPv6

M Q2 M AF_xxx C{AO| PFxxx &45 & = QUCL AF_LOCAL C{AIO| AF_UNIXE AtESH7|

=

Stk SOCK_SEQPACKET= SCTPZH X|&5lH, TCP= SOCK_STREAM AZl0tS X|&I$HC}.

Socket =7} MBZGIH, file descriptor@t QArSH 2 UOo|™4= ZFS HIZIGICE O|E socket
descriptor EE= sockfd2tl EECt 0| socket descriptor& 7| 2|sll, protocol family(IPv4, IPv6,

£ = Unix)@t socket type(stream, datagram, E== raw)= X|-ol{OF SHCt.
AF xxx vs PF_xxx

AF_ prefixe “address family”0f| CH{3+ 2FXtO| 1, PF_ prefixe “protocol_family”Q| FX}O|Ct HALA
o=z E [, 2Ll A = single protocol familyZ} multiple protocol familyE X|&g == U1,

PF_gt2 22s TEEH AF g2 23 =2 FxE TEESH ARESIRIE J2H 242 o

T2 EZEE multiple address familyE X| /3t M0| QOM, <sys/socketh> 3|HO= O TEE
=0 CHot PF g2 O Z2EZ0| Ciot AF gt 2 Folk[0f RUCL O|H SAI0| g H=Ctis
gt = QIX|EL oY SFIUMOF SiESHE Z2EES0| CisiA Ol HpR 2 SHCHH, Aol BE Z=2

S AMOF & AO|Ch F=2 sockets 2ESHE HAM PFLE EA =X O MoMe &0

= AMEBICE POSIXO|A socketo] A Ql== PF_ gt 2 2|10 AF_ {f2 socket address structure

Ol M ArgetCti FA[SED RACE
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4.2 CONNECT &t

Connect &= TCP client?} TCP serverQt HZAEZ HMESI7| I8l clientd Q|siiAl AtE=ILCE.

#include <sys/socket.h>

int connect (int sockfd, const struct sockaddr “*servaddr, socklen t
addrlen) ;

Returns: 0 if OK, -1 on error

sockfd= socket &0 9|8} Et=tT|= socket descriptorO|Ct. = HWQ} M HH® parameter=
section3.30|A] AT socket address structure@t 17d°| AZ|E LiEfLf= ZEQIEO|Ct Socket

address structure= serverQ| IP FAQ} port HSE SHAMGHA S||OF StCt.

Clients connect0Z =33}7| Mol bind) 42 5% TeE 9Ifh Hde TR
ephemeral porte} source IP FTAE MEHSICE

TCP socketo| AL, connect &= TCPO| three-way handshake& Zx7|3}StCt O] Bhp= AZAQ|

SEOHALL o217t 2doIRAS EF gretetth ohEmt 22 o8 7HX| 277} 7HSOHEt

=T, connectE =EotH otLte| SYNS EUW1, 62 =0 CiAl StLEE, 2|1 LiA 24
Z 20| ChA| BtLHE 2L & SYN O|= 75 ¢t SEO| gl @77t 2tdot A0

2) Client2| SYNO|| CH3t serverQ| 2EH0| reset(RST)O|H, server SAEQME HAISH ZTEQ
M HZAE 7|02 e ZE2MATE QICh= ZAO|Ch (F, server ZEN AT} OfOtE =3
Z0| OfL|C}) O|AHE U3H Q2(hard erron@2M RSTE £ Al&FAIOFKF ECONNREFUSEDO!

RFE cliento A EHCE

el

ST

rir
o

A7t HRERS W TCPO| 2l HEE= TCP MIAMECS| EfQO|Ct RSTE

PAAZIE MZER =Hez 4 UA=s MHZE gl= ZEO| SYNO| =ASHALL TCP7Zt

rh
>

iot= @& H7Is7|E | M, TCP7F EXSHA| @i= FZ0 gt MAHEE =

=

I

=
Tuot

—
—
==
o

c}.
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client®] SYNO| CHSHA =7t 2F2E 7} “destination unreachable”O|2}= ICMPE ELj2H,

Ol= st @F(soft error)2tl WZSICt Cliente] HE2 O] HAIX|E EESE

2 1 oA
MG |2 RSHOoZ SYNZ EHWHCH L A7t S0 SEe x| 23HH(0): 75

=2t ICMP 2F90l EHOSTUNREACH EE= ENETUNREACHE Z=Z M AOA =2{FLC}

= =

= — = o = S

CHUCE O|EA St= A2 HRE A2E O ICMP = YAIAEQl Ao|ch o E &3,
d2HIE ZHo| 7|2leh 4o gt Aoz 15% 20|= HZ & =& UCt

1%o| Ztotst clientO| A O] O3] 7HX| 28 Z=HE 2 £ QCh X daytime server2 £=33d}
1 = local host(127.0.0.1)E HA|SI0] HAXMOl =318 2}

solaris % daytimetcpcli 127.0.0.1

Sun Jul 27 22:01:51 2003
CHE dAlez E0= 3EHS 27|96, e YHIQ| IP FAE HAISHEX}

solaris % daytimetcpcli 192.6.38.100

Sun Jul 27 22:04:59 PDT 2003

s

Ct2 2 &, local subnetQ| IP FA(192.168.1/24)2t EAYSIX| &= host ID(100)2 HA|SICE CHA|

USHH, subnetdf|= host ID 1002| host7} glo o

o8 2 client9 host7} ARPE ELHGEZI=( hosto

A StEYO =28 EU2ls 2%) ARP SES %X 2 ZAO|C

ConnectOf CisH A|ZF O

A Ol
PN

o

L O
— III‘E

solaris % daytimetcpcli 192.168.1.100

connect error: Connection timed out

ot It22 QRE YA =ICh HIOZ errsys &7t ETIMEDOUTE AEO| &

o

Hu
ro
_l.é
ot
o

CtES oA 0| M= daytime serverZt @i= host(local router)E HA|SHC}.

—

solaris % daytimetcpcli 192.168.1.5

connect error: Connection refused

M &

ZA| RSTE ELUZ ZO|LCt
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Opx[8} oAz AE U0 Bl= IPFAE FARLE Tepdumpl| THZ22 6 hop ThE O 2f
FE7t hosto| =% =7i2t= ICMPE ELUY 23S € +7t ULk

solaris % daytimetcpcli 192.3.4.5

connect error: No route to host

ETIMEDOUT 2= X &, 0| OO A connect= HAEl A|ZtRHE 7|CH2] 95 EHOSTUNREACH 2

i

==Lt

M

=
=
TCP AEj ™O|Z O &3}0], connect= CLOSED 2tEl(socket &t=2Z A|ZEISE AZANO| A AFER)Of| A
SYN_SENT AMEfZ 7|1, M25}H CFA| ESTABLISHED AMEHZ 2 7ICH ConnectZt AlTHSIEH, A
2 A8 7t glen=z EH5{of ofCh X YoM 1 30| connectE CHA| 25T 7t ¢

Ct. connectZt YHEZQt0|A OfH ZTAEQ Uz IPFEAE H

oh

o IR SHLEY AR Ok,

-

connectZt AlIfj gt [ O}Ct socket descriptorE =11 CHA| S E5||0F

43 BIND Bt

Bind &%= local protocol addressE socket0f| &EHSICE TEEE FAE 32bit IPv4 FTA Es
128bit IPv6 =AQF 16bit TCP EE= UDP T E H$ Qo] AThS WsiC}

#include <sys/socket.h>

int bind (int sockfd, const struct sockaddr *myaddr, socklen t addrlen);
Returns: 0 if OK,-1 on error

T U Xte ZEES0| oEXHQ FAE Jt2|7ls ZQAHO|L, M X QXtes O FA FX

Ir

el =27|O|Ct. TCPO|A|, bindE ZEsIe{H ZE Ho

IPFEA EE=0 2 BEF £E= 0| &

A
rir

F7F ot Aoz FASOF otot.

MH= AlZHS I well-known portZ bind $tCE TCP clientL} server7} TEHS E X|™HSIX| Y2

rx
12

M, 70| connect EE= listen &7 SEE O socketO| CHE ephemeral portE Q9|2
oM

TCP client7} <2 3}0{Z ephemeral portE

rx
12
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SI=E ot A2 osich 2L, TCP server?t 22 5l0{Z ephemeral portE MEHSHAH o}
= A2 EZ 29I, fLtstH server= well-known ZEZ 28X Q7| I{Z0|Ct

0] H&l0jA 0|2|= RPC(Remote Procedure Call) serverO|C}. O] server= E 4t listening socketOf|
ChsH ephemeral portS 7{'20| Efot7| sH=Gl, HLFSE O] ZELE RPCEE Wg7|ot 3 52
| 7| WZO|LC} client= serverd| connectdt?| Mo ZE HEI|E E8|A ephemeral portE A

E|Ct O|= UDPE AI2%l= RPC serverO| &= 8l EH=ICt.

T2 M A= RFAIQ| socketof| E™TH IPEAE bi

5
o
ot
e 4
0
n
o
nl
k>
rr
ok
m
10
®
5
2
u|
=O=|.

OF StCt. TCP clientd] QUO{A], socketo 2 HYH IP M

Z40|C}. TCP server0f| QO{A, O IP FTAZ Sot=

rir

mju
il
o
o

m
1o
;

E 0t socketO| 2 E

AdtM o 2 TCP client= AtAIQ| socketOf| IP F=AE bind SFX| U=CH HYEL2 socketO] HAAE
ol AMBEl= St = LIt interfaced| Z2AH3HA IP FAF MEASH=D| source, Of HE GA
MHO| O|2= HZ20| 2HE FC} TCP server7} XFAIO| socketOf IP F=AE bind SHX| Yo,

7492 client® SYNO| Q= destination IP TAE MH Q| source IP A2 AFESHC}.

ANA LB THZ, bindE ZESI2{H IP A £

FII’
H

E H= S YA[SHOF SHCh B 4401M @S

rir

Z0t0of| 2 sin_addrit sin_port EE= sin6_addri} sin6_port 4t2 295l EOoj=C}.

<E 44> bind() &0f Cfst IP A9 ZEE XA ofX|

ZE2MA0MLl X oA
A1t
IP =& port
Wildcard 0 HE0 A IP =2t port X|7H
Wildcard nonzero HEOM IP A X, ZZ2MA0|A port XA
Local IP address 0 TZMNAYM IP A X, HLH0|A port XA
Local IP address nonzero TZMNANQAM IP F=a Y port X7
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ZE B E 022 FAISHH, bind7t ==& Mo 7{E0| ephemeral portE MEABCE SEX| D
wildcard IP FA(RQlQl P FA)E YAIGHH HE2 socketO] HZAL|HLKTCP) datagramO|
sockete 2 HLYZE [47}X| local IP TAE MENSIK| =L} IPv4O|A = A0l INADDR_ANYZ A

P
wildcard IP F2(R2|Q] F2)E FAIotL). O] 2| g2 £& 00[C}. O[Z0] HE=Z 3tojg IP

rulru

MEiSH= &

rot

=y

_'_;:
struct sockaddr in servaddr;

servaddr.sin addr.s_addr = htonl (INADDR ANY) ; /* wildcard */

IP ZA7h 32H|E9] 2K 442(0] ZRE 0) EAISIE IPVAO|AE 0]20] SEHSHAIDE IPy6oj

Ct. QHLISH 128bito] IPv6 FAZF X &0 XMEE 7| IjZ0|LC} (C

of ZXME 237 ?leh BHSS Edetot.

struct sockaddr iné6 serv;
serv.sin6 addr = in6addr any; /* wildcard */
AMAEHIS B0l in6addranyE gEtetn A2l IN6ADDR_ANYINITZ  X7|3t Lt

<netinet/in.h> 3||E= in6addr_any0j CH3t extern MAZ

o

ZSHSICY

—

INADDR_ANY(0)2| Zt2 LEQT E SAE HIO|E 2AQ ZHOIA htonl2 A3 TeJ 9
C}. <netinet/inh> &|HO|A F2|gt INADDR. &= ZAE HIO|E #A0|7| {20 OlF &=

O CHSHA = htonl()2 ARE3HOF BiC}.

Bindo| M 7| S4H™0l 22L& ADDRINUSE("Address already in use”)O|Ct. 7O A
SO_REUSEADDR®} SO_REUSEPORT socket option2 A3t mjof 0|0f CHsl SO Amsict.
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4.4 LISTEN &t

TCP server BtO| listen &4& S ZE5IC| socket 47} socketE& TH= [ active socketO|2}1 7}
HolCl &, connectE2 =% client socketO|2td ZPHSICE Listen &= UZAE|X| A4S socket

—

= passive socket@ = HHHD, 7122 socketd] Lot HZ QFZ HOLS0|A &t

TCP MENHO|ZOfAM listeno] &L socket= CLOSE AENO|A| LISTEN MEHZE F7|H $tCh &

o & BiR Q&= FHEO| socketO L3l CHZIAIZ =+ U= ZH HZE S AL

#include <sys/socket.h>
#int listen (int sockfd, int backlog);

Returns: 0 if OK, -1 on error

Y™z o

ok
e
P

t=£ bind 2tHLCH F{0| O2|10 accept 40| %A A = EEZICL Backlog

£ OlsH3t7| 28l, listening socketof CH5LO] #E2 &+ 74| queueE R X[3H{OF otCt.

==

» E2IM™3BE connection queueZ A serverZ}t three-way handshake?t 22 E|7|E 7|Ct2|= AL
Ol clientdf E=XtSE 2+ SYNO|| CHSH SHLEQ| entry®M2 ZHX|0 QUL O]2 socket2 SYN_RCVD
2HEROl RACH.

» 2tM™3BE connection queueZA{ TCP three-way handshake ACHOlI 2t clientdf CHSH SFLIO|

—

entry] 2 7tX|10 QUL 0|2 socket2 ESTABLISHED AEHO| AL

8 420 M listening socketdf CHSt &= 709| queueE E =L}
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server sum of both queues

V%f r cannot exceed backlog

completed connection queue
(ESTABLISHED state)

TCP

incomplete connection queue
(SYN_RCVD state)

arriving SYN

<&l 4.2> TCP listening socketO| &2|5t= = 7H2| Queue

Entry7l S2tSE queued Al M/ HE|H, listen socketC 2EEO| QXte MEA MYE HZ22 &

AtElth G2 49 AU E2 27d0| A+SO|Lt server ZENAE EREX] B

L= O

c}.

rir

IZE O F queueet 2/H EOFELY.

rir
ofn
ro

ol metst

rir

a3 43004 @ES MH

client server

connect called SYN

RTT create entry on incomplete queue

SYN K, ACK Jt]
connect returns A CK K+ RTT
\ entry moved from incomplete

queue to completed queue,
accept can return

<8 43> TCP AZHE™1} listening socket

Client2 2 E SYNO| T%t5tH TCP= =2tH™SH queued]| MER entryE TS LEA three-way
handshake2| &= HF| MIIHEOQ! client SYNQ| ACK®} &4 servere| SYNOZ ZESICt O]
entry= three-way handshake| M| HR| MIHEI} Z=XHSt7{Li(server?| SYNO| CH$t client9]

ACK) EE= O| entryZ} A|ZF Bt E [I{77HX] E2t™B queued =0t RULCE
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three-way handshake?} &Mooz ELIH Z2tF3E queuel| entry= 2t S queuel| A entry

7t ZEMAOA SOt T queue”t HIQ| AL 2HTTH queued] entryZt $Z [HX| =2
MAL sleep AFEO| 0|7 Tt

O] & queueE CtEE O QU0iA 1fsfo & 22 Cheah ZCh

> listen &2=0| 0120l backloge S queue®| &H0j| CHTH [T} Z+e FABHI.

o

> backlogE 022 YA[SHH O EIC QLSHH RO W2t ChEA siMde X7t A7 M2

O[Ct. O FOME StLtCS| HZS 3183t THE XM= dtbt= 3{85HA| et ¢

e

listening socket0] client?} AZASI7|E {8}X| Y=CtH listening socketE EH=C}f

L

> QAo Z, sample codeOf| A backloge 2t 5RULCE Busy serverz SIZE0| & 8 Ho| A

=

X2 E 1980ACHO|= O] gto] MAUCE 2Lt o] WAOZ Busy server= SHREO

2
I Aol AAS Ma[oHA ZA7I0 o] A2 w2 227F BT, busy HTTP server=
PYLA 2 backlogE #E30F st2= Az HE2 O|F X[JABHOF SHCf. 2F B2 AlL

kl

oM

t2[Xt7} backlogE fIeH X ¢fs +8Y = UAEF StCh

r

=M=, 57t FHEG}ER SE0|M backlog gtz EOHE #3H0F Sh=LtO|Ct Ofof CHot SHE
= gX[7b HCh HTTP server= 2 {22 #78%H0F ot=0 T 1 ¢ Z2IoM g2

TSP 0 2 3 & WE Al serverg HIIY ofof Sik CHE WHOR J|R 28 ¥

o — HA (e Jyuis
A=0| command-lineQ| optionO|L} 7|2 ZtE HOHZ 2t BH4E 3{&st= AO|Lt. #HE2

XN = Ae UECH 2 o2 THoM HetHe| 22 Eo| X|Jste gtent 2 42 ndst
e

Ot YMex|] ooz ¥ ZH7 Qi

Of =Xl Ztetol sj2XM2 Chg OMIZENE listen 42| wrapper functiong $=gdt= A0

Ct. Ct2 A=

R
ot
oX
rt
i
i
=

LISTENQEZ X|™E ZfO=Z ChH|SIE= shCt.
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<lib/wrapsock.c>

137 void

138 Listen (int fd, int backlog)

139 {

140 char *ptr;

141 /* can override 2nd argument with environment variable */
142 if ( (ptr = getenv ("LISTENQ")) != NULL)

143 backlog = atoi (ptr);

144 if (listen (fd, backlog) < 0)

145 err sys ("listen error");

146 }

O T12| Manualat MojM AAS HejZl +=0CtF T7|A|7|= O|fF= accept ZEM O 2F &
oF server T2 N AT HHE HRE CiH|SH7| fIsiAM2tl otot. Ol= @St queue?t 22HTSH A

—

HCF B2 entryE 7tXOF otCh= ZEO|CL OO X busy Web serverOjA{ O|Zd0| SRCte AS

7t #=RE[7|E 7|02l ST HE

& = QCt F backlogE FHSH= O|F+= cliente] SYNO| =%xtst= CHZ three-way handshake
queue} Z71Et 4 YEE sH= ZHolCh

cliente] SYNO| T=%tat {0 queue?} Ct XtQJUS M, O] SYNS ZA|StD RSTE ELHX| Y=Lt O]
= YAIHQl Ao Z cliente] TCPE= SYNS ZjF&E ZO0|D 2 queuel| 37tE 7St =
Z0|7| W20|Ct 2+t server TCPZ7} RSTE ELHA E|H, clientl| connect= SA| LEBEE ECiF
t
client= SYNO| CH$H SEH0| RSTO|™ "there is a server at this port but its queues are full"2 T

OF

A & o[z 0|z Qs TCP7t IHEES

rir
o
>
=2
oo
ol
=2
x
fe)
['I'U
0z
Olot
o
R
o
o
o
ot
o

=2 = 7| WEOoIC,.

three-way handshake?} O| 20Tl AHZ 0| 2Lt server?t acceptE F=dH7| MO =i HOlH

= server TCP7} A=l socketo| Al HIH7} & W{7}X| 21220 CH7|A|ZICE

# 455 O 2HM K<L 27| ChE backlog 21~ gtof Cish &A Ci7|st U= FZE =

i

2oz} 7702l 2SHAMO|A backloge| Etefet o|O|E 57He] €2 20jF1 QALY
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<H 45> 0SY backlog Ztot AMH CH7|El= HAE £

X ti7|=le FZo Hof
backlog | MacOS Linux HP-UX FreeBSD Solaris
0 1 3 1 1 1
1 2 4 1 2 2
2 3 5 3 3 4
3 4 6 4 4 5
4 5 7 6 5 6
5 7 8 7 6 8
6 8 9 9 7 10
7 10 10 10 8 11
8 11 11 12 9 13
9 13 12 13 10 14
10 14 13 15 11 16
11 16 14 16 12 17
12 17 15 18 13 19
13 19 16 19 14 20
14 20 17 21 15 22
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45  ACCEPT &

accept= TCP server?t S Eot=0 2o HZ queuel| ™ 0 A= TS FES SHEL
kTS HZA queue?t HIQ RUOoB ZZMNAL sleepMEfO| £O0|A ElCh

#include <sys/socket.h>
int accept (int sockfd, struct sockaddr *cliaddr, socklen t *addrlen);

Returns: non-negative descriptor if OK, -1 on error

-—

Cliaddr2t addrlen 9l AZATE MO T2 M A(client)e] TE2EEE FAE HIZISIE O AFESHCT

—

Addrlen2 value-result argumentO|Ct. = FO| *addrlenO| 7}2|7|= H= ZfE cliaddrO| 72|

7| socket address structure®| I7|Z2 HMSIH, SEA =0t W=, HEO| socket address

structured| X2 &2 HIO|E J{=E O "7t 7tX|A EICL

AcceptZt M3Z3H, ANt Zt2 40| AHz2o2 MMBH brand-new descriptorO|Cl O A2
descriptor= clientete| TCP HZAES A XSICl AcceptE MBE [f, accepto] A Q=& listen

socketO|2} E 211, accept?t Btetst= 4f2 HZA socketO|2t EEC} 0] & socket® FESI= A

0| ZQ3}L}. Server7l WS Z+0|

ot

StLEO| listen sockettE THE

rir

20| FoIct 2fH A
22 accept®l client HZAOICH SFLEO| AHZA socketE MABICL ServerZt OHH client0f CHZE AH]

28 B HZ socket2 EHo|A =L

O et M 7H9| ZtS HHEtSiCL O]E2 MZ2 socket descriptor = 27 EA|Q H49| 3
4 ALCQt E20|9E ZEMAS EEEEFE FTAL O] A9 A7|0|LC} cliente] Z2EE FAJ}

Hist o2 HQSHX| LO M, cliaddridl addrlenE null pointer2 Mt =ICH A socket2 Ht

—

—

E220|A OjH EB|X|2E listen socket2 serverZt Atop QU2 ZOF F{QIct 12|31 clientQ

identitydf 2tAMO| QOO =R accepto] & HM A H® Q=7 null pointer2E& & 4= ULt

=2 =2 T M

CtS Ol XM= TCP Daytime Server®| T EO|LCt.
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<daytimetcpsrvl.c>

1 #include "unp.h" 2

2 #include <time.h>

3 int

4 main(int argc, char **argv)

5 {

6 int listenfd, connfd;

7 socklen t len;

8 struct sockaddr in servaddr, cliaddr;

9 char buff [MAXLINE];

10 time t ticks;

11 listenfd = Socket(AFiINET, SOCK_STREAM, 0);

12 bzero (&servaddr, sizeof (servaddr));

13 servaddr.sin family = AF INET;

14 servaddr.sin addr.s_addr = htonl (INADDR ANY) ;

15 servaddr. 31n7port = htons(l3); /* daytime server */
16 Bind(listenfd, (SA *) &servaddr, sizeof (servaddr));
17 Listen(listenfd, LISTENQ) ;

18 for ( ; ; ) {

19 len = sizeof(cliaddr);

20 connfd = Accept(listenfd, (SA *) &cliaddr, é&len);
21 printf ("connection from %s, port %d\n",

22 Inet ntop(AF INET, &cliaddr.sin_addr, buff, sizeof (buff)),
23 ntohs (cliaddr.sin port));

24 ticks = time (NULL) ;

25 snprintf (buff, sizeof (buff), "%.24s\r\n", ctime(&ticks));
26 Write (connfd, buff, strlen(buff));

27 Close (connfd) ;

28 }

29 }

7-8

= JHo MZ2E HzxE ™Holst=0 O|= value-result B1=9l lend} cliente] Z2EZE F=AE Zt
1 Y= cliaddro|LCt.

Accept connection and print client's address

19-23

len2 socket address structure®| 7|2 X7|3}St cliaddr 70| CHEH pointerl}t len0f CHSH
pointer& T HHR{Q} M| RHR| Cl=Z acceptO|H| MSICt Socket address structure®| 32H|E IP
AE Moz FEE MELOl ASCI 2XEE HBSIEE inet_ntop2 T =5HH, HER A HIO|E

TMEZ E 16HE ZE HSE SAE HOE MZ HESES ntohss SEHCL
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M2 MHE dot SE0[UES 22 SAENM o0 AEHM F H A AZA

solaris % daytimetcpcli 127.0.0.1
Thu Sep 11 12:44:00 2003
solaris % daytimetcpcli 192.168.1.20

Thu Sep 11 12:44:09 2003

M MHO| IP FAE Hizt =A(127.001)2 HA|SID CI2o2 AKX IP £4(192.1681.20)02Z H
Attt O2{® MHo| 232 LSt &t
solaris # daytimetcpsrvl

connection from 127.0.0.1, port 43388

connection from 192.168.1.20, port 43389

ZCtO|AHEQ| IP A0 LOLt= UOf| CHS}O] 2OtOF $tCt Daytime client= bindg& T =SFX| Q4
7| W20 #<€0| AF®3t= outgoing interfaceE 7|22 2 810} source IP FTAE MEASICID
section 440N AZSILUCE A B 2= 7HYO0| source IP TAE Hizt F=A

N AL olgyl H&o IP FAZ ML O] oA Solaris 40| MEESH ephemeral ports=

433881} 43389212 & £ QUCh

M O] shell prompte ZHEZ|XAEOZ B3| ARSt= #22 HHRQULCE MB{= 139! reserved port
£ He|At EHCE FHs{oF siCt 2t2[Xt E@O| 20| bindE Z&ESHH MI{SHC)
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4.6 FORK 3! Exec &=

ChE ZEOM CHS &S AMHf(concurrent server)E Xgot=s dEs 2

(ol

ot7| Hof w429 fork

g5 230Nt O] ges RYL0M A Z2HAE HEE FETH YHOILC

#include <unistd.h>

pid t fork(void);

Returns: 0 in child, process ID of child in parent, -1 on error
forkE sl M2 ZEZM A (process)E MHst1 O|E child processgt Lt 2|0 SESH

ZZMAE HD(parent) TENAR} SICH 28 ZEMHAL HiS ZHO2 AZ0| THSO0{Rl ZZA|

— [

A(child)o| =2 M A IDE FTCE O2fA return valueZ HHX|O| ZZ M ATL parent@lX| childQIX|

ForkZt child ZZMAOA parente] ZZAMA ID CHAO 02 Z2F= O|F= childoA= 3t

parent@t Ao O Z AX|L} getppidE Z=35}0] parente] TZMA IDE AdS £ U7| MZO|Ct
(o]

HtEHO|| parent= B2 X SR
2N

<

SR

=

XpAo] T2 MA IDE & o] g7 2o XpAl
IDE return valueZ ZECH B2 Z2NAT BE XHAO] T2 MA IDE FHSIZH fork return
valueE 7|E3l| FO0{OF Lt

ForkE ==ot7| ©O| F27t A 2= descriptorg forkOfAf =0F2 0] 2o XM= ) Argct

—

Ch. HEXA MEZL O] 7|sS AtE%t=0, 27t acceptE ZESILD LIM forkE 2&E6H= A

O|Ct. O™ B2} XAl connected socketE &8 5HAH E=ICt 2E XHAI0| connected socketOf

M gLt 20 LHE 227t 0[F =0k HEH forkel =& F 7HA|O[C,

@ ZERN2E ARl FARE

o

A

USOIA 27| Ch2 A K2lop Ok HEXoz HEYI

MEZE O|EA ottt LSO B2 olE =24 2 AOolCh

@ EZMNAJILCOE =

HU
|
L]
njo
4>
o
%
-
T
(@]
;‘v
mjn
4r
Il
rir
N
ie)
=
E
Hu
=
>
I
a
[N
rir

o)ez ZzMAs HX forkE =ESIO Aol SAES e 20 & F2 SILHIHES
KA Z2 M 2) exec(ChE0] 2FCHE 2 ESHA AtAS M Z2OY2 2 CHASHCE. shell 2

S mEIYolM HUFOR oA it
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QUAOM ClAZO| Ys 4% e ZRIUS SUSHE SYS WHS o] Y ZENA
7h 04 IO exec B FOIA SILIE ZESHS HOICL (1K B Ol HOILZH FROHX &
S e UHHOR 1Y execHHT HELL) exect ® TRHAS A Z21Y DY X
St0f O A ZRIAULS BE man0lA AIXCL TN A IDE BHRIX FECh execE SES T
SNAS 55 T2AA} 51 M2 £¥es TRIYS M T2I1yolt 2L}

o141 THO| exec BT M CHE F2

) Al T2

2I%E0]

() B3 ZZMAQ A0

#include <unistd.h>
int execl (const char
int execv (const char

int execle

(const char *pathname,

OtAO|E(H) 22 EsI=L E= 42 0|5(H) 22 A-sI=LY,
SHLEM LEEE[Of ULt EE= pointer HIZS S50 HXE1D QUL

M Z23-0 ASEEL £ M 230l 773

*pathname, const char *argO, /* (char *)

*pathname, char *const argvl[]):;

const char *arg0,

O*/)'

’

);

I>

/* (char *) 0, char *const envpl[] */ );

int execve (const char *pathname, char *const argv[], char *const envpl[]):;
int execlp (const char *filename, const char *argO0, /* (char *) 0 */
int execvp (const char *filename, char *const argv[]);

All six return: -1 on error, no return on success

Ol g+e 2F LYAOT callerof| Al SOpZtCt. DA™K HoBH S maingt=0A Mz=2
20| AIEStC A8 44= O[5 g2l 2AE HO|EL} execverO] HE0| AESH= Al
@ SE0|1 LIMX| CHA2 execveE 2 E5t= 2t0|E{2| gt4=0|Ct
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execle (path, arg, ...,
execlp (file, arg, ..., 0) execl (path, arg, ..., 0) 0(penvp ) &
create argv create argv create argv
v Y Y
convert fil add execve (path, argv, system
execv (file, argv) ST % execv (file, argv) e enmp) yca”

<13 44> EXEC B4S7t0] B
F= Oad 22 XO0|E {2ls{of otrt.

=

AE0 A= M g+ 4 2+ EXNES exec g0f Cist Q=2 7850, Ao &

= 7SHOILL & pointer2 1 25 LAHFTLL OfEQ M g 25 EXEES 7t
7= pointers2| H{EQl argvE ZHTICL O] argv B 0| = e{F= null pointer

= $t=+= filename argumentE F™SICE Ol= SX|Q| PATH 2td HxE 0]
8310] 42 0|22z BIEICt Execlp £ execvpQ| filename argumentdf (/)0 ASH

PATH =5 AMESHA| BeCh EZ F €9 LHA| g+& HES pathname

QIZE = Fo| | TE= HAIFQl environment pointerE FESIX| Y=Lt CHAIO] Q&
H== environ| S| ZH2 M ZZIOMOZ S E environment listS THEE O AT

Ct. QEX do| & &= HA|HOI environment listE 1 SHC} PointerS2| envp HiE

o

2 null pointer2 ZL}0fF SiC}.
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47 CONCURRENT A{H{

QtM O He| MH{+& iterative serverO|C}. O|= daytime serverZtO| Chaot Zi0f= ACE 2Lt
SH0|AEQ RFEZ MH|ASH=E O 71 A|ZH0] 28 M=, MH7F 3t S2t0|AE0 HOjol=

2L} SA0| 2 S20|YUEE M2|oh= 0| HIEHSIL). FYXA0A CHEE Z(concurrent) A H

£ 2Hgsts 7HESE W2 2bzbol 20| EE Me|' KA ZE2MNAE forkst= ZAO|CH
ChS OXl= YA Ql CHES T & (concurrent) A H 2| E2 2O 1 QUL

pid t pid;
int listenfd, connfd;

listenfd = Socket( ... );
/* £ill in sockaddr in{} with server's well-known port */

Bind(listenfd, ... );
Listen(listenfd, LISTENQ) ;

for (; ;) |
connfd = Accept (listenfd, ... ); /* probably blocks */
if( (pid = Fork()) == 0) {
Close(listenfd); /* child closes listening socket */
doit (connfd) ; /* process the request */
Close (connfd) ; /* done with this client */
exit (0); /* child terminates */
}
Close (connfd) ; /* parent closes connected socket */

—

AZo| HEZ|H acceptO A EretE|l, MH = forkE Z&EHCh Jd2{H Xp4A| T2 MATE S2t0)
HEE AMH|ASIH(connfd2A connected socket) 52 IZZMA= CHE AAE 7|CHEICH
(listenfd2 M listening socket) AtA10] Al E2I0|MEE XN2|SIEE2 22 = connected socketE E

=Lt

Q| oo M doit &7t FAQUX|= HZEX|T ZE0|AEE MH|ATHCHD JHESHCE O] =0 M
HtalsEH, XpAIO| Z7FX|D Q= connected socketE HA|MOZ closedtCt AtA CHE EX0| exit

0|22 closexs EQ7} QICt T2 MAV ZSESIH HEH 28 2= open descriptore= B A

ZICt O] closeE ZEst= A2 7HQl9o| F&o| FHad QUCh

220N TCP 2ZU0M closeE =E5IE FINgS HUA =21 Y&HQ A2 = X7t 0017

Cto SHCE o A7 OX|oA BRI S&E3H connfdd| CH$t close= E2I0|HERLS HAS #EX|
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X7 O|RE OldfstAEH 2E LpAUO|LL 222 reference countE 7HA| USS LOROF BiCt

Reference counte= file table entry0f !

on, mjgofLf &7

—

mjo

& St= open descriptor| S|

=5 MCH oMM socketO Al Bttt = listenfd?t A =l file table entry0f|= reference

count| Zf0| 12 E=ICl acceptdA] =0tR™, connfdel HA =l file table entryOf| = reference

count®| Zt0| 12 E=ICh 2Lt forkO M HtztEl 0=
2 5 A3 AAE file table entryQ| reference count= 27t =ICH d2fA HR2Jt connfdE E
H2tT reference count?} 20(AM 12 ZOE

descriptor7t MM 2 ES|= Z0| OfL|C} O]&=

— =

AM GO LWSH= 22D AEZS THASIE 5

E510 =E(block)k|1 S2I0|HEZ

EfS 2O =Lt

#O|C}.

|0

2ot XtA0| & descriptorg

oH

of

-

Reference count?} 00| &|7| Fo|=

AA0| connfdZ £ o YofLtct.

b HAY 32 45001 M M 7L acceptE =

EASHE SQto| AMHet 2E0[UES] ¢

Server

»elistenfd

client
conngg“,ol‘_ -
connect() &~~~ reques
<& 45> Accept() &9

Ht

—

ig
r
0
=2

acceptO| A HtetdtE FA|, O 461 20| FCf. HEO| HZES &3t Af 222l connfdE

—

BH=LCL O] connected socketC 2 0] HZAZ2 St HIO|HE AHL & =7} ULCh

client

connect()

1"%.‘
» connfd

SErver

e listenfd

<112l 4.6> Accept() &%
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~
(=]

ot

2 (concurrent) 0| A{ CtS

o dHE BN =Lt

Az forkE 2Est=

client server (parent)

slistenfd
connect() s« Nection
» connfd
fork
server v(child)
listenfd
connfd
< 47> fork() gt Al = AEY
2ot X}AIO| & descriptor®! listenfd?t connfdE 5 /8HS LOLOF $HC} CHE CHA

connected socket2 T XtAl2 listening socketZ

Ct

=Lk O8 480|M O|AE 20

client

connect()

server (parent)

s listenfd

server (child)

» connfd

<12l 48> parent?} child 2710] 22|l AEl
O|Z0| dfZt=lot 4210 OFX|E} AEHO|Ct. XA O] S2tO|HERIS| HAZ HEYS
2 SCI0|YE HAZ J|CtE| =& listening socketO|A| acceptE CIA| S&%T 4= QULCH
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+E 27S 1 TCP HZS TEO=H AT,

#include <unistd.h>
int close (int sockfd);

Returns: 0 if OK, -1 on error

TCP 20| T3t closeo| 7|2 SXS AAS THCIL EAIS 20| A ZRHAZ SO0p7hs

ZA0|Ct. ZZMA = O 0|4 socket descriptorE & =7t QICt F, read®} writeQ] 9I4+Z AE0|

7t

olr

StCh. d2{Lt TCPE CHE Zo2 2 HIO|H 7t 0|0] queued| SOf U2F O] EHCH

[H

Gl

ot

of &Ml TCP g2 F= EXNE WELL

Descriptor Reference Counts

CtE & & (concurrent) MEH{QO| HEH mZ M AT connected socket2 closedt™ descriptordf CHet
reference countZ7} ZrASICID SHCE OFZl reference count Zf0| OEC AEZ 0] close =2 QI
5tof TCPe| ¢1ZZE FEAE A|ASHA|= Y=Lt O|ZA0| REep XHAO| Z[]St= connected

socketd] CHSF CtE & =(concurrent) A Q| HiEHAISE S &HO|Ct

—

TCP Q1A= FINZ HI2 HUj2{ D, close CHAIO] shutdown B2 0|8% % T (6T HZ).

accept®2 2 connected socketZ SILIM R T} closedtX| RO CHEFL MHO|AM OofE
O] YOILX|E YOIOF ot} HA HRE= IIHOZ descriptore] 1ZE XA 2 AO|Ch Ol=

Ooff Z2MA7E Ol AFONM E= A= descriptore| Zi==7} oPZE[Of RU7| HZO|CE 2Lt

02 =Q3 742 ol Z2}0|9E dZAE BLIX| Y=rC}= Z{0|C}. X}AI0| connected socketE
=S [, reference count /2 20|AM 12 E|0 E 27} connected socketE EHX| ooz L2

12 Hob AA =Cf. JeiM TCP A F= EXts LOLHX| el H3Z22 2 M=z g7 =t
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49  GETSOCKNAME 3! GETPEERNAME &=

0] &= &= AT AAE local protocol address& Ht2ts|H(getsockname), getpeername2 A

20t HAE foreign protocol addressE HrslsiCE.

[

#include <sys/socket.h>

int getsockname (int sockfd, struct sockaddr *localaddr, socklen t
*addrlen) ;
int getpeername (int sockfd, struct sockaddr *peeraddr, socklen t
*addrlen) ;

Both return: 0 if OK, -1 on error

0| & &9 OpX|Tf QI "value-result” Q=g LOLOF 3HCh & £ BTt localaddr E&

peeraddrO| 7}2|7|= socket address structureE x{|2C

—_

o
4n
oot
>
rir
s
[m
40
[
re
m\l
rot
B
mh
10
[E
HU
Hn
1141
-
B>
i
<
-
B>
_I-'Q
H
[m
rE
ot
1o
[N
o
0%t
il
HU

> bindE T ESIX| %= TCP Z2I0|AEN A connect7} HE3Ho 2 Lt 20|= getsockname

O local IP A2 40| HZA0 503l local ZE HZTE AL =~ QIC}

> EEHS 0(FHLO0| local ZEHSE NELE SHHOZE bindE ZTESH 20|= getsockname

> go|ol IP FAZ bindgt TCP MH{O|A ZEtO[HES} HZAS 275 H(accept?t F&otH)
MEO|A getsocknames ZESHY HZAO| FO0]E local IP &8 S & UCE O =F9)

socket descriptor argument= connected socket0f| CH$t ZdO|Ct.

—
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5.  TCP CLENT/SERVER Of K|l

TCP SZIO|AE/MH OfRel 2t RS flsi & FolA 27iet 7|28 g+E 0|8t

theth OMlE ChEe F8E sdsts o2 AHO|Ct

mju

2to

AEL XpAlo| EE U

0>|
2t
u
4
m

Ho
_>,i
mlo
no
2
R
T
tu
Hr
=
inl

2. MH= YHoz28H dS 81 CHA| 220[QUER 82 WS =2 2ot

r

3. SEM0IAEE MH7I EZ2E S A1 Ao #F £ TR0 2L

a8 512 AEHS Qe A8st= et o thedt S20IAE/MHE d2|0 AUt
~ fgets _ _
stdin— Tcp |writen readling| TCp
stdout «—— client [ Feadline writen | SCTVEr
fputs

<12l 51> Echo Client/Server A|LtZ|<2

JNo| BHAtEZE QOLt, 0|HL Lol full-

4n

flef J8s EW Z2t0[UEL; AMH  ALO[O|

duplex TCP A ZO|LC}. fgets@t fputs &= HEE YES 20| E2{2|0|Ct.

o2 MHE Felotx|Th tiFZ22| TCP/IP Foi2 TCPt UDPE AMESHO 12t Z2 MHE HE

SICh O 7|A et 220[UERt eUH O MHE AtEettt

U2 O|22 SELE SeO|QE/MHE CradtXD 283 YE 89 oot B
¢ 2e0|QIE/MHE RHety| s WY DE J|EHQ WHES o ool oAl ULt O]
GRS SX7F XRAO| SO HAIZ|7| Yoto] s{oF & TR U2 K4S Beto|E R R

=

Of GiIMofM= S2to[AERM MEH7L XMl M2 S A™des H 12 JA0| &=0t
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5.1 TCP ECHO SERVER

CHS OM|= CHE T & (concurrent) A TE1WS HOjFC},

<tcpserv0l.c>

1 #include "lnp.h"

2 int

3 main(int argc, char **argv)

4 {

5 int listenfd, connfd;

6 pid t childpid;

7 socklen t clilen;

8 struct sockaddr in cliaddr, servaddr;

9 listenfd = Socket (AF _INET, SOCK STREAM, O0);

10 bzero (&servaddr, sizeof (servaddr)):;

11 servaddr.sin family = AF INET;

12 servaddr.sin_addr.s_addr = htonl (INADDR ANY);

13 servaddr.sin port = htons (SERV_PORT) ;

14 Bind(listenfd, (SA *) &servaddr, sizeof (servaddr));

15 Listen(listenfd, LISTENQ) ;

16 for (; 7 ) |

17 clilen = sizeof(cliaddr);

18 connfd = Accept(listenfd, (SA *) &cliaddr, é&clilen);
19 if ( (childpid = Fork()) == 0) { /* child process */
20 Close(listenfd); /* close listening socket */
21 str_echo (connfd) ; /* process the request */

22 exit (0);

23 }

24 Close (connfd) ; /* parent closes connected socket */
25 }

26 }

Create socket, bind server's well-known port
9-15

TCP AZS MAMSICL OIEY A3 ZA JLXEE Qo] FAINADDRANY)QF AHO| well

known portZ2 *{-2LC}. Wildcard address& HIQIEHTIO ZM A|AHO| o2 HERAY HZE

=
420 L local interface2 2= HZE S ESIF otCt 232 listendf 2|3f listening

socket© 2 HfEICH
Wait for client connection to complete

17-18 MH &= ZEO0[AUEZRES| HZO| 2RE|7|E 7|C2[H acceptOA] SE&IC,.
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Concurrent server

19-24
Zt SEto|HEQ| CHs MH= forkE &S0 AtA ZENAE THE1 XpA0] 22I0[QEE
X 2|BtCt Section 4.80|A =9|5t CHE XtAI2 listening socketE T 2R E= connected

socketg E=Ch O = XpA2 Z20|AEZS ME|sH7| fISH0] strecho 2t+& (FIOA &

84 strechot 2t 22O[QIES SIsh A7} ofoF & UG FyCL F, Belo|AERLEH o

—

|0

= 210] CHA| S2t0[UE0 &[&8 =Ct

<str echo.c>

1 #include "unp.h"

2 void

3 str echo(int sockfd)

4 |

5 ssize t n;

o char buf [MAXLINE] ;

7 again:

8 while ( (n = read(sockfd, buf, MAXLINE) ) > 0)
9 Writen (sockfd, buf, n);

10 if (n < 0 && errno == EINTR)

11 goto again;

12 else 1if (n < 0)

13 err sys("str echo: read error");

14 }

Read a buffer and echo the buffer
8-9

2 2HH HO[HE 81 witenQ2 ZEt0|HEAH EZH=Ch S20[UEI AES

no

O M(the normal scenario), S2I0|AHEQ| FINS Al O Z N X}AI9| readline2 02 Hizt

—

rot

C}. O|2M, str_echo 0| S0tR1, KtAl T2 NAL ZSFBICE
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5.2 TCP ECcHO CLIENT

Ct2 O|N|= TCP Echo ZE}0|YHEQ| maingt+=E HO =Lt
<tcpcliOl.c>

1 #include "unp.h"

2 int

3 main(int argc, char **argv)

4 {

5 int sockfd;

6 struct sockaddr in servaddr;

7 if (argc != 2)

8 err quit("usage: tcpcli <IPaddress>");

9 sockfd = Socket (AF_INET, SOCK STREAM, O0);

10 bzero (&servaddr, sizeof (servaddr));

11 servaddr.sin family = AF INET;

12 servaddr.sin port = htons (SERV_PORT) ;

13 Inet pton(AF INET, argv[l], &servaddr.sin addr);
14 Connect (sockfd, (SA *) &servaddr, sizeof (servaddr));
15 str cli(stdin, sockfd); /* do it all */

16 exit (0);
17 }

ChE2 7] S2H0|AE o2l HAl2HOo|Ct

[LeeDonghwa@localhost tcpcliserv]® ./tcpcliD1 155,230,105, 166

Create socket, fill in Internet socket address structure
9-13

TCP AZAES MME1, internet socket address structureE AH Q| IP FAQ TEHTE K
Ct. MHQ P FAE command-line argumentE S 1, AMHO well known

port(SERV_PORT)= unp.h &f|H0f| QUCH
Connect to server
14-15

connectZ AMHeto| AZAS ZFoCh. g strcli)= S20[AES| LIHX| &S AT
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ChE OIAMOIAM strcli) &= ZE20[UES| YE Ht53iA ALt F EE ¢

Jm

0A 2t

= Bor MHZ EUjn, MHZEEO Hol2|E 1, #F £3H0| 20EL,

<str cli.c>

1 #include "unp.h"

2 void

3 str cli(FILE *fp, int sockfd)

4 |

5 char sendline [MAXLINE], recvline[MAXLINE];

6 while (Fgets(sendline, MAXLINE, fp) != NULL) {

7 Writen (sockfd, sendline, strlen (sendline));
8 if (Readline (sockfd, recvline, MAXLINE) == 0)
9 err quit("str cli: server terminated prematurely");
10 Fputs (recvline, stdout);

11 }

12}

Read a line, write to server
6-7
fgetse = EALE S AL, writen 2 92 AS MHO|A EWHCH
Read echoed line from server, write to standard output
8-10

readline@ 2 MHO|A EL{E HOI2|E AL fputs ALESIH &

M
T
Ji
=2
r3
inl

Return to main
11-12

fgetO| null pointerg HialstH HI2E22 FZZSHCE 0|= end-of-file(EOF)0| O|2HLI LB E

THe [Of LYSIC Fgets wrapper 4= 27 E FJdotn U 77t HUsHH SHotE

ol
bu

Fgetse= end-of-fileg Bt M2 null pointerE gtststct
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53 MM AR EE
Normal Startup

HE 7| &A7|s TCP OA= = X|8E (5 742 main &£=2} str_echo, str_cli, readline, witen2
YEksto] oF 150F), S2I0|AELF MHIF O{EA AIZStD O{EHA BES=XE LHECt 12|
FA7 HR EAS M(BEOIUE ZAEJ AF LA, SE0|HE Z=ZMA0| 0]40] Zd

otn, HESRR AZS foHel= §) o™

k!

=

o
=)
nL
0x
Ot
rr
Rl
rulru

r
4
kel
—|>|
|:o
Ot
o
o
mn

8tH Z=Z(boundary conditions)Z} O|S2| TCP/IP T2EZ1IO| AS X222 O[O ZMN, 0|
ZUHE NEIF = Ues SUO[AUER} MHE Zde = UCL
HXY SAE linux| backgroundOjA| AH | ZHSHCH
linux % tcpserv0l &
[1] 17870
MHE A|ZH& [f, socket, bind, listen, acceptE XIE|E S =30 accept S=0|A = Z EICE (Of

K| SEHOIUEE AIZSHA| RERUCE) ZEO[AES AIRSHY| Hofl, MHQ| listening socket2)

AEHE 2H0I38}7| 9|8l netstat T2 12 S2IC}

Q

linux % netstat -a
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 *:9877 *xox LISTEN

ol7|l M= Z&2| A HRM Z(the heading)lt 20| U= W EOFELL J2iLt dH == O

of

YEoz AAHO RE A% HEE = F

=l
rlo

0| ==& ZO|LCt. Listening sockets &

0
i}

28 HEA| -a flagE X|°5HOF SHLY.

7|CHst CHE Z=HE|QUCE Aof(wildcard) local IP A2 98779| local ZEE 7t%l LISl A Z0|
LISTEN AHEHO|| QUCt Netstate= IP =2 O(INADDR_ANY, the wildcard) Ee= EE 00f CHSHAl= &

H(asterisk) & ZZIESIC}.
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CIESo 2 22 TAENAN S20|HEE A|ASIHAM MHO| IP FAE 127.0.0.1(loopback) 2 X|

oz
o
n
A
o

0] &=AE MH 2| normal(non-loopback) IP A2 X|™HY =& UCt

linux % tcpcliOl 127.0.0.1

Z2I0|YME = socketd}t connect® FESH=0|, A= TCPO| three-way handshakeE A|ZHSHA

StCt. Three-way handshake7t 2tZE|H, ZZI0|YUEO|AM = connect7t =01 MHO|ME

accept’t EOt2CE AHZO| Y& OfZ EHAE AXA &L

T

1. S2UO0IUEE strcliE SETCE OFF YHES ot A7 WEO fgetsof A EZ& AOIL.

_—

2. MHO|M accept7t Htetd [fj, MH{= forkE 2 EStD A2 strechoE 2EHCL O] g

Ao

= readlineg =%}, readline2 CA| readE FESH=M|, reade SEI0|HEN A EHH
1

AES 7|Ch[HA

3. CH2 oHH, M| 2@i CHA| accept2 SE3}0] 2 22}0|olE 917 @He 7|c2|pA 2
£ gt

SCIO|UEL} MH F2of MH XpAo| M Z2MAJE =M 257t =5 =Of ULk

Three_way handshakeZt 2t2 & [Of, /=Moo Z MX Z2I0|HEQ| X2 IHE, CI=2eZ AMHY

of M| 1 8E LIERUCE Three-way handshakeO|A & BiRj MI1HEE SE2l0|YUE7L =45l H

connectOf| A{ Btetstn, M A MIAHEE MHIL $4lg Uf7HX| acceptOf M HetstX| Qf=Ct
[off gtetstrt

— -

—n

= accept= connectZf Btz & RTTO| QF Hioh=E

oMoz Z2 AEQM Z20[UELt MHE sddt=H, 1 Olfgs SCHO|YE-MH S&

= 7t g 2gd = = A7 WEOLh #2 =AE0M Z2H0|AEQN MHIL sAs a2
netstatS SO TCP HZAO| s§Yst= F 4Q] E0| F7t=|0f ULt

linux % netstat -a

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 local host:9877 localhost:42758 ESTABLISHED
tcp 0 0 local host:42758 localhost:9877 ESTABLISHED
tcp 0 0 *:9877 e LISTEN
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K WA ESTABLISHED =& local ZE
W ESTABLISHED Z2 local ZE H3 7} 427580|22 Z2l0|QIEQ| AZO|Ct Ttk SZI0|QIE

ot MHE ME LHE 22EHAM £

0&*

St3 ZE0|YlE SAEL ZHO|YE AATS HOFD

MH SAEE £ 719 MY AZl0r H0E Z{0|C}

A

—

Ol Z2M2o| JEjet 2AE ZH5HH ps

mjo

Atgg = ALK

o)

linux % ps -t pts/6 -o pid,ppid,tty,stat,args,wchan

PID PPID TT STAT COMMAND WCHAN
22038 22036 pts/6 S -bash wait4
17870 22038 pts/6 S ./tcpserv0l wait for connect
19315 17870 pts/6 S ./tcpserv0l tcp data wait
19314 22038 pts/6 S ./tcpcliOl 127.0 read chan

of F2e 22 YTQON Sato|AE MHES $UICL PIDS PPID Y Emet AAIIRY B
AE EOFLCL XAl PPIDE H329 PIDOIEE A HW tcpserv0l &2 HEZO0|D T HF

tcpserv0l &2 AtAIO|CH EESH E229| PPID= shellO|Ct.

M o7Hel HIERR Z2 ML BFEo| STAT g2 "S"QlH|, Ol Z2MA7t +HYEf)S LIEHHC
T2 MATF =8 MEfO|H, WCHAN €& 1 XEZHAE "HA|SHC) Linuxs TZMAT acceptht
connectO A 2250 JO M wait_for_connectE, ZTZMAJ} A7 QUEO|L} ZBYAN S22 |0
QO M tcp_data_waitE, T2 M AT} terminal /O M EEL|0 USM read_chaing Z=ETICE A|

HEHI Z2M 20 oigt WCHAN Zt2 20|17 ALt

84



Normal Termination

AZ0| & AIFHoA 22to|e

linux % tcpcliOl 127.0.0.1

hello, world

EoA Y

Z40[ CHA| Mot2| =0 =OF2Et

hello, world
good bye
good bye
~D
F &2 Ygotn O 20| echo®l =0, THE7(9| EOF ZXHControl-D)E X 2™ Z2t0|¢
EE= ZEECL A netstatE HASHH O3S =Lt
linux % netstat -a | grep 9877
tep 0 0 *:9877 * 1% LISTEN
tcp 0 0 localhost:42758 localhost:9877 TIME WAIT
HZo| 22I0|HE =L2(local ZET} 427580|22) TIME_WAIT MEf0| S0{7}11 listening socket
MH & O|X3%| E CHE Z20[QEQS| HAZ 7|CIEICL(O|HO|= netstate] EHES grepE O| &5}
M A O| well-known portBt &t EM QIME|=0|, O|HAH 3IH the heading linex X|7{7} =IC})
SZ0|UER MHol HoXel F=0f 2AE uEe e = UCL
1. EOFE X|H, fgetse= null pointerE Btetst b= str_cli)= BHetoICt
2. strcliZt S2I0|AHEQ| main 42 HIZIL|H, SXtE exit® S =oHH BLICH
3. = open descriptorsE Be= A2 ZEMNA ZFEO| o HEE0|22 ZZ10| LS
7E0| E=Cf Ol= MHO|A FINS ELUWAH 3tH, MH TCP= ACKZM SEES & A0
Ch. O Z7|7tX|7F TCP HZA Tz ZEXel A Hm X0 SiFotch ojuf A Az
CLOSE_WAIT MEjO| Q10, SEI0|HE AU FIN_WAIT_2 AEfOf| QUCE
4. MH TCPZ} FINS 22 [, M XA readline() S =AM EEL| 0 Y222 readline
2 02 ttetstA| EIoh O|2M str_echogts== MH XpA9| mainez FEOR7HA| EICH
5. MH XML exitE ZESI0] ZETHCL
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AMH AAOA €Y= 2= descriptorse= ESICE XA 2|8 connected socketO| Et
S| TCP AZA B=O| OHX|Y & MIOAHEJL LATICE 0|52 AMB{0|A S2t0[HEZ9
FINIt Se2tO|AE0|AML] ACKO|CE O] mf HAZ2 AXS| Z=ECL S2f0|AE A2

TIME_WAIT AlEjE2 So0{7tC}.

Z2NA BRO E CHE RE22 AMH XG40 SE2Y [Iff SIGCHLDAZE £ =04

i

>

= ZOICL O] oAl OZ0| 2sHX|Z Z2 A0 M= O M E ZADBIX]|

a2
r=
fot

i

d

n

of 7|2 SxE DA ApAlR

—

Op¥

H &EI2 SOt} Ol ps BES O|&3tH]

Jo
ro

mot

% otk

Q

linux % ps -t pts/6 -o pid,ppid,tty,stat,args,wchan

PID PPID TT STAT COMMAND WCHAN
22038 22036 pts/6 S -bash read chan
17870 22038 pts/6 S ./tcpserv0l wait for connect
19315 17870 pts/6 Z [tcpserv0l <defu do_exit

ZENASS MAY o7 A2H, J27] fIsiME fH22 d=sS tHE 227t AL

oM = XN2|9| overviewE HIE L.
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54 A4 He|sts

A. AlaY X2

MoE ZEZM20A o Aol 2dSS Lel= AOILh d=eE MUz software

interruptionO|2t 1 H2C} MS = [((EE HS7|2 2MSICE Ol TZMATJE MS 7t

—_—

oz
ot

ot +=7t2 0l2| ¢X| 2tcte Z4g QO|sich

> OfLES| ERMATE OFE Z2MA0A (= O AHOA)

> FHE0| ZEMA0A

nx
0z
Ot
rir

o EHo| OHX|% REOIM HY% SIGCHLD dlze= Z2MA7F Z2E Mot 20| S25t=

Z2 M A0 ELfX|= Z0|Ct.
Al A= 9| dispositionZ2 MBSt disposition0f CHet M| 7+X| MEHS IJpEICH

O, t4 S8 MBS Zio|gtn HE2Ch SIGKILLD} SIGSTOPS IALSH 2 Q=
MzO|CH Az HZQl SHLEO| H Q2N A5 ZEotct 2| g¢s Of

S FA| BECh o] g A2 OatA,

s

o
n
4
i
Ao
10
=
fot
=2
L
Ok

HA, sigactionS BESI0] MBS} Qe ) =Tt

ot

FR Uz O MDE ZXg 220 R0 F71HQ =XE ERE oot

£ Mz = MZeF HIE actionO|2td &E2|& dispositiong Z+EICt Sigaction() &2

Fote A2 =& EZH5E O 2ett Z& Ao|th. d2Lt 20 SIGIO, SIGPOLL Z

fot
ik

i
Rl

¥=3
—

@ dispositiong SIGIGNe =z AMHETIoZMN MSE ZAZ £ JUCH AS SIGKILLYL

SIGSTOP2 ZA|E £ giCh

® dispositiong SIG_ DFLE HAA™SCZM AMZO| 7|2 dispositiong A

ot

e HE NzZ won
Dg Lj2s gy

2
AlStEts 2491 HH AMS 5 QICt SIGCHLD A& 74 00| SiEhstct.
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S1Xf 2| working directory0l| &74=E7|E 3tCt 7|2 dispositiong £



Signal() Function

POSIXO Al A1z 9| dispositiong MYste WH2 sigaction &8 TESHE ZAO|Ct 0] =9
Ol HEEA| 2SI ko & FXO0|7|0of EFHRICE A= QO| dispositiong HHst= 7HE
2 YH2 signal e+E TESHE AO|CE A EHW ol+E AZ9| 0|50/ F #HKY ol+E T

Jd2fL} signal2 POSIX O|F™Qo| gh4=0|1 2o et o|o|7t Faetgict HHHO| POSIXO|AM=
sigaction2 =% [f YHISIAH 1 o0|E HMA|Y £ QICt sfZA*MO=Z, POSIXO| sigactiong =

EotE signalo|2t= 0|ES 7t Awol S FoPtL). 0| =& Lt oMM EoELY.

<signal.c>

1 #include "lnp.h"
2 Sigfunc *
3 signal (int signo, Sigfunc *func)

4 |

5 struct sigaction act, oact;

6 act.sa handler = func;

7 sigemptyset (&act.sa mask);

8 act.sa flags = 0;

9 if (signo == SIGALRM) ({

10 #ifdef SA INTERRUPT

11 act.sa flags |= SA INTERRUPT; /* Sun0OS 4.x */
12 #endif

13 } else {

14 #ifdef SA RESTART

15 act.sa flags |= SA RESTART; /* SVR4, 4.4BSD */
16 #endif

17 }

18 if (sigaction (signo, &act, &oact) < 0)

19 return (SIG ERR);

20 return (oact.sa handler);

21 }

Simplify function prototype using typedef
2-3

signalof CHoH HaAQl gt

o

g2 SHE 220 o)l ofe STSICL

void (*signal (int signo, void (*func) (int))) (int);
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0| Er&2fst?| ?I5t0] Inph §EHO| CtEdt 20| Sigfuncys F2[oHot
typedef void Sigfunc (int) ;

0|42 signal handler= g Q& 7tX|0, OF ALk HretsiX| Gie

oot

w22l RSHCH(void).

g A2 Cheit gt

Sigfunc *signal (int signo, Sigfunc *func);

N=E Motk #@4F 7t2l7|E pointers #40| £ WM I0BA, HSRRE U B
zrolct
Set handler

6 sigaction £Z&9| sa_handler ¥4+ func Q12 AYBIC}

Set signal mask for handler

POSIXO| A| signal handler’} SZE I 222 ASS0o| Fs2 K™Y 4 QICh E2E& Ass
T2 M A0 MYE £ QICt Sa_maskE JRTo= X|HSIH signal handler?7l £=®E|1 U=

HA
S0 O FIto| Moz SEHX YsS

o)

|O|BtCE POSIXO| A= Z&e A= handler

Set SA_RESTART flag
8-17

SA_RESTART= optional flagO|Ct. 0|Zd0] AN /U2 M™, 0| MZ0f| 2|3l interrupted system Z&
2 As22 A0 28 ChA| A|ZHE ZO|CH(CHE oA interrupted system ZZ0f CHSHA
= O dEHgh Z40|Ct) Orek AL M ST SIGALRMO| OfL|2tH SA_RESTART flag(H oL Q

OW)E X|HBICL (SIGALRMEZ E£3t A2 07|= 0|8+& Section 1420|M E&= Ziat Z0|

=S 2¥st=s AQM, of B

H O M= interrupted system SEE XIS Q2 A|ESl= Z0| 7|£0]|Ct 0] flagQ| complement

i

SA_INTERRUPTZ 7HO|stCt. Ttk 0| flag7t ™Mol mTAbsh M 74 SIGALRMO|H 0] flag

-1 =

7ct.

—

i
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Call sigaction

18-20

sigaction® Z &3} signal 9| Hizt oz AMS0| LSt 0| actiong Z2{=LC} O] A

—

O A= signal &+& ARE3CL

POSIX Signal Semantics
22 POSIXE MEE A|AHOM A= X2[of Cist A=l 290|Ct
® GtH signal handlerS MX|SIH MX|=l ®fZ Y=Lt

® signal handler7} Aldliz|= S0t MY E M= E2EICL 2
sigaction@ 2 H™EtEl sa_mask Al TECHO|AM X|™st O F=7t M st 2E2ZECH 0
HOolM= sa_maskE ST 2 HHst=0, Ol Z&Y Uz 0|29 o Mzr =5ZT}

X =Lk Xoltt

o Tof Mzt SF&[0 A= A= o H Ol TYSHH =5 JE0IA SiFE =0= o
MO HEED F 7222 gH2A M= E queueld| BO[X| HECh OF EOM O] XS
= ZAOIC}
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B. SIGCHLD A|d'd X g

EH dHel 82 LS 27t 7bMZ Ao oigt §EE RXIots Aol O §E= A4

—_

of =M Dot B2 HEf 3 KMol Xt ALEE(CPU AlZh HRE] S)& Zgstn ALK

-
[m]
—_
(©]
e

AN
Z2N27F SEEHA FH JEO A= AHMS ZHXD e, 2E FH| X4 £ Z2M
2 IDE Linit Z2MA)2 HHPH, O Z2MAs AAS 97 2oF Yooty & FHIE HAS

CHE, inite 1S5S waitptth) O RYA AAEOME FH Z2M 20 gt COMMAND

o0
1o

<defunct>2 HE O &L}

Handling Zombies

EHIE W FoM= ¢ ElCh FHl= #HE2l s MABIER, =0 Z2HAE § O

0>

P EES =0F @A Sttt AHAS forkd WHOFCH XpAJO] FH|7F &= AS XIS QIS BHEA|

>

FA S waitslOF StCH O|EHA| 17| |8l SIGCHLDE =EAMSIE= signal handler& HAMSI0 O

signal handler 2t0jA waitE S ZE3HC}

OIXMOolA listen=ZE CHEO| Lt &t 2FS F/IE2EM signal handlers 27detCt

Signal (SIGCHLD, sig chld);

Oz HtEAl & XM S forkst?| O Asfor st of HO|H FZZotCh. J2[ LiA signal

1 #include "unp.h"

2 void

3 sig _chld(int signo)

4 {

5 pid t pid;

6 int stat;

7 pid = wait(&stat);

8 printf ("child %d terminated\", pid);
9 return;

10 }

91



TrofF O] =2 7S Solaris 90| HIp&StD A|AH” 2t0|22{2]2f signal &4E& ArEdSHH Ch=

AME He=Lt

solaris % tcpserv02 & start server in background

[2] 16939

solaris % tcpcliOl 127.0.0.1 then start client in foreground

hi there we type this

hi there and this is echoed

~“D we type our EOF character

child 16942 terminated output by printf in signal handler

accept error: Interrupted system main function aborts

call

7| 4ol EA= Ch3at ZLt

1. EOFEXE H Y0 S2I0|HEE ELIA otCh S2I0|HE TCP= AMHO A FINS 2L M
H= ACKZ SEsiCt.

2. FINZ 45t XtAlo] OIS Z2| readlined| EOFE T E L} XtAl2 ZROHC.

3. B SIGCHLD AMzZ7F HiEE [ accept ZEONA EFE0 RQUACH sig_chldet4=(signal
handler)= A |0, waite= XFAIO| PIDQ} S MEfE 7FH 1 printf7} S E=ICH

4, HE o7} disposition(accept TE)HAM £ =

L0 A= 30, FRE USE EHSIEZ 72
L

accept?t EINTR(interrupted system &) @EE E2{FH E=Ch E2= 0] @EE N2|HK|

Of OilM2el 542 signalg M2[dts HE/NR Z2aU:S G M, LA XE M2 =22

QIASE D X 2|s{ofPt St
2to|E2{2|7l XSt signal

C
ARSIER BIX| Y=Lt = oF oM XA

7t RA'8oHA| Eet o AIA-M= AHs2

44BSD 2tZ0|M 2tolEE{Z|of U= signal TFE ARSI Z2 OHME AASIH HE
interrupted system S =2 XA|ZSID accepte @B E BtESIX| =L

As 2oF

AL -
R

= O QLC}. Solaris 90| A A&lSI= 0] EF O
interrupted system &2 40| A5 2

45t SA_RESTART flage A|AH! 20| E2{2|2] signal
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signal handlerOf|A{ return &2 AESHA|TH &= £0 O|22{M= voidE =dF& &5t &
2 Y2 ottt ZEE 92 Iff S E RT3 return statement= A|AH DEZ YA FXE £
22 d1%t= Aol

Handling Interrupted System Calls

acceptgE 7|=5t= O “disposition”O|Zt 801F AL O] 80 PR3 E5E = Us Alx

2 =S olOjstth F, return 2 = Q= A|LE ZEE 0|0F7| oLt HREES HERYIR &=
= O HF0| £3otct o 50, Bf S20|AET AAS QFSIX| P=CtH MH Q| acceptz
E0| SOt2CH= EF0| giCh H[X ZR2 Y SEI0|AETL M7t echod WS HLHX| &
O™ read(readline)7} Bt2tr|X| QF2 ZAO|LC} disposition®| CHE 0= OO|Z=Qt HHEI|OAM] &

EEO|CE FF0F & Q= callerd | 4t S0t7hs A3 YEHO|CH

oZ7|ofM HEEl= 7Z|2Hel A2 Z2MATE disposition®M =FE0 HMSE EASIL

signal handler0j|A] =0t

it

I AAH =ZE2 EINTR RRE S3ZE = JUChs AO|Ch of HE
2 Z}HEZ O interrupted system TES LCHA| A|ZFSICE O|AIME Q|8f Al
2 4 H(HER OHE ©% AMBs SIGCHLDE ZE&SICH, HEEA| dispositionO] EINTRE =

HFEE ofOf BHCh 0|44 EFE POSIX SA RESTART flagS X|Qste XS A& SMolats At

>
=
b
N

O AFESt ‘can'd} 'some'Z2 &0{0| 7|2l H|E F30|A SA_RESTART flagE X| &
SICD SHX|BIE R E interrupted system 0| AFE Q2 CHA| A|EtSH= Z42 OfLICL O £
0f, CHE&2| Berkeley-derived implementationsOiA] XIS 2 Z selectE XHA|ZISHX| ROl O|E

& HHYME accept EE= recvfromES Z33 KYA|RHSHX| =L}

LAl SKIE acceptE X2[ot7| IS0} accept =FE, F for HIEE9| A% f2& Of2fet Z0]

HZ ot
for (7 7 ) A
clilen = sizeof (cliaddr);
if ( (connfd = accept (listenfd, (SA *) &cliaddr, é&clilen)) < 0) {
if (errno == EINTR)
continue; /* back to for () */
else
err sys ("accept error");
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wrapper 2t Accept?t Ot acceptE =EetS YOROF ottt Ol= g2 HIfE T Ha2[sof

ot7| MEOoItt. O] 22| AEO|M StAXt St= Y2 interrupted system DES HT CHA| A%

ey
rir
pa
o
n
o
rir
('D
Q
O_
g
—
o
wn
o
(0]
a
(@]
O
('D
oot
-I>

QF &H| accept =0 UM EZ MELCH 2Lt

CEAL A& 4= @l= g2t StLh A= D42 connectO|Ch 2o O ef4=7t EINTRE =2 ELt

Al

T CHAl O] &t &Y =+ BICh HUSHE O 2 32 SNz LRI 4| I

=Oltt. Z& MoIt AtF2 2 CHA| AESHA| @f= connectE LA

of
al
Rl
N
L)
1%
Y
o
rto
0x
Hn
N

i
N
iml
i)
[
(%]
@
D
o
ujn
ot
M
el
°
ok

=y

C. wait Y waitpid et

ob

2E XAEZ NeEls| sl waitg =8 ==L
#include <sys/wait.h>

pid t wait (int *statloc);
pid t waitpid (pid t pid, int *statloc, int options);

Both return: process ID if OK, 0 or-1 on error

waite} waitpide F 7iQ| S ESHELL 0[F2 =2l return 22N FZEE A Z2A|

A IDQ} statloc pointerZt 7t2|7|= XtAO| ZHFE MEf(A)0|Ct BF MEIE ZHASIY XtAlol H

AMoz BREQER|, A0 oSN BREX B2 o Hef Nojo| oI HX|EHAKIS
Uz o ABSHE M JHel 4327} YUtk CHE ARE 0|80 KAl BB A Ee
RS BLPA o MBo| 3t EE RS MR AlZI Bef Hof MBS Ty 4 9k oY 8

O =2 WIFEXITEDS} WEXITSTATUS Dj3 22 AMRSHCY.

WaitE &S Z2M 20| otLt O|¢o = S A2 AKX ZZE X410 G2 B waitof M

Ol XHAl mEMAJ} Heoz ZEet MK ZEHAL ZE2EC watpid2s Of= T2 AA

i

7Itd AQX|et =52 AYXE =EY + ACE HA pid Q=2 7|Ch2[HL Sts Z2A

£ IDE Aottt -12 o= XA 0lLt MF F=E[Z|E 7ICh2[2ts Aotk (Z=AMA HE IDE

CHRE CH2 e ARSLE QIXIBH Of MojA: TRSHA| Th) options P4k 27 Meh ARMS
S KWL 4R UEHEQl ME AFSS WNOHANGO|CH 0|42 HLoA Z2Y Aty ZzA
A7h QOB S25X UEE otm O e 50 A ZRNAJ YO¥ 22T E wt



Waitet waitpid 27t S2E AHMSS Gl e Xt0[S OfAIgtEt O|F <8 TCPEEIO0|AUES

i
uf]
o
re
[m
rir
>
o

Ch= oM<t 20| speCt o Ot Jiel S 2Fsta strcdif 2ESHE

fr

M W(sockfd[0DES AtEStC). CHE HZQ

o

2 08 520 20| tHE & MH7L OE AtA

=~

ZEMAE TS ot Aot

client
server Server server server server server
43210 parent child #1 child#2 | |child#3 | | child#4 | | child #5
I !

1 #include "unp.h"

2 int

3 main (int argc, char **argv)

4 |

5 int i, sockfd[5];

6 struct sockaddr in servaddr;

7 if (argc != 2)

8 err quit ("usage: tcpcli <IPaddress>";

9 for (1 = 0; 1 < 5; i++) {

10 sockfd[i] = Socket (AF INET, SOCK STREAM, O0);

11 bzero (&servaddr, sizeof (servaddr)):;

12 servaddr.sin family = AF INET;

13 servaddr.sin port = htons (SERV_PORT) ;

14 Inet pton (AF_INET, argv[l], &servaddr.sin_addr);
15 Connect (sockfd[i], (SA *) &servaddr, sizeof (servaddr)):;
16 }

17 str cli (stdin, sockfd[0]); /* do it all */
18 exit (0);
19 }
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Ch=

[LeeDonghwa@l ocalhost tcpcliserv]$

child
child
child
child
child
g

2 tcpcliOd.c O XQ A

28046
28047
28048
28048
29050

—_
o
T

=

1 5H
=)

Oht

terminated
terminated
terminated
terminated
terminated

serverQ| 4

M43}810| .

ltocpservod

742 ZE open descriptorsE

SAlof CH e HEE 2F:
A 7Hel FINS L1 OfH

| —
—

CHA 7Hel MY RiAlE 7

O20| Mt 20| 7o SAJ0 CHA 7§Q| SIGCHLD MSE BoofH FMestCt
SIGCHLD
SIGCHLD
SIGCHLD
exit SIGCHLD
clier/ SIGCHLD
F Y VO
server server server server server server
3510 parent child#1| |child#2 | |child#3 | |child#4 | | child #5
[ FIN —
FIN —
FIN —
FIN —
FIN —

Figure 5.10 Client terminates, closing all five connections, terminating all five children.

<& 53> 5749 child Z=ZA|

olgf B LHE 2

backgroundOf| A X

i

ol signal handler

ZC0[UES
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linux % tcpserv03 &

[1] 20419

linux % tcpcliO4 127.0.0.1
hello

hello

~D

child 20426 terminated

we type this
and it is echoed
we then type our EOF character

output by server

N odimz =g A2 O 71 B= x40 ZEYS AR 7|CHSHX|T, HHX| 232 dtLto|
printfet= ZO|Ct. ps& 2o £ LIHX| Wl 742 Xt4{0] FHIZM HOF ASS & &+ UL

PID TTY TIME CMD

20419 pts/6 00:00:00 tcpserv03

20421 pts/6 00:00:00 tcpserv03 <defunct>

20422 pts/6 00:00:00 tcpserv03 <defunct>

20423 pts/6 00:00:00 tcpserv03 <defunct>
signal handler& GtE11 0| handlerA waitE SFESICt s FZH|IE X570 SESHK] &
Ch 2H& CHY 7§ BE MB7} signal handler7t A#E|7| Mo gyotn, RYA ASEL
S queued| WX %7| 20| signal handlers $t HBH AMLH ECh HPLE O] 2R HHE

2l Z40| OfL|Ct O] OfoM &2
of Hot Ao | J7He| BHIE HICH
HSEH signal handlers 28 £ ®H 4

handler7} A23ist= =0 4| 7o A=z}

M el EHI7h YA =ick gt ooz,

handler=

39| £ o

S AEMM Z20[H

EQl MHE MulslaZ signal handlerZ}

JdajLt 247] Ch2 SAE0|M Sato|elEet MHE A
SEICh o e A HH ASo| 2BiAolm, signal

gMSt0] 3F B O signal handlerE S =3ICL [MHEFA

MH SAE ZASHE FINO| A|ZHO| [2}A, signal

xlof 43 MeiE|7|E BHCh
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=2
s

QL
S
o
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ot
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Ot
rir

Z0|LC}. Figure 5.110| M SIGCHLDE ZHIZ

2o M2Ze sig s 42 HOEL 23 A F Ot BjLto] AEE QL waitpid

S HHEE ol ST HE0| O|HS MCjE SESICL 6{7| WNOHANG A& Atste x|

He|opat b, O|2M ZREX| HS AHAI0] A FO|W waitpid7t SEE|X| YEE Bt Of

H OOHOIME BHEE OtofM waits SEE 47} QiCh 1 0|9 OfFl ZREX| %S AHAIO|
=

= 7 ME0ICt.

otz OIMOIM MH ZEO| XFES HOFECEL 07|M acceptOA SO0t= EINTRS SHIEH

et BE SF2E XAE0 sty waitpidE @ =3F= signal handlerE AN $HC}.

2 void

3 sig chld(int signo)
4 {

5 pid t pid;

6 int stat;

7 while ( (pid = waitpid(-1, &stat, WNOHANG)) > 0)
8 printf ("child %d terminated\n", pid);

9 return;
0
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<tcpserv04.c>

1 #include "unp.h"

2 int

3 main(int argc, char **argv)

4 {

5 int listenfd, connfd;

6 pid t childpid;

7 socklen t clilen;

8 struct sockaddr in cliaddr, servaddr;

9 void sig chld(int);

10 listenfd = Socket (AF_INET, SOCK_STREAM, 0);

11 bzero (&servaddr, sizeof (servaddr)):;

12 servaddr.sin family = AF INET;

13 servaddr.sin addr.s addr = htonl (INADDR ANY);

14 servaddr.sin port = htons (SERV_PORT) ;

15 Bind(listenfd, (SA *) &servaddr, sizeof (servaddr));

16 Listen(listenfd, LISTENQ) ;

17 Signal (SIGCHLD, sig chld); /* must call waitpid() */
18 for (7 ;) |

19 clilen = sizeof (cliaddr);

20 if ( (connfd = accept (listenfd, (SA *) &cliaddr, é&clilen)) < 0)
{

21 if (errno == EINTR)

22 continue; /* back to for() */

23 else

24 err sys("accept error");

25 }

26 if ( (childpid = Fork()) == 0) { /* child process */
27 Close(listenfd); /* close listening socket */
28 str echo (connfd) ; /* process the request */

29 exit (0);

30 }

31 Close (connfd); /* parent closes connected socket */
32 }

33 }

KSR Al 28Xe| rgofA ths A

o
o]*]
0z
2
(@]
ot
il

1) Xtal Z2 A E forkE O SIGCHLD (S E ZEASHOF

rot
[
inl

2) MZE ZAtS [0ff interrupted system =S X{2|sljOF St}

3) SIGCHLD handlere &H|7} YX| X E waitpidE AtESI0 ZHEAH o ZslOF L
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55 B4R 47

=

Ob¥

A. Connection Abort before Accept Returns

2 H9| interrupted system Z&0| 0fQt H|xot E CHE 40| =0, O|= acceptat=7t XY

o o

HO| ot RFE =SHFEE ottt O] 2 LAl acceptE 2ESHH £

C}.

Cte JZl0M 20F= 4719 &AM busy server(0f: Web servers)Of| A 2 %= QUC}.

client server

socket, bind, listen

socket S LISTEN (passive open)

connect (blocks) “
| swaCk ——
connect returns

—— Aok |
W ESTABLISHED

SYN_RCVD

accept called

<12 54> accept EE|7| Mo HZASHK|

three-way handshake7} 2t= (0] HAZO| O|RO{Tl 20f, SEI0|HE TCP7} RST(reset)S H ML}
MHZO| M= RST7F =& [f accept= &2 MH ZE2MATL 7|5 7|CHE[BHA, TCP= HZEZS

queueO A Z|CtE[A StCf FHAl 20| M Z2MAE acceptE =@ =0Hot

—

=13
o

Of AlLt2|RE R9| Algdsts 4

Ho
IE
rlo

MHE A|ZHSHO] socket, bind, listeng X2 S =ot

2, accept 2F TO| %2 A2t SO TS Lk MHIE HAE S0 S2A0|UEE AlXstn

- O L =

socketll} connectE XHZE SESHCE connectd|AM =0 X} OFX}F RSTE M A|7|= SO_LINGER
270 dE At S X|Z5tD S =t
FAaE HAN 22L& Y0o| YojLte=X|= P w2t Ct2Ct Berkeley-derived implementationsOj|

Ne #a8 oz

o

RS Y Lo CHED Me{s HM&| 1242 Ux| Rehct 2Lt e
of SVR4 PHOME accept’} S2FE OE QBE mEA AN S2F0, ofF QB0IXE
FHo| wtet ch2ct,
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B. M ZE2MAS| &R

SCIO|UE/MHE ARt 20| MH Xt Z2MAE F

=
22 B2E AFots AIH, 220|AE0] 22 U0 YOILLEXE £ & YTk OH2D 22 ©

AB{ot 2ROIQIES N2 CIE BAENAN Aol 0f I BE %0 4YS AFH| 98

20| E ot 25 Y =Ch MY X421 YHS AMHE echo siECh

Me{ol RHAl m2MA IDE HO} kil ZRAMA ZRO| 3 REOR XAl Ljo| BE open
descriptorsi= Sr3iCt 2 Zat FINO| 2af0|olE2 HUjX|0, 22t0|AE TCPE ACKZA St

H

Ch. 0|42 TCP & F=2o| Mg 2o sttt SIGCHLD =7t MH S20A 20N X

=

Zo| XM &ltt

S2O[QIENAL Ol UE UOLLK| YECH S2t0olE TCPE M| TCPREE FNS

ne
kl

ACKE SEISICH 2L} 2EX= Z2210|9E ZZMAJ} CHU7|2ZERE 2XYS 7|02 fgets

==

==0AM =550 QUAtt= AOICh

Of I 22t0[HES| CHE HO|A netstatE 2HStEH SEH0[UE 30| HEY

i

2 + Aot

[}

linux % netstat -a | grep 9877

tcp 0 0 *:9877 *ox LISTEN
tcp 0 0 localhost:9877 localhost:43604 FIN WAIT2
tcp 1 0 localhost:43604 localhost:9877 CLOSE_WAIT

linux % tcpcliOl 127.0.0.1 start client
hello the first line that we type
hello is echoed correctly here we kill the

server child on the server host
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linux % tcpcliOl 127.0.0.1 start client
another line we then type a second line to the client

str cli : server terminated
prematurely

‘another line'e YT [, str_cli= writeng Z=38l10 22}0|YUE TCP= AHO|A HO|HE H:H
E

=}

Ct. O]Z40] TCPOA BIEtE= Olf= ZZH0|AE TCPO| FIN =42 MH Z2AHA7F AZOl M
= 82 HI H olge HOHE HUX s AYS Xot7| MEO0[th FIN =422 F2}0|
AE TCPZt MH ZZNA7F FSEREASS LAFK= ZSLh MY TCP7t S0 EZRH
O E 2@ RSTZ SHOI=H, 1 olfgs 1 2ZE GAE Z2M27t SRRV ME0|CH

tcpdump® THZS ATHEE RSTZF HUMSS L4 QUCt

JgiLt S20[UE Z2MAE RSTE 2 & G2 AO|Ch QfLIStEH Z2IO|AET} writeng @&

rok

b C20| 2HIZ readline® Z8l=0|, readline2 THA| 20|A 22 FIN 20| Z2HIZ O(EOF)
2 =2{Z7| MEo|ct 0 Of S2O|YEL EOFS We Z0[2tn 7|HhsiA| ARODZ "server
terminated prematurely."2t= 25 OA|X|2t & SE3ICL S20|AHEI ZSEY [ Z= open

descriptors& Er=LC}.

ol7|M 238 A

—

rlo
1A
re
2
=
_Y_
no
=)
I
rr
>
N
<
82
I}
0
n
in}

e d3% AN SEH0|gE

—

o MHE CHE 22E0AM Y [, 22H0[AETL HIO|E(another line)E AMHZ HL{L, AH
2

o
2tO[HAETL EY|IHK|= 4= ms7t ZRICE 0|Z{0] Z2t0|AEQ| readline =F0|

7} 24 RSTZ o E 0|
02 =gF= Oo|Rld, €& w4l FIN2 off H&E ZH[7t & 7| MEO|Ct 2Lt =
CIO|HEQt MHE ZE2 SAEOM HASAL readlineg ESH7| O SEI0|QUEE TA| F
X|A|Z|B, RST7} U™ who FINECH @M3IAH ECh 12|5H0] readlineS errno’} ECONNRESET

(oo ol 22 F2)Q 7S SHECLL

Of GiIMOfA =X FINO| 2200 =%g I S20[HET} fgets S Z UM SFEO Utk= A0

rir

Ct. 20| EE HAME AZA AFEA AEHO| & descriptorsE 7HX| 1 2-&SHCE & descriptor

S otLfel YN =55 A0 o= F YHAML =FE 5 AOOF oLt 0|Z40| HIZ 6
N
o

LA MBS select9t poll &40 2HO|Ct 6FOIM str_cligtsS CHA| ZASHEG|, M| KAl
S KillSHRIOIRF 2EF0|QIEE FIN £A1S EX| @2 S,
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56  SIGPIPE A|Od

SCIO|AET} readlinedfAl 2= 2FE FAISID MO HO|EE AH O{EA &Nt oS
0f, 220[AETL MHO|M echokl= AS 87| TO| & # AMHO| HIOJHE T&Eot A BN

F£&0| RSTE QEstH 0| 20| YOt

of H8&l= A2 Z2MA7F RSTE 2 220 HO[HE AH, O Z2MA0|A SIGPIPE
Mz E ElUl= A0t O] 420 A0} 7|2 SH2 Z2MLE FEA7I= AOIER, Z2MATt

Ao pe F2E Hot7| flsiM= O =& ZEXS|OF Strf.

SIGPIPEO| CHs} 2otei7| 9Ist0] 22L0|9IES T D 20| +HeiCh

<str clill.c>

1 #include "unp.h"

2 void

3 str cli(FILE *fp, int sockfd)

4 {

5 char sendline [MAXLINE], recvline [MAXLINE];

6 while (Fgets(sendline, MAXLINE, fp) != NULL) {

7 Writen (sockfd, sendline, 1);

8 sleep(1l);

9 Writen (sockfd, sendline + 1, strlen(sendline) - 1);
10 if (Readline (sockfd, recvline, MAXLINE) == 0)
11 err quit("str cli: server terminated prematurely");
12 Fputs (recvline, stdout);
13 }
14 }
7-9

HH A2 writeng & ¥ 2&5t= Z0|Ct. HX HO[EL] A HIO|EE A0 A1, 1x F¢F
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OHo} BSD/OS SAEO|A 220|9ES U5l

linux % tcpclill 127.0.0.1

hi there we type this line

hi there this is echoed by the server
here we kill the server child

bye then we type this line

Broken pipe this is printed by the shell

SCI0|UES AIESI0] o 25 YHSH SHIZH echokl= AS EA =M, O] I MY SAE

o MH Xt 2 FTERULE Cig E(bye)s YESID shell2 SIGPIPE signalit o4 Z2M A7 F

dispositiong A7ESt= A0| Hth A7t e W St s%0| QstH o5 ZAG| O}
81 signal handlerOjj A ZQ3t S22 s £~ QICt SHX|TH O3] AZHS AMRY M= A7t
QHZtE O 2AOM FEV BEU=XA] € 5+ BiCh A2HEZ O wiiteZ} LRE LoZU:=

X| &2{dH, MSE BEA|SIAHLL E& signal handler®j Al S0t2 %= 0f writeQ| EPIPEE X{2|sfOF2t

rok

b}
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5.7 ABNORMAL SERVER TERMINATION

A. B Host9| Crashing

Cte AILIZIRZ2 M ZAEJF ZA7| FHA[E O

rir
4o
>
ne
o
ne
0z
ot
rir
Rl
mjn
ue
o)
r
il
o
mjn
o

of S20|AUEL} MHE 7| CHE =AENAM ZATICL AHeL S20[AES AIESHY AZE|

AEXE LOIEEE Z20[AUEY o 5 Y=ottt 13 Chg MHE HEHINAM 2247

Soh ME SAE F9E EUCL (5, AF Y 3 32 AL 1)

1L MY =22E7 HEE 28 HERI A20 ofF A 2UX| H§eth & 2347 SH

2. Z0|AUEY o E= YHotCh YHE HOHE= wiiten)22 214, Z2I0[HUE TCPZt H|O]

m
=
-
2
[m
tu
HI
rl_
n
mju
m
<
e
[m

= readline 3= A echo 8E2 7|Ci2|H S EICL

3. tepdumpE O|8310] UEYIS TAGIH, SEH0|QE TCPE MHRZEE ACKS 27| 93
HOlE MAHES A&eiM MHEeHCL GOE MIHES 122] HHSSEAN Z7|Z 07}
x| o 98 S0t J|ctaick Satojole TCP7} HlOjE M&S ZIISHBI(ME SAET} O AlZ
SO THAISEIR] LATED THHSALL T MH SAEO|M HORZE MIIK| UUXT HEY
J0jM 2 2753E SAEI £F 27h5siTHD JHESIRIA) S2t0|9lE T2 M2
9FE SHZECL 2a0|YEL readline SHUN S2EUY| HEN QEES Hsih MY
7h Ftrelof Sato|iEo] HolE MAE Cfs) SEO| giS mel 2FE ETIMEDOUTO]
Ch DB SroF F7F BSETH AHo B2 4 90t AMSD BHX| £ £7Hs0|8

= ICMPE ELfH, 27 = EHOSTUNREACH EE= ENETUNREACHO|LC}.

-

A2 SatololEs MTIZL DEWUAL S2E 4 g

bjo

= g4 AKX, 97 S 7|t AR

Ct &2 ZAs7|E

o

SICH SHZXME readline = &0 AlZh BtE timerE H7St= ZO|Ct

Xg7A| =2olet 2= =AE0 HOHE E2 W My =AE0 Foj7t ZHUSS & =

ULt HIOJHE ELUX| %M M SAET FXL|ASS LA 2 7|Yo| ERsirt
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B. A{H{ Host2| Crashingi} Rebooting
Ol AlLIZ|20A & ZSet0|UER M Zto| HZO| O|F Xl Z0f MH ZAETL UX7| FX|

otOl CHAl AlZfotCh & ZOlA MO HOIHE 22 I MHs AE = ARG A7|M=

MHE HERAZRH Z2lAZ =00 MY SAES FXAIZICL MHE CHA
A

EE HEZN HZAIZICE ol SEI0|AEE MHZE FXIEASS EX

_—

o ZO|M Oop7[St 2 HAN=Z MY 2AETF FXEAS W

mju

2tO[AETZE ME O H|O|E &

HLUX| o FE0[UEE MY SAEJF FREASS LA XYL Chg €2 HAE WECLL

1 MHE AIXIH = 28l0|lES AJZteiCh AZO| QYRS HIEI| s o 2
2t

2. MH ZAE

i

SRIotar Al eHEt

-

3. MH ZAEQ TCP HO|F MOAHEZ EH 3t 28 2

©
o
m
=2
o
n
of
o

4. MY 2AEJF Aol = MAISSHH YA Ho| JAAE Ao ot RE JEE TCP=
7 ot mEtd ME TCP= SZi0|UEZREH %2 HO|H MIAHEO Chist gHie=z

RSTE HE'HMCtH

5. RSTE &2 [ ZSE2I0|UEE readline TEONA EEEOY QJqOZZ, readline2

ECONNRESET @ F&E =2{&FLt

otef 2E0|YUET sSHLZ HO|HE EWAl HIAME MH SAEQ FOE LOtLE ZAHO|

TROICHH CHE 7|]0| ER5iCf.

C. MY Host?| Shutdown

&0 F HOM MH ZAEQ Fof I HEAIE S =2 + Qe MH 22EE T
ALt O] HOM= 22ENM M Z2hATF S5 L I MM S 2ES 29

U0| YOILHEXIE MZBITE

—

r

]
ind

Ll
=

=0
>

AlAEOl Za I, ntZ2MHA= E& SIGTERM AMSE DE ZZMA0AH ELD (0]
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M= E =ZAE 5 QUMY LY AlZh S 7ICHe 2(BE 5~20%) OfF ¥ JQ 2ZE T2

O|A SIGKILL 4l= (O] M=z ZAG = GICHE EHUWCE O|AH2 ZE A I Z= M 2A00A
Yot ZERSEE F2 AlZte FCh Uf MHIL SIGTERME ZASI ZZSIK| RoHH
SIGKILL A0 o8 ZSRECH TZMAT S22 [If Z= open descriptore= EHSICE A AF

o iz, S2H0|AETL M Z2hAo] BRE

1l

HZ2 27| Q8= S2I0|AEM select

rir

poll gt=

i

Ap-EojOFZh SHCf

58 TCP 0|5 2<F

RE TCP ZEI0|AELR} M= M2 S4I5H7] 0|0 HZAO| CHSt socket pairE #7838H0F oL}
Ol local IP =49} local ZE, YZX| IP Z=AQ AZX| ZEZ 12 550|M F2 MO HA
SiCh o 12l2 ZZ2I0|AE M ORCE JAX| IPFAQ ZEE ZE20|AEZ 2ESH=
connect Al SO BICE = 49| local 42 HE connect &9 «
ZS2}0|MET} connect O|F Q| bind S=0|AM O|E local S H™S= SM0O| QoL EYsE A

<o\t

socket()
connect()

client server

client ephemeral port specify server's
TCP ~ chosen by TCP  |well-known port number TCP

client IP address

IP _ | chosenbyIP specify server's | Ip
\ ~ (based on routing) IP address - /
datalink datalink datalink datalink

_ | | |

<12l 55> TCP Client/Server 0| X|: Client &M
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4Z0|M AGHE AMEY, S20|UEE AZO| O|RO0T 20 getsocketnames ==t HE

J8 560Me MHZFOM = St U 719l ¢t EolE0t

local E(MH2| well-known port)= bindof|A] FESICE M= QO IPFEATL Ot AS |9
H A

£ local HAO| CfS GBS WEE FBY & YK

=1

Sk 2o MEZE o8] HERZN HZE ZAENA o IP =25 |F2W FEO| 0|F

2

Tl 20| getsocknameg ZE5IY local IP FAE & = QUCH

=
= ELE acceptE ZESH= AH7| exectt CHE ZE2 W2 S2I0|AEQ| IP FAQ XEE

g

UM getpeername TEL 4= ULt

listen() socket()
accept() bind()
client server
return client’s __specify server’s
TCP ~ port number TCP well-known port number
specify local
P | returnclient’s R P ~__IP address
\ ~  IP address / ~ (normally wildcard)
datalink datalink datalink datalink

<12l 56> TCP Client/Server O X|: A 2-H
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5.9 USER DATA FORMAT

HHOAM M= S20|AEZRE 12 QFS AESHX| =t M= X newlineZtX|2| G
OlHE 2O{M Oz ZSZ0[UENAH S CHA| ChS newline EXHE &=Ct ot X2 T
e S2H0|AELL MH AMO|OM 27b= H|O[E2| A0 oS F0{0f BiLt.

Example: Passing Text Strings between Client and Server

O] X &

|:|I1J
mju
'}
o
re
|m
HU
4r
m
Ao
>
ne
mjo
10
Ral
=
Ke]
1z
Ao
A
HU
-
A
m
rir
n
oA
>
njn
N
2l
A
mjo
10
k=]
o

=2 22 SHFEE MHE ottt S20[UESN M2 main 2ot strcli e A2

1 #include "unp.h"

2 void

3 str echo(int sockfd)

4 |

5 long argl, arg2;

6 ssize t n;

7 char line [MAXLINE] ;

8 for (5 ;) |

9 if ( (n = Readline (sockfd, line, MAXLINE)) == 0)

10 return; /* connection closed by other end */
11 if (sscanf(line, "%1d%1d", &argl, &arg2) == 2)

12 snprintf (line, sizeof(line), "%1d\n", argl + arg2);
13 else

14 snprintf (line, sizeof(line), "input error\n");

15 n = strlen(line);

16 Writen (sockfd, line, n);

17 }

18 }
11-14

=AES] & Qg 7 =2 HESIH D sscanfE 2E5HH, ZUME EAIEE CRA| B E D
=

2 220|9E9} A S2t0|9ES Ab| BAEQ| HOIE #A
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Example: Passing Binary Structures between Client and Server

o7z 2Zs Soto 2AtE Cfalof O g2 net=g 22

[

°
e
|m
o
>
o
i
>
oz
rot
il
_l'_l_

2 HIO|E £ME JHNIE SAENN EE 7 H40 27|7} Cf2 SAE0A Beto|giEet A
5 MY mE MOE HBSR| YECHE XS 2 + YTk

ZCt0[UELt MHQ| main g= HHYA| =L & Q8 Zes 7= Z21E A= HE 7=

£ OS2 oA Z0] E2l5t sumhofl E&=Ct =7t oK oM = strcli g+ EOFCt
<sum.h>

1 struct args {

2 long argl;

3 long arg2;

4 };

5 struct result {

[ long sum;

T}

<str cli09.c>

1 #include "unp.h"

2 #include "sum.h"

3 void

4 str cli(FILE *fp, int sockfd)

5 {

9 char sendline [MAXLINE] ;

7 struct args args;

8 struct result result;

9 while (Fgets(sendline, MAXLINE, fp) != NULL) {

10 if (sscanf(sendline, "%1d%1d", &args.argl, &args.arg2) != 2) {
11 printf ("invalid input: %s", sendline);

12 continue;

13 }

14 Writen (sockfd, &args, sizeof (args));

15 if (Readn (sockfd, &result, sizeof (result)) == 0)

16 err quit("str cli: server terminated prematurely");
17 printf ("$1d\n", result.sum);

18 }

19 }
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CtS O Ao M= str_echo &=

i
HL
Q
HA
il

<str ech09.c>

1 #include "unp.h"

2 #include "sum.h"

3 void

4 str echo(int sockfd)

5 {

6 ssize t n;

7 struct args args;

8 struct result result;

9 for (; ;) |

10 if ( (n = Readn(sockfd, &args, sizeof (args))) == 0)

11 return; /* connection closed by other end */
12 result.sum = args.argl + args.arg?2;

13 Writen (sockfd, &result, sizeof (result));

14 }

15 }
22 x| F AFHUAM MHE HASIH BE SEHE2 =L CI32 2E0|AE F0f|AQ
HZAEOICE ChE2 7| <tepcli09.c> O 2| HltHO|CE

[LeeDonghwa@l ocalhost tcpcliserv]® ./tcpcli08 155.230.105. 166

11 22

33

—11 =44

—55

n
defLt ohE #xo| & AFEHOAM S20[HE} MHE MHASHH, K= Z55HA| =Lt

linux % tcpcliO9 206.168.112.96

12 we type this

3 and it works

=22 =177 then we type this
-16777314 and it does not work
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=M= SH0|UETL & Y& 2%US

ofm
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(0]
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=,
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HU
HT
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X
s
rir
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=X
Q

iml
o
=2
X

Q
1o
oA
1>
rir

bl
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ot
Ral
r2
ojo
10
0z
>
rir
n=
=t:l=|
ot
rir
P
mjo

endian integers& djAst= O QU

g & ALK o] oA FRH Ll ZH7F A UL

Mo

1 70 met o|X+E CHE Y422 XYL, Section340|A 2ot 2 7ty L8y

Ol HAl2 big-endiani} little-endian &A1 0|LC}.

2. 0| mEt 3L C HOIHYEE Ch2A ME¥Y + Utk oE S8 RE2 32HE
1=

QA AJAES longOf TS| 32H|ES AMBSHX|GH 64H|E A|AHS 64H|

— O

short, int, long0j| CHs{A Fo{Fl 27|E 7TICtn E3e = giCh

3. oo mat O AFE BiE Mook o2 ZHX| Hlo|E Yo il At&osh= HIESOf O

I
ret
og
o
oz
IE

2t TEE O27 HIBCH AHS S0 0T PEE HUE HS B

0| ofL|LC}.
O Hloje Al ZHofl st & JHX|o| iz #eto] ULt
1. RE X HOHE EXEE BHCL & SAEJ Y Xt S 7HEICtD JHg%HC)

2. X%+ HO|HY(HIE 7{=, big-endian or little-endian)2| O|%l Y@AlZ HA|XHCZ I

Sl0, SEI0|HER MH AO|| 2= OO|HE 0] ®Alez F=11 Hh=C} RPC (Remote

il

Procedure Call) Tj7|X|= EAF 0] 7|HE ALESICE.
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I/O MULTIPLEXING: SELECT()

6.

12 iz TCP 220l

ol
=S

SAlo| & ZtX|
2tO[AETE AH
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[

O FolA, <2

EMAZE F1O fgets(

1T

i

| FINg ZSzZ}0|QIE TCPO| HYiCt d2iL} S2I0|ME ZZ A
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SXIE QFAUCL M TCPE
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12 ZHI7t =AL FERE
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CtE s4ojet
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kernelOf A|

Hot=
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2|1 select &
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ALt 20 M HESRIR of
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CHE (et
AFEE[O{OF StC}. O] A2 22[7F oo A= E AlLt2|20]LC}.
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S|=pobR| 2 SEt0|AETH SA0f

>
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61 /O 24

SelectE &3ot7| Hof, 22|l ESO07HA UnixOA 22|17k AA8& == U= ofAd 71ef CHE ¢

=Y ZEo 7|2HQ XOo|FE Ot O 2 A”E & 27t UL
» blocking &/

» nonblocking /&

A\
e
ok

P&l /& 2 (selectt poll)

> Mz MEER=E Y/EE (SIGIO)
> H|E7|Al /&8 (POSIX aio_Bt<)

22 o MMUN BE CIFOIM YUHOR Y2 SIS AN £ JEX| M CH2 Y40| Uk
Ag HOECE

1. =HI7b E7|7HK] BIOIHE ZIChel& A
2. kernelO| A processZ [|O|E S At

27000 28 SHS Qs A K HAE= 2eHe=2 HE/R JoM HoIH7 =AY
JIttels AS Zedtn ULk packetO| EAISHH, kernelQtO M HIEHZ ZALEICE & BIRY EHA=

Of HOJHE kernelo| HHHZEE 229 O|EZ|H0[Y HHZ SAtst= ZAO[C,.

Blocking ¢l/&3 &

°
T
Jal
o

2U/ZHO| oot 7ty LetHel RE2 blocking /23 ZE=Z, MO|A Of W7HX] MEE 2=

ol &7t o

L

oLk CIZEER, 2= 272 blockingO[Lt. 22[2| OfX|0f gt datagram AZUO| Af

oo
ot
rir
oY
o

2, ?2|= Figure 6.10{A EO{F=1 Y= A|LIE2[20|CH

238|= 0| O|HE I3l TCP ChAIO| UDPE AL3HCE ofLisiol "ZH|AE|'2 28{E HlO|Ef0] Cf
o JHig0| ZHEHSICH FH ROl datagramO| WOIK|ZLt OF WOLEICE TCPE 5 O Z8|Ch 27}

Mol Bi=(O|SHE 2719 XXM YEf)7t ESot7| AlZfettt.

|_
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application kernel
" recvfiom gl no datagram ready |
l - wait for data
process blocks in | datagram ready
call to recvfrom T
copy data from
kernel to user
return OK
- copy complete )
process -
datagram
Figure 6.1 Blocking I/0O model.

O 2ol OXOfA, 22|& YAl recvfromES A|AE SN FE2CL QfiListH 22|= 22|19 o
2|7 0|1t kernelAtO|E FHEHSI7| WEO|CE recvfromO| T El Z40f 2A 0|, LENoZ O F
2|AO| MO M SESH= ZHOAM kernelOf A SZtsts A2

MOllA 2l W7hX], HHRC.

12 6.10{A|, process= recvfroma ZESHL system call2 datagramO| =4t [f 77HX| Higtg
A @0 2o ofE2AH 01 HIHZ FAEALE o217t Zdotrt. tHREEol LEHQ o=, 4
M SEOM OJor7|gt Mo 2l interruptkls A[AE ZOICE. R2[= 22| processZt
recvfromS s =t dizter 7K A=A blockE|{ QUCD ZUSHCE recvfromO|] H&3EOZ 2|

—

He o 22|12 0fE2(#0]92 datagrams A 2|otCt.

Nonblocking Qi/&= m &

2l 2%S 99X

05K YEE MEE O, 22| kemeld| L UACH "7t RS /5

o
S

o
L=}
SA2 processE sleepdtk| @in 2tz 4= Ql1, processE sleepstX| Rh=Cf, 2{Lf CHAO| Of

HE ettt 22|= nonblocking Y/ZHE2 ME 160|AM g2 Zi0|C 2Lt Figure 6.2&

2|7t Aot A= oM=S 2% 20 =Lt

LM Htslst= HI0|EH7F 9= recvfromEt=E M HMZE T=oHCE O™ kernel2 CHAIG)
EWOULDBLOCKO]| CHst @FE Ht=tstCt datagramO| &=H|E recvfromE & | HRE S =Tt

Ch. 22| f2(2] §Z2[AH 0|8 M7 AR L, recvfrom2 Xz ghatottt J2{H 22|

= MOl E AN2|ettt.
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application kernel

~ . system call ~
recvfrom Y » no datagram ready |
_EWOULDBLOCK

system call
_EWOULDBLOCK

system call

recyfrom no datagram ready

) wait for data

process repeatedly o <
calls recvfrom, / _EWOULDBLOCK
waiting for an OK | system call
: recvfrom
return (polling) ‘

no datagram ready

datagram ready

copy datagram ~

l . copy data from
kernel to user

return OK

\_  process copy complete

datagram

Figure 6.2 Nonblocking I/0O model.

O{Z2|AO|M0| O|ME nonblocking descriptor®jAl recvfromZ2 ZT=

_C')_|'
rir
u
[H
M
fim}
>
ot

pollingo|2t FEL}. O{ZF2|A 0|2 T HH 0| =H|EH 20l AME kenelE A%
S A polingsttt. 0|42 TF CPU AlZts GH|SHALE, O] &2 7hE &S0 2ot 2ty

[y |

o2 AAF MHOIA StLto B4 HSCL

o5 U/Es B2y
CHS Y/EHOR, S2E select £i pollg TEST 0 £ JX| AIAH 2 39| SIS YL}
ChAIO] AR Q/E AA® Zg Gerh 1 632 CF @/EY 2US QORI
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application kernel
select system call » no datagram ready
process blocks in call
to select, waiting for
one of possibly many ¢ ) wait for data
sockets to become
readable Y
=rctum readable ey
system call
. »  copy datagram
process blocks while recyfrom il
e ~ copy data from
data copied into- /
o kernel to user
application buffer _return OK |
process ¥ copy complete
datagram
Figure 6.3 I/O multiplexing model.

mjo

2o = selectet9| =2 911, datagram socketO| A2 = QUA 7Z|CtEICE selectat=71 &
AL

rir

= Qe socketz Hiztgt 0, d2{H 22| OfEZ2[AH0lM HEHOA datagrams SALSH

.

recvfromS S EHC}

07 613t 632 H@AHY, ¥ CH2 O|F0| LIEFLER| 9H=Ch 12|10 AR oFzto] &7t EXjst
Ch. QfLESIE AMBSID QU selectilai BILE7 OfHl 5 7ho| AlA® 22 @ittt 121 9
2l o Fo| SISEoA 2 ZHo|Ch Sal= gLt 0|A9| descriptor7t EH|E|7|E 7iCtE %

.

olet Eal M 2 U/E ZHE2 blocking Y/EHOE HE[MPYES AHESICE O ZHE2
selecte=& AtE5t= MO CtE MY descriptorE Y= A 2|2 Z2W2 OfFF M EE

ALl At 24249 MY Ex recvfromZ O] A|AH E58 7| 8| &5t AS XS,

FIOA gt 22D O FAMSHC.
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Nz-HE| w/EY 2w

92| descriptorst EH|7h 2 0 SIGIO ME2 kemeld] 22|7| 98} ASE Y 25 ¢
H

Ch. 22l 08 M=-NM2| Y/E30|2t #2100 08 640N O[F 29fsiA EO|ELf
application kernel
establish SIGIO sigaction system call
.~ signal handler < o—
process
continues » wait for data
executing |
~ signal handler < deliver SIGIO datagram ready
s system call )
. > dat
process blocks while recyfrom “Opy Gaasiatt
o copy data from
data copied into - ‘
o kernel to user
application buffer _ return OK
‘ process < copy complete |
datagram
Figure 6.4 Signal-Driven I/0O model.

=]
=

njo

QIst AZg AT %= QCh 2|1 sigaction A|AH

11

= A

i

2l M Mz-MHa2| Y/

Mz ME|7|E EX[tCh O] A|lAE S2RHO| et 712 JA| Ldsta 229 Z2 A
EICH ChA] 2ol ZEHE|X| =Lt datagramO| 22 &=H|7t E|H, SIGIOZ 2|9 =&
MNAE Qo WLt Olete HE2l REl= recvfromE ZEHULEM A|DE AHSHE Sl

datagram@ 9IS 4 U3, main RZE GlO[EZF M2lY EH|ZF HCHs RS LA EALL S

£ main 827} & £ 1, datagramg =EF & Z0|Ch

227t AlI28S OFA ME2I5HEX|, of 2| YH2 datagramO| E=H3t7|E 7|Ch2[= St

=50| glCt= AO[Lh main BZ= A% 2l S0\, BX| HO[E7F XMeld #8|7F Z/AHL, &

= THI7F El=XE 7|te2le A2 HS2{0l oA ZEX|7[E Z|ChElCt
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HS7| &/28 ZE2 POSIX B#FEO| 2ldi Fo|xt{, 2x{e| POSIX #FEur g2tel Crdst #FE
Ofl Al LtEFEH MAIZE E=0llA CHSH Xtol7b QUCt dEtEo =, 0] gE52 kernelO| ZHE Al%
2 ZetozMN ZEst, R2ls ZE SZf(kernelofA 2|2 HIHZ H|O|E 7} EAtsHE HS =

o] =™ of ™ MMojA OJop7|st M=-KMe| /Ey ZHo| FE

Xole M=-ME| /=8 ZE2 kernelO] /23 XS0| =7\t E E% RE0|A O[oF7|E of
o
°

F& AO|Lh HIE7| Y/E3 2ZE2 kernelO| /&3 A150| ARE 42 220 0|0k E df
Lk O3 6.501A o ALt
application kernel
[ aio read ysienila BN no datagram ready
N return
) wait for data
process
continues |
executing datagram ready
copy datagram
i “copy data from
deliver sienal kernel to user
Signal handler LSBT ST copy Complete

process specified in aio read

datagram

Figure 6.5 Asynchronous I/0O model.

2| aio_read(POSIX H[E7| Y/E¥ TF=2 ao. Exs= lio 2 AIZSICHE ZESIR
descriptor, HI] ZOQIE, HI{ F7|(readE fIot €2 M7tX| 2IXh, LY offset(lseek@t FARO|
kernel2 S1tst, A2|n R2l& ZE &S0 Bt = OfEA Yot X277 O] A|lA™” 2

SAl 2lHE ot1, 2|9 Z2MAE Y/FEO0l ELVIE 7IHEle S SEEX @ RE

— —

= Of OIMO|A 2|7t kernelO] 20| Bkt M, HR A|DES Y3578 2FCHD 78

Ch. O] A|AE2 HOo[E7F 22|12 ofE2AH 01 M2 SAtE WM7HK| Sg=X| g=Ct 0[Z0|

=-Ne| ¥/E28 ZE1te| XHo|FOlLt.
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HE7| ¢/&8 n4
J8 662 CHA 712 OfE /=8 ZEO| Ofeh H[uwO|Ch A #Rjet U #X 2E Ato[e] FE
Aojde fM U RE2 W 2RO 22 & HM A ZRM2A= HO[H} kerneld|A = ZE A}

o] HI{Z2 ZAIE= SO recvfromO| SEE [Iff EEEIC},

blocking | nonblocking | I/O multiplexing | signal-driven I/O | asynchronous I/O
initiate check check initiate
check
check % | wait for
check 2 " data
check
= check ready notification
% initiate initiate
Q.
% =2 g copy data
= Q [e] \
a 3 8 » from kernel
to user
\
| complete  complete complete complete notification
1st phase handled differently, handles both
2nd phase handled the same phases
(blocked in call to recvfrom)
Figure 6.6 Comparison if the five /O models.

£7] /=8 2 o HEY| Y/EY oy

POSIXE O & 7HX| 80| CH3t 20| Folhct.

> HS7| /23 Sxe DZ2MA QFS X UL S BT

)

0| MolojlA M, X I 7kX| ZE-blocking, nonblocking, CHE /&8, AlS-X2| YU/zH-
B 57| Y4/ ZEO|CL ofjListH MM ¥U/E™H SZ2(recvfrom)2 ZZMAE Sh=Cf G

HIS7| /&8 2Ento| HF57| /&3 oot 2esict
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H SILEE Z|tEl= AS EE2|ld O] OJHIE

—

SO SiLt EE 1 04 LMMS FP, E HHT AlZHO| XLt §| WIEECH S ST, select

> HgHL 4, 510l descriptor S0 HEO| 12 FH|7t $EZ Uf (readable)

=
> TEHL 4 510 A descriptor S0 HHO| £ F=H|7t S I (writable)

> HEH1 4, 5101 M descriptor S0 HE0| O|ZAY e =HEZ 7HE [ff (exceptable)

5, Rl f27t YU descriptor(§7], 2A7], E= ofQ =0 Ciet 27t FALIX|, Z0ot
BUHEXIE kernelof O[OF7| g 2= QUCh 227t 20| A= descriptors 27210 A
=C

; O™ descriptor®| AL selectE& AtE%t= HAEZ & &= QUL

#include <sys/select.h>
#include <sys/time.h>

int select(int maxfdpl, fd set “*readset, fd set “*writeset, £fd set
*exceptest, const struct timeval *timeout);

Returns:positive count of ready descriptors, 0 on timeout, -1 on error
22= 0| 0 AQ 22|°| descriptorZt $H4=0| OFX|3f QOIXtZ A|ZFSHCEH 2|1 11 descriptor
= ZH|=l EXN descriptors2| StLIS YOtL} 7|Ch2{0F St=X| Ls|=CL timeval FEN= MZA

Cot Op0|3Z2 MAEQS A7|E XIZ3HCL
struct timeval {

long tv_sec; /* seconds */

long tv_usec; /* microseconds */
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Ml ZtXl 7Hs80] RACE

1 Q3| 7|ChACk TR M3 descriptorEe| sLi7h 9/Z0| EH|HS W 2| Hsic,

A2 [

Ol Rldl, 22l= null ZAHZM timeoutRlAtE EHSHC}.

N
Yo

Ot

—

5o

2|EstCt 2L} timeoutQIAFE2MN X|™HE XA timevalOfA EX™SH OF0|3 2 MZAESR}

[l

Al

r\l
Olu

7|Ct2Ick: ©FHX| EX3E descriptorE9| ShLbIF Q/E20| FH|SHS

MZAEE X|LIM 7|Cta| R Y=Lt

3. M3 7|Ct2|X| f=Cf descriptorg X3 st & HEE 2|HBICE 0/Zd2 polling0|2t = ZICt.

0|2 ZSEotL}, timeoutQXt= 0RO S8 Bl= EHOIN Zi(F=MOo| 2lgf S8t Oro|

—/

I

2 M7HEQ MZE)D} timeval LEKE Hsof StC}.

—

AN OHE T AILI2|R0A ZICtE|le AL BHF ZZMATL signal2 XSt signal handler2 &

B EHelSiCHE UebH oz olE R ESICt

HIE timeval T+2H|7t R2|0|A + O0|22 MAE W2 Z2FS == XFAIZ|XT, XM=
of

A=l latency AAHZEO| ERSICH Ol

o

emelol Al X|sts ZHES THE o HUHK 2%

LS

c 9c

—_

i

£0, 2 Unix kernelS

40

e 4+ 4 X Oy NZH ATE Y= BTk o

=

kernelO| O| process7t &&I5t= A

o

2AZE oF7| O timerZh AlZH Z=apEl £ 9FZEO| A[ZHO]

KL= A= 2lojgtet.

—

HE systemMO| A, select= THRF A|ZEZEDMA| tv_sec HEZ} 19 = 0|4 X|HCHH EINVAL Alj

7t @ AOItk. =&, MA2 o« 2 AlZk=no|n3YE 0|d) e F&SHA| BCh d2L 282

A4l

timeval LR = select0] O8] X|QE|X| L= ZtS mEHS = Ch

Timeout QIX}O| A const qualifier= returnA| selectd ofsf =M™ E|X| %= A= 2|0|SiCt O
=0, OteF 22|7h 10229| A[ZHH|BtE F10, select= A|ZEENF MO FH|E descriptorg dtLt =

2 1 O|AE returnstZ{L}, EINTRO|| CH3E errorE returnstCHH, timeval XN &= 47} returnat

M e 4 22 AlZHo] BAIE|X| Q=rh Ore} 22[7} 0] 2 Y72 YBICHH, 22|& select2
SEE7] M A|ZtOF 30| CHA| returndt= A|ZHS O}OF L}

HH Linux HAME timeval 2X2NE £=HSICL O3B, 0E =M, timeval2EKN|7F returnA|0f
MEZX] UL 7P-HE ol1, selectE® z==ot7| Mo AAWE =X7|3} $HCL. POSIX= const

qualifier® TH|&}3tCt.
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Nl 7He] =7t QIXHreadset, writeset, exceptest)= 2|7} kernelo| 27|, M7|, 0Q ZHE HAE

St7] sl R&St= descriptorg FA|=totCt SR X|@St= TF &£ ZHX[ Ofe Z=Z0| UCH
1. SocketZ £|3t out-of-bandQ| E= %t

2. Pseudo-terminal®| master=MHO|A Q15| Zl Control AEf MEO CH$H =Xf= packet T

E0lA 7H 8Lt O] MofjM= pseudo-terminalOf CHs{A AZSHX| BE=Ct

=M= o Ml ZFX] QIXtof CiEH StLt 52 1 0|&e| descriptor gt2 @A A=t & A ¢

X
O|C}. Selecte descriptor0f 2t ZEZEo| HHof 2b2to| bit2, MYNo=z FH HIE,

descriptor set2 AFESICE O|E& =M, 32-bit S AFESH=, 00| M 3177tX| descriptordf [HE
HfgEel A ¢ #4 240|1, 328 637HX[= descriptor0 MHE HIES| F B T4 2A0|
1, a8 Aoz EoULE ZE JAM F2 applicationd RSt T2 Ul 74X macro&t

fd_set datatype2 =7|1 QIC}.

void FD ZERO (fd set *fdset); /* clear all bits in fdset */
void FD SET (int fd, fd set *fdset); /* turn on the bit for fd in fdset */
void FD CLR(int fd, fd set *fdset); /* turn off the bit for fd in fdset */

void FD ISSET (int fd, fd set *fdset);/* is the bit for fd on in fdset ? */

fd_set type0| CHSF 7FHA QI M O|Qt descriptor 1, 4, 5& 2|3 bitE HHLO{ EX}.
fd set rset;
FD ZERO (&rset); /* initialize the set: all bits off */
FD SET (1, &rset); /* turn on bit for fd 1 */
FD SET (4, &rset); /* turn on bit for fd 4 */

FD SET (5, &rset); /* turn on bit for fd 5 */

ot A2 setg 7[5} ot AO|CE SfLISHH THOf setO] ASH2 2 #40f LEEX| HAHLL
E

7|sh £ @B, o5 = gle 2ot A - Y| WEOICH
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select= readset, writeset, exceptset ILOIE{ 0| 2|8} X|HEL|= descriptor set& $£=™StCt. O] M7t
K| QIXt= value-result QIX}O|Ct 2|7t &4E &Y [, 22|l= 2|7} 24l A& descriptor
Of CHet 2t2 TM|=tStL, returnA|Of= descriptor/t FH|CH= A2 7t2[7|= A4HE X[zt
Ct. 22| returnA| fd_set LTEH A EHSH descriptorg HAE 17| |8 FD_ISSET macro&
AFBICE O returnA| FH|7} OtEl descriptor= descriptor setOf A 1Z1t HTEl bitE X AHE

ZAOILt. O|F HMalst7| fI8iM, R2l= 27t selectE ZE=dh= Of A|ZOtot 2t Qs =2

rin

descriptor set0f| Ci3t ZE bitE HfRLC}

selectE A2 If &= 74X 717 =23 =22 errore 7t% 2 descriptor 0| 18 EdSt=

AE Ao 2|= ALt descriptor setO| value-result QXIZtE AeS AOHE|= ZHO|CH F HEY

HJIO

errore= 227 12 M2Ztst0 JAE [ff, descriptor setd Al 022 STl bit2 S=E select A1t

O|C}.

0] st+ZE5H returngf2 EE descriptor setd|] 28 A =H|=l 2E bite] =& 7t2|7ICt. OHeF
timergtO| Ot descriptor?t =H|Z|7| M0 Bt7|=ICtH, 00| returnE ZO|C} return £fO| -10|2t

™ errorE 7}2|7ZIC}
Descriptor?| ZEH| =72 Z99QI7)?
select?t socket2 2ol “ready’E returnste= RO CHSHAl LOHE XL

1. 2tef off Chg Ul kK| Z=0| ArEO|2tH socket2 7| fet =H| SEHOICE

a. socket receive buffer0j| M data0 CHSt bytel| =& socket receive bufferE 2|st X} 3
719] 7tE ®e 3 J|HCE AHLL Z0}oF SICE socketOA 47| SE2 blockE| x| &%
A0[H, OLL Z #UOE =T FHE data2z returng AOLy RE|=
SO_RCVLOWAT socket optong A28 ZM O] 7t& =2 ZHE HT 4= QULCE OAAL

TCPQ} UDP socketE {df 10| 7|23t 2 M™HEILCT

b. read halfo] T3t @1Z0| 42 Tj(0|S ST, FINS W Q= TCPAIZ). socketofA]

7| &2 blockZ|X| 2%& 740|211, 00| return

i
Y
o
o
2
i
uin
ra
m
O
3

c. socket2 listening socketO|d, ZF = AHZAO| £== 00| OfL|C}. listening socketOf A

accepte= LHIM O Z blockE|X| &S Zd0|Ct.
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d. socket error= S| ZASIX| 2510 QULL socketd A 47| SEH2 blockE|X| RS Z40|1

1=

dim

st error ZHOA HHEl errnoS E error (-1)& 2|El" ZAO|Ct 0| pending errorsS2
getsockoptE = ZE3I11 SO_ERROR socket optiong MA|ESZM XA HL 22{E %=

ALt
2. socket2 THef CtE =M & O Z0| AMAIO|ZtH writingS =H| AEfO|LC}.

a. socket send bufferO| M O|& Jts%t &57H0| CHSt byte =& socket send buffer@} CtE

A: (i) socketo| HAZAEZ|ALE, (ii1)HZ 2HO0| Q&= socket(®|E =W UDP), 2 gt 7+&

suo| #x| A7|eb 2Lt A 0A

rlo
J§
o
utl
N
(7]
(@]
0
a
D
o
0
o
@]
(@)
a
o
Ral

2ESCHH, AT SHO| blockelX| §bs AO|L, = OIE = TE AS0H 2|

[y

=
HZAEl byteo] £)S returngt Zd0|Ct 22|= SO_SNDLOWAT socket optionS AtE3t=

bt
2l

M2 AL} O] X NMFE2 LdHX o= TCPRL UDP socket2 ol 20482 7| 242

b. write halfo THSH ®IZ0| T US . socketd Al M7| SZt2 SIGPIPES 444% Z{0|

[N ]
C}.
c. non-blocking connectE AtE23}= sockets HZAO0| ZEL|HLE connectE AL S [Mf.

AN

d. socket error= S|AE|X| 2510 QUL socketO| A 47| SEH2 blockT|X] EE 7401,

Am

Mot error ZHNA H™HE errnol 2 error (-1)8 2|BE ZO|Ct 0| pending errorg
getsockoptE T ZE8lI SO_ERROR socket optionZ2 HA|SZMN HAHEAHL S8EH

QIC}.

AN

3. socket2 BIoF socketE ¢t out-of-band dataZ} U AHL} socketO| O§& S| out-of-band XM

of RACHH M| =X @2 o2l =A

o

Jhzich,

selectO] ©|8|A| readabled} writable & C} 7|2%|= AKX E, socketO| A Of|2{7F Al S mf &

ZIC} receive?t send Z|MTL| =X 2 select7} 22 = Ues 22 € = U= HEHE 2[HSHY|

AN o —
Mol LofLt W2 dataZ} §7|1E floH 0|8 “tsetA| & O B2 S70] 27|& 2[5 0|&
tsetkE =H=ol= 0|Z2|AH 00| F0{FE ZO|tt
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Condition Readable? | Writable? | Exception?

Data to read o

Read half of the connection closed °

New connection ready for listening socket °

Space available for writing °

Write half of the connection closed °

Pending error ° °

TCP out-of-band data °

Figure 6.7 Summary of conditions that cause a socket to be ready for select.

SelectE ¢|$t descriptor0| Z|CHZ}

QE|7} O|FOf CHEEO| O|Z2|H0|MO| B descriptorE AMR3SIX| QU=Ctn LML o2 SH
4= 9 descriptorg AME5t= O{E2|AH0|ME &7|= &=L ALy, dg{et &2 olEe &3
ZXsta, 2|0 AJL 5F CHYBE descriptordf Al selectE AFESHCE select7t M8 TS0 E
0, OSe= YUBIXM O Z processTh descriptor®| =0 X|et0| RURUD(4.2BSDO| H|st2 317l), select
SAl 0|2t Z2 HMTHO| ALt ALt Unix HX§ H{T 2 processE descriptorl| =7} 7tz &
ot 2 S{ETCHES 2|4l HMeh H=22l o ols) H$Ho| EXfstct), defM HEZ2 Chaut

ZLCt 0| A2 selectd| O Fg2 O|X|=7}?

2 Fo0ME ChEot 22 dYES ZHEn d2[d 342 44BSD <sys/types.h> header0i|Af

7t 2Lt
#ifndef FD SETSIZE
#define FD_SETSIZE 256
#endif

O|A2 REIE 22|7} EHX| selectd] 2lsiA AtEE descriptor M7EQ| AY|E F7tst7| i
I

0| headerE =Zts|”7| H™Of| #define FD_SETSIZEZ} HEH 2 /Y =k QUCte AE MUl E
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6.3 STR_CLI €t==: REVISITED

F2l= 589 strcli g+E LAl AN 2 = AL, O] BO|= selectE AFESICEL d2fM 22|=
A

server process’/t ZZE|AtOPAL LORAHE 4= QUL 7] Bl EXHH2 socketO M HFE FL
fgetsE =Y Of blockE =+ RACE L2 M2 HE2 MO T2 EE YHO|Lt 85 +
Q= socketE 7|CHE! M, select = blockstL}.
8 682 R2[7f selectE 2ETUCEM CHE|OF & CHYSt ZUHSS BOFL)
client
data of EOF . .
¢ stdin select for readability
on either standard
socket input or socket
A
TCP T T
| |
RST FIN
data
Figure 6.8 Conditions handled by select in str_cli.

M ZHX| ZHE sockete 2 CHRO{ZICE

1. QFeF peer TCP7t dataE E'HCIH, socketO] 212 = AO{OF &}11 read= OELCH 2 42

return$tCHO|E =, datal| byte ).

2. Dok peer TCP7} FINZ EUWHCH(peer processe T&) socketo| AZ = RUAO{OF st

read= 0& returnstCHEOF).

3. teF peer TCP7t RSTE EHICIH(peer hoste= S=E/0 THFE), socketo] =2 == A

OF 311 read= -18 returnstid, errno= H2SE error IEE ESHSHLL

i
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#include “1lnp.h”
#include <unistd.h>

1
2
3
4 wvoid

5 str cli(FILE *fp, int sockfd)
6 {

7 int maxfdpl;

8 fd set rset;

9 char sendline [MAXLINE], recvline[MAXLINE];

10 FD ZERO (&rset);

11 for (; ;) |

12 FD SET (fileno(fp), &rset);

13 FD SET (sockfd, &rset);

14 maxfdpl = max(fileno (fp), sockfd) + 1;

15 select (maxfdpl, é&rset, NULL, NULL, NULL);

16 if (FD_ISSET (sockfd, &rset)) {/* socket is readable */

17 if (read (sockfd, recvline, MAXLINE) == 0)

18 err quit (“str cli: server terminated
prematurely”);

19 fputs (recvline, stdout);

20 }

21 if (FD _ISSET (fileno (fp), &rset) ) { /* input is
readable */

22 if (fgets (sendline, MAXLINE, fp) == NULL)

23 return; /* all done */

24 write (sockfd, sendline, strlen(sendline) );

25 }

26 }

27 }

select =

L2l EHX| StLEQ| descriptor setO] HRSICH-212 = JU=X|E HIASH7| USHA. O] set2
FD_ZEROO| oJ8iAl Zx7|3} &0 O™ & bite= FD_SETS AIESIEE A A|ZICE BE /==
ot EOIE, fp o YLX|St= bitet socket, sockfd?t YLX|St= bit. select(22|11 pol)= EHX|

descriptor®@} 74| AL
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select= 5 descriptor?| ZE|CHZIS A AtoH

ot

of ZZ=ECh ZH0|A, write-set ZEQIE{Q}
exception-set ZQIEf = Lt null ZQIE{O|C. OpX|9p QIXHAIZE XMeh2 HA| null ZQIE{O|CL oY

LFSHE 92l ofm 20| FH| E U7X $Z0| blocks]7|

uln
)
o
a

ol
21

mjo

4 Q9= socket X2

select2 2 E return0j| A, Ttef socketO] AZ 4= QULCIH, 2= E2 readline@ 2 A X| 10 fputs

of olsff ==&C.

2 £ 9l= socket X2|
oroF HE YHO| Y2 = UCHH, oF =2 fgetsOf 2IsHAM SAF K| writenS AHE3St= socketO|
M 204 TICH.

Ze 4yl e /== st==Z fgets, writen, readline, 12|10 fputs7t AFRE Z4E otCt, 1Lt &
FO|Mel =M HUCL fgetsE 2EO| 2l &&= &4 CHUO], selectE WX ==0| 2fsh
il

E FIt2, 52 Ojd|et Hlus 2, 227t 22|29 S2t0|

6.4 SHUTDOWN &=

HES3 HZs =53t

rir

QHtM Q| HIHe closedtLEE m=6t= Z0|Ch d2{L}, shutdowno 2

LA = U= closeQ| & ZHA] HBHO] ULt

1 closee descriptoro| BHHA & ZtAST, TtQF count7t 00 =T AL socketZ
A

e 22l 480 o[ =0 2

o
els
x
o
il

o
]

. shutdown@ 2, 22|= |5

7ol TCPO| k=l XA ZE& sequence® %7|e} & 4 ULk

2 close= data &0t 41 M7|9| HigkE ZFTICE TCP HZA2 full-duplex0|7| &0,

Q2I7} IS A|A HEY O B datad HUR|E, S2U7 &S FRYH 02
MEE Y2TIB WSt ULk 0|H2 R2\7 229 strdli H4U M batch YR O]

H sectionOf A AGHE A|Lt2[20|CE OF 6.9= O] AlLIZ|0M HEHQl a8 &

Of =Lt
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client

write
write

write

W
W
“‘

N

server

read returns > 0
read returns > 0

read returns 0

data write
read returns > 0 4/ write
read returns > 0 data close
read returns 0 ACK of
W‘
<72l 6.9> shutdownd} half-close
#include <sys/socket.h>
int shutdown (int sockfd, int howto);
Returns: 0 if OK, -1 on error

SHUT_WR

SHUT_RDWR  QiZio| HEto

o1Zol Hute

Ql7|= CHS{QICH-C| O|A data:= socketO| A receivek| 1 &4XY

M7|E EO{QUCHTCPY| Z2

et == 20|

2, 0|HE half-closez} =ZICt. &Y

socket send bufferOf| A OJfH datat M&E Z0|1, TCPo| YHIHOl M& FF
sequence0f of3lf Ft=AH & ZO|C}
A7|Qt MU= £ C} ZRECH0|HL shutdowng & ¥ &=
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6.5 STR_CLI €F=Z=: REVISITED AGAIN

Ct2 AEE= JPHE strcli BE E0FLCE O] HM 2 select?t shutdownsS AESHLY.

<strcliselect02.c>
#include “1lnp.h”
#incldue <unistd.h>

str cli(FILE *fp, int sockfd)
{
int maxfdpl, stdineof;

1
2
3
4 wvoid
5
6
7
8 fd set rset;

9 char buf [MAXLINE] ;

10 int n;

11 stdineof = 0;

12 FD ZERO (&rset);

13 for (7 ;7 ) |

14 if (stdineof == 0)

15 FD SET (fileno (fp), &rset);

16 FD SET (sockfd, é&rset);

17 maxfdpl = max(fileno (fp), sockfd) + 1;

18 select (maxfdpl, é&rset, NULL, NULL, NULL);

19 if (FD_ISSET (sockfd, &rset) ) {

20 if ( (n = read (sockfd, buf, MAXLINE) == 0)

21 if (stdineof == 1)

22 return;

23 else

24 err quit(“str_cli:server terminated ”);

25 }

26 write (fileno (stdout), buf, n);

27 }

28 if (FD_ISSET (fileno (fp), é&rset) ) {

29 if ( (n = read(fileno(fp), buf, MAXLINE) ) == 0)
{

30 stdineof = 1;

31 shutdown (sockfd, SHUT WR) ;/* FIN */

32 FD CLR (fileno (fp), é&rset);

33 continue;

34 }

35 write (sockfd, buf, n);

36 }

37 }

38 }
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stdineof= 022 7|3tz MZ2 flago|Ct. 0| flagZ7t 021 S92t main loopE T+ Of A|ZtOFCH

o= 8E 7 WY flet #E YHOM selectSHC}

2|7t socketof | EOFE 2{2 WM, Ttef 2|7t o|0] BF YHO|AM EOFE THRLCIH, O|Hd2 &
HIMO| Z20|1 & returnetCh d2{L} 2teF 22|17 Ot BEZE YO AM EOFE BHLEX| QUQk
CtH, MH processe= ZZo6tH ZSEJCL RE|= X|F read?} writeZ} line CHAIN HIHE ZZd}

7| ?lof ==t select?t 022 HEsts AS &S,

6.6 TCP ECHO A{H{: REVISITED

L2|= 589 TCP echo MHHE client™ BILtQ| childE forkst= CHAIO|, O cliente| =& C}

=
2
= selectE ALESt= Y ZRMA2ZM MHE CHAl 2 = Utk CFg OlM= o] MEel A H#

Ir

=

i 8t 2O0jEL,.

<tcpcliserv/tcpservselect0l.c>

1 #include “lnp.h”

2 int

3 main (int argc, char **argv)

4 {

5 int i, maxi, listenfd, connfd, sockfd;

9 int nready, client[FD SETSIZE];

7 ssize t n;

8 fd set rset, allset;

9 char buf [MAXLINE] ;

10 socklen t clilen;

11 struct sockaddr in cliaddr, servaddr;

12 listenfd = Socket (AF_INET, SOCK STREAM, O0);

13 bzero (&servaddr, sizeof (servaddr));

14 servaddr.sin_ famliy = AF INET;

15 servaddr.sin_addr.s_addr = htonl (INADDR ANY);

16 servaddr.sin port = htons (SERV_PORT) ;

17 Bind (listenfd, (SA *) &servaddr, sizeof (servaddr));
18 Listen (listenfd, LISTENQ) ;

19 maxfd = listenfd; /* initialize */

20 maxi = -1; /* index into client[] array */
21 for (1 = 0; 1 < FD SETSIZE; i++)

22 client[i] = -1; /* -1 indicates available entry */
23 FD ZERO (&allset);

24 FD SET (listenfd, &allset);
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listening socket

o

2 OFE D selectE st Xx7|3}

listening socketg & =XsSt= CHAl= BOA E&= A ZChE socket, bind, listen. 2| Zx7|3tgt

listening socketO| A selecta} descriptorg 7}dstE AtE2 X E Zx7|3)6tCt &4=9| OtX|2} HiO|

Ctg oMo Af 2O TICt.

<tcpservselectO0l.c>

25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62 1}

for ( ; 7 ) |
rset =

nready

if (FD_

}

for (i

allset; /* structure assignment */
= Select (maxfd + 1, &rset, NULL, NULL, NULL);
ISSET (listenfd, &rset)) {/* new client connection */
clilen = sizeof (cliaddr);
connfd = Accept (listenfd, (SA *) &cliaddr, &clilen);
for (I = 0; I < FD SETSIZE; i++) {
if (client[i] < 0) {
client[i] = connfd;/*save descriptor*/
break;
}
if (I == FD_SETSIZE)
err quit (“too many clients”);
FD SET (connfd, &allset);/*add new descriptor to set*/
if ( connfd > maxfd)
maxfd = connfd; /* for select */
if (i > maxi)
maxi = 1i;/* max index in client[] array */
if (--nready <= 0)
continue;/* no more readable descriptor */

= 0; I <= maxi; 1i++) { /*check all clients for data */

if ( (sockfd = client[i] ) < 0)
continue;
if (FD_ISSET (sockfd, &rset) ) {
if ( (n = Read (sockfd, buf, MAXLINE)) == 0) {

/* connection closed by client */
Close (sockfd);
FD CLR (sockfd, &allset);

client[i] = -1;
} else

Writen (sockfd, buf, n);
if (--nready <= 0)

break; /*no more descriptors */
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(i) 2/==0M AlZtEDE =Lt

134



6.7 PSELECT &t

pselectet4== POSIXQ| oJs} Tt=0{X 1

rer

M B2 Unixof| ofslf X|-A=ICt

#include <sys/select.h>
#include <signal.h>
#include <time.h>

int pselect (int maxfdpl, fd set “*readset, fd set *writeset, f£fd set
*exceptset, const struct timespec *timeout, const sigset t *sigmask);

Returns: count of ready descriptors, 0 on timeout, -1 on error

pselect= LEFX QI select Bt+28H T 7tX| BotE EgtotCt

1 pselecte timespec LXK E AFRSICE CHE POSIX QL CHAIQ| timeval TXHE AR

siC}.

—

struct timespec {
time t tv_sec; /* seconds */
long tv_nsec; /* nanoseconds */
i
of £ TEMOIM KOIHE £ WM ok MR TEMHC tvnsec HHE
nanosecondsE o|0O|stC}t BHHO| O™ F=K|2| tv_usec HH = microsecondsE ©o|0|st

C}.

2  pselect= 6RHW QIXIE ZF7t3ICt: signal mask ZOIE. 0|H2 ES signalel MEHE A
ot T2WS ZESLD, now-disabled signalE £|¢t handlerd 2fsl A7H =

[e]
°
HE MY BH4E HAEDSHD, pselectE® S &3}, signal maskE x=7|3}6HCt

5 oum 2Eo| Fol5tH, Che oME 2 a7t ULE SIGINTE fot 22(o 29|
signal handler= CtX| M intr_flagE M™St0 return$tCh 2HF 22|9| processe selectE @&
O block=IC}™, signal handler2 2E 9| return2 errnoZ returndt &2 0= EINTRZ MM}

L2 SiCL 8L} select7} =g [, I E= CH21f ZCH
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if (intr flag)
handle intr(); /* handle the signal */
if ( (nready = select ( .. ) ) < 0) {
if (errno == ENTER) {
if (intr_ flag)
handle intr();

—

[H

E2OWL2 intr_flagQ| testQ} select T& AO|Of RU1D, THF signalO| LMSHCHH, D42 select7t

02

9| blockstEHRX| OflX| O{HZE ZO[Ct pselectZ, 22|= X5 O ¥ RES 4=

Ct.

—_

0

sigset t newmask, oldmask, zeromask;
sigemptyset (&zeromask) ;

sigemptyset (&newmask) ;

sigaddset (&newmask, SIGINT) ;

sigprocmask (SIG BLOCK, &newmask, &oldmask)

; /* block SIGIN */

if (intr flag)

handle intr(); /* handle the signal */
if ( (nready = pselect ( .. , &zeromask) ) < 0) {
if (errno == EINTR) {

if (intr flag)

handle intr();

intr_flag =8 tests)?| M™Of|, 22|= SIGINTE St=C} pselect?t S=E M, 242 Hl set(0|&

=M zeromask)2 2 process®| signal maskZ CHA|StL, descriptorE checkdtd, 7hs3HH sleep

ok

FC 32{L} pselectZ}t returngt [, process®| signal maske= pselect?t T EE|7| ™ g2 =7|3}

rot

CHOIE £, SIGINTZ} blockECH).
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7. SOCKET OPTIONS

SocketO Y= O/X|= WSS Ltefstn 2Fots Hl= Cidet &0l ACE O oAM=
setsockopt() It getsockopt() Bt+5 CtRE HOZE A|FS|A, CHEO2 RE SMO| 7|22 &

otz O, 22| 2E socket S AMS 2FE AO|CH

7.1 GETSOCKOPT 2! SETSOCKOPT &=

#include <sys/socket.h>

int getsockopt (int sockfd, int level, int optname, void *optval, socklen t
*optlen) ;

int setsockopt(int sockfd, int 1level, int optname, const void *optval,
socklen t optlen) ;

= CF OKof= 05, ofg{0l= -1 gtetetrt

sockfd= &2l socket descriptorE& A&Zx8|0OF2F SHCL level2 M

o

SiMot= AlA"R LR ZE
£ X|H™BICE 7|2 socket DE EEE= protocol-specific = (0Of: IPv4, IPv6, TCP, EE= SCTP).
optval 2 setsockoptO] SMo| Af Zf2 O{C|0AM 7}XEX|, EE&= getsockoptO] SMO| &Hx| Zfe
OfCloll MELXIE 7t2|7|= ZQIEO|Ct O] H4=9| A7|= setsockoptOf M= value @Aleg, 1

2|10 getsockoptO| A{= value-result @AlC 2 OFX|2 OIX}O| X|™HE O QULCE.

a2l 713 7.20|= getsockoptd| o8 EO||HL} EE= setsockoptOf Q8 MAMEE £ U= SM
=0| dz2|Z|of ATt "Datatype” B2 Zi2fo| Z40| LCHSH optval ZQIEIL 7t2|7H0F St

datatypeS EOELCt 2| structureE BEA|Z I T 7§2| braceE AMRSHM EA|E ZO|C O

£ =9 linger{}= struct linger& 2|0|$tCt.

d0= F 7Hel 7|25 B0l Utk BEY JIsE FESAZ|IAU HZ2ESA 7| O1T &

rx

(flags) 1217 S2I7t BWsILL ATHE + U SH USS YSHAL IHHLE Si(values)
g

"Flag" 2 EAIEl &

rlo

SM0| flag SMOIX|E EAISICL O|H flag SMEZ getsockoptE ==
& [, *optval2 integerO|C}. *optval2 Histr|= Zf2 SMO| HZME3IE0f UE EL 00|11, S
Mo| 2Md3tz|of Qo™ 00| OfLl ZEO|Ch H|==B}A|, setsockopte SMES 77| Qs 00| of:l Zt
= 2| 82 17| S5 02| gt= 7t *optvale ER=Z ottt “Flag” €O "@"7t Y2 H,

1 SME user process?t systemAtO|0f| X|™H &l datatypel| g2 MESt= O ArEEICH
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level optname get | set Description Flag Datatype
SOL SOCKET SO_BROADCAST * | *+ |Permit sending of broadcast datagrams o |int
- SO DEBUG + | + |Enable debug tracing ¢ |int
SO DONTROUTE * | * |Bypass routing table lookup * |int
SO_ERROR . Get pending error and clear int
SO KEEPALIVE + | « |Periodically test if connection still alive | < |int
SO_LINGER * | + |Linger on close if data to send linger{}
SO _OOBINLINE + | + |Leave received out-of-band data inline *+ |int
SO_RCVBUF * | * |Receive buffer size int
SO_SNDBUF * | *+ |Send buffer size int
SO RCVLOWAT * | * |Receive buffer low-water mark int
SO_SNDLOWAT * | *+ |Send buffer low-water mark int
SO RCVTIMEO * | * |Receive timeout timeval{}
SO_SNDTIMEO * | + |Send timeout timeval{}
SO REUSEADDR * | + |Allow local address reuse ¢+ |int
SO REUSEPORT + | « |Allow local port reuse * |int
SO _TYPE . Get socket type int
SO _USELOOPBACK * | * |Routing socket gets copy of what it sends | < |int
IPPROTO IP IP_HDRINCL + | « |IP header included with data * |int
IP_OPTIONS + | + |IP header options (see text)
IP_ RECVDSTADDR * | * |Return destination IP address * |int
IP_RECVIF * | * |Return received interface index ¢ |int
IP_TOS + | + |Type-of-service and precedence int
IP_TTL « | « |TTL int
IP_MULTICAST _IF * | * |Specify outgoing interface in_addr{}
IP MULTICAST TTL * |« |Specify outgoing TTL u_char
[P MULTICAST LOOP * | + |Specify loopback u_char
IP_ADD MEMBERSHIP + |Join multicast group ip_ mreq{}
[P_DROP MEMBERSHIP + |Leave multicast group ip_mreq{}
IP_BLOCK_SOURCE * |Block multicast source ip_mreq_source{}
IP_UNBLOCK_SOURCE + | Unblock multicast source ip_mreq_source{}
IP_ADD SOURCE MEMBERSHIP * |Join source-specific multicast ip_mreq_source{}
IP_ DROP_SOURCE _MEMBERSHIP + |Leave source-specific multicast ip_mreq_source{}
IPPROTO_ICMPV6 |ICMP6_FILTER * | * |Specify ICMPv6 message types to pass icmp6_filter{}
IPPROTO IPV6 IPV6_CHECKSUM * | |Offset of checksum field for raw sockets int
- IPV6_DONTFRAG * | « |Drop instead of fragment large packets * |int
IPV6_NEXTHOP * | * |Specify next-hop address sockaddr_in6{}
IPV6 PATHMTU . Retrieve current path MTU int
[PV6_RECVDSTOPTS * | * |Receive destination options * |int
IPV6 RECVHOPLIMIT * | * |Receive unicast hop limit ¢ |int
IPV6_ RECVHOPOPTS * | * |Receive hop-by-hop options * |int
IPV6_ RECVPATHMTU * | * |Receive path MTU * |int
IPV6_RECVPKTINFO * | * |Receive packet information * |int
[PV6 RECVRTHDR * | * |Receive source route * |int
IPV6 RECVTCLASS * | * |Receive traffic class ¢ |int
[PV6_UNICAST HOPS * | *+ |Default unicast hop limit int
IPV6_USE_MIN_MTU * | * |Use minimum MTU * |int
IPV6_V6ONLY + | « |Disable v4 compatibility * |int
IPV6 XXX + | + |Sticky ancillary data (see text)
IPV6_ MULTICAST IF + | « |Specify outgoing interface u_int
[PV6_MULTICAST HOPS * | * |Specify outgoing hop limit int
IPV6_ MULTICAST LOOP + | * |Specify loopback * |u int
IPV6_JOIN_GROUP * |Join multicast group ipv6_mreq{}
IPV6 LEAVE GROUP + |Leave multicast group ipv6_mreq{}
IPPROTO IP or MCAST JOIN GROUP + |Join multicast group group_req{}
IPPROTO IPV6 MCAST LEAVE GROUP + | Leave multicast group group_source req{}
MCAST BLOCK SOURCE * |Block multicast source group_source_req{}
MCAST UNBLOCK SOURCE + | Unblock multicast source group_source req{}
MCAST JOIN SOURCE GROUP * |Join source-specific multicast group_source _req{}
MCAST LEAVE SOURCE GROUP + |Leave source-specific multicast group_source req{}

Figure 7.1

Summary of socket and IP-layer socket options for getsockopt and setsockopt
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level optname get | set Description Datatype
IPPROTO TCP TCP_MAXSEG . * | TCP maximum segment size int
B TCP_NODELAY * | « |Disable Nagle algorithm int
IPPROTO SCTP SCTP_ADAPTION_LAYER * | * |Adaption layer indication sctp_setadaption{ }
- SCTP_ASSOCINFO Tt | * |Examine and set association info sctp_assocparams{}
SCTP_AUTOCLOSE * | * |Autoclose operation int
SCTP_DEFAULT SEND PARAM * | « |Default send parameters sctp_sndrevinfo{}
SCTP DISABLE FRAGMENTS * | + |SCTP fragmentation int
SCTP_EVENTS . * |Notification events of interest sctp_event_subscribe{}
SCTP_GET_PEER_ADDR_INFO T Retrieve peer address status sctp_paddrinfo{}
SCTP_I WANT MAPPED V4 ADDR| * | + |Mapped v4 address int
SCTP_INITMSG o | « |Default INIT parameters sctp_initmsg{}
SCTP_MAXBURST * | + |Maximum burst size int
SCTP_MAXSEG * | * |Maximum fragmentation size int
SCTP_NODELAY * | + |Disable Nagle algorithm int
SCTP PEER _ADDR PARAMS T | * |Peeraddress parameters sctp_paddrparams{}
SCTP_PRIMARY ADDR T | ¢ |Primary destination address sctp_setprim{}
SCTP_RTOINFO T | * [RTO information sctp_rtoinfo{}
SCTP_SET PEER PRIMARY ADDR * |Peer primary destination address sctp_setpeerprim{}
SCTP_STATUS T Get association status sctp_status{}

Figure 7.2 Summary of transport-layer socket options.
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sockopt/checkopts.c

1 #include "unp.h"

2 #include <netinet/tcp.h> /* for TCP_xxx defines */

3 union val {

4 int i val;

5 long 1 val;

6 char c_val[l0];

i) struct linger linger_val;

8 struct timeval timeval wval;

9 } wval;

10 static char *sock str flag(union val *, int);

11 static char *sock_str_int (union val *, int);

12 static char *sock_str_linger(union val *, int);

13 static char *sock_str_timeval (union val *, int);

14 struct sock _opts {

15 char HOEL. St

16 int opt_level;

i) It opt_name;

18 char * (*opt_val_str) (union val *, int);

19 } sock_opts[] = {
20 "SO_BROADCAST", SOL_SOCKET, SO_BROADCAST, sock_str_ flag,
21 "SO_DEBUG", SOL_SOCKET, SO_DEBUG, sock_str_flag,
22 "SO_DONTROUTE", SOL_SOCKET, SO_DONTROUTE, sock_str_flag,
23 "SO_ERRQOR" ; SOL_SOCKET, SO_ERROR, sock_str_int,
24 "SO_KEEPALIVE", SOL_SOCKET, SO_KEEPALIVE, sock_str_flag,
25 "SO_LINGER", SOL_SOCKET, SO_LINGER, sock_str_linger,
26 "SO_OOBINLINE", SOL_SOCKET, SO_OOBINLINE, sock_str_flag,
2 "SO_RCVBUF", SOL_SOCKET, SO_RCVBUF, sock_str int,
28 "SO_SNDBUF", SOL_SOCKET, SO_SNDBUF, sock str int,
29 "SO_RCVLOWAT", SOL_SOCKET, SO_RCVLOWAT, ook _sor dng.
30 "SO_SNDLOWAT", SOL_SOCKET, SO_SNDLOWAT, sock_str_int,
31 "SO_RCVTIMEO", SOL_SOCKET, SO_RCVTIMEO, sock_str_timeval,
32 "SO_SNDTIMEQO", SOL_SOCKET, SO_SNDTIMEOQ, sock_str timeval,
33 "SO_REUSEADDR", SOL_SOCKET, SO_REUSEADDR, sock_str_flag,
34 #ifdef SO_REUSEPORT

35 "SO_REUSEPORT" , SOL_SOCKET, SO_REUSEPORT, sock_str_flag,
36 #else

37 "SO_REUSEPORT", 0, 0, NULL,

38 #endif

39 "SO_TYPE",; SOL_SOCKET, SO_TYPE, sock_str_int,
40 "SO_USELOOPBACK", SOL_SOCKET, SO _USELOOPBACK, sock str flag,
41 "ITR TOS"5 TPPROTO_IP; IR TOS; sock_str_int,
42 ETR. Y . TPPROTQ TP; IP TTL; sock_str_int,
43 "TCP_MAXSEG", IPPROTO_TCP, TCP_MAXSEG, sock_str_int,
44 "TCP_NODELAY", IPPROTO_TCP, TCP_NODELAY, sock_str_flag,
45 NULL, 0 0, NULL

46 };

sockopt/checkopts.c
<18 7.3> socket FHEZ Q57| gt 2| program0i| Mo MAS
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8 74 main g+8 EO =L
T sockopt/checkopts.c
48 main(int argc, char **argv)
49 {
50 int fd, len;
51 struct seck _opbs *ptr;
52 fd = Socket (AF_INET, SOCK_STREAM, 0);
53 for (Ppty = Bock opfe: ptr-sSopt sty = NULL:; Ptres) {
54 printE(M"EsSe ¥, pbtr->opt Stn) ;
58 if (ptr->opt_wal_str == NULL)
56 printf (" (undefined) \n") ;
57 else {
58 len = sizeof (val) ;
B8 if (getsockopt(fd, ptr->opt_level, ptr->opt_name,
60 &val, &len) == -1) {
61 err_ret ("getsockopt error") ;
62 } else {
63 printf ("default = %s\n", (*ptr->opt_val_str) (&val, len));
64 }
65 }
66 }
67 exit (0);
68 }

<12 74> main &40A BE socket SMES ol

-

HE SMES o SR

sockopt/checkopts.c

59-63 22|z array 2H0| U= 2= XSS O S0 THeF optoval_str ZIE 7} nullO]H,
a

=42 implementation0f ofs F|X|X| =Lt (F2|7F SO_REUSEPORTO|A 0]

RAL).

X

63-82 22|l SMZ Al & socketE MABHC} socket, IPv4, 12|10 TCP layer socket &4

2 ANHSHET| Qsl, R2|= IPv4 TCP socket2 AFRBILE IPv6 layer socket 22 AMR3}

7| &8, e2l= IPv6 TCP socketg At&3tL, SCTP layer socket EMES Al

22|&= IPv4 SCTP socketZ ArESHCL.
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getsockopt S E5}7|
83-87 RE|&= getsockoptg ZESHX|BH 0f2{7} HtetE Al ZESHA| QerCt B2 FIE0
socket SME 5 YRS 1S0| SH2 XIYUSHK| YHE Holsich XIYUEK Y= S
MEL ENOPROTOOPT 0Of|g{& S Eof ¥ Zd0|LC}.
Mo 7128 51|
88-89 ok getsockopt7t MEXHCo =2 Z|HSIH, 2|l M 42 =AEE Hatstn 1 EXHE
2 EYY| o Rele g+=E =Eotnt
13 7301M, RalE ZtZto] 84 S| wisEls, Ul 49 34 prototypeS HOIFYCE 1
75 O|H Y &+E & St flag S99 42 &=t=, sockstr_flag &+ HO|FELCL CHE
M gk H|=5tCt
; sockopt/checkopts.c
69 static char strres[128]:
70 static char *
71 sock str flag(union val *ptr, int len)
et
8 T llen Vi=Sc seg E NG
74 snprintf (strres, sizeof (strres), "size (2d) not sizeof (int)", len):
) else
76 snprintf (strres, sizeof (strres),
7 el Sliptr—nsve (B == S G R e R ot
78 return(strres) ;
O
sockopt/checkopts.c

<13 7.5> sock_str_flag &< flag S M2 EXIYZ Bl

rtot

99-104 getsockopt®| OfX|2+ argumentZ} value-result argumentZte AS 7|

Bl

o
—

=

HiSHE|
=

K OB AlEE getsockoptOf 2|3l Htst=l Zto| 37|17t Of At

At flag S412| 30| 0| 00| ObLl ZHQIX|of what 2t2t off

E
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2ls20M O] Z27S O Lt2Ck
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[root@1oca1host sockopt]# . fcheckopts
SO_EBROADCAST: default = off

SO_DEBUG: default = off

SO_DONTROUTE: default = off

SO_ERROR: default = O

SO_KEEPALIVE: default = off

SO_LIMGER: default = 1_onoff = <, 1_1inger = 0
SO_OOBIMLIME: default = off

SO_RCWEBUF: default = BF380

SO_SMDBUF: default = 16354

SO_RCWLOWAT: default
SO_SHDLOWAT: default
SO_RCWTIMED: default O sec, O usec
SO_SMDTIMED: default O sec, O usec
SO_REUSEADDRE: default = off

SO_REUSEFORT: Cundefined>

SO_TYFE: default = 1

SO_USELOOFEBACEK: Cundefined

IP_TOS: default = ©

IP_TTL: default = &4

IPVE_DOMTFRAG: Cundeftined>

IPVE_UNICAST_HOPS: Can't create +d4 for lewvel 41

[root@localhost sockoptld B

]=[=%°‘D1 1[Ed J[5Ey ]

Socket States

HH socket SUS2 AH SHSS E8oIHU 7S X2 socket O SEHO| TS AlZhap 2
AE DA E ZHN A RUALE REl= S e S9=a 24 o[AE Gttt

C}29| socket FMEE listenE5Ql socketOf Al AHZAZlI TCP socketOf Q|3 A=E=ICH SO_DEBUG,
SO_DONTROUTE, SO_KEEPALIVE, SO_LINGER, SO_OOBINLINE, SO _RCVBUF, SO_RCVLOWAT,
SO _SNDBUF, SO_SNDLOWAT, TCP_MAXSEG, 12|21 TCP_NODELAY.

TCP A&0| 2|8l three-way handshakeZt £Lt7| F7tX|= HZAE socketO| acceptOf 2|8 AH
2 HISe|X] 257 20| O|H2 TCPO| ZRKSIC} three-way handshake?t 2= [f HZAE

socketOf| O] socket ME0| HFE0 ULt AE EFoH7| fldl, 22/& listenE5 2l socketof|

[o]3

1 88 28sHorat

FC}.

r
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7.3 GENERIC SOCKET OPTIONS

22| = generic socket M0 &5t =0|E A|Ztg AO|Ct O] FMEL protocol-independent(0]

=
rlo

. 0] SME0| IPvAZ2 olLtel £ protocol E=0| 2|siA 7} OfL|2t, kernel L{H 9

protocol-independent [E0f| Q|5 CHE ZICH= £O|ChH O|Ch AEX|TE FME & 2= &4

ogt

Ef2| socket=02t MEEICt OE =0 SO_BROADCAST socket &MO0| “generic’C 2 =2|HZtE

0] M2 datagram socketS0f 2t ML EIC},

SO_BROADCAST Socket Option

O] &2 broadcast messageE S1l6t= processe| 7|58 EESAIZ| AL HIZ-E3A|ZICH
broadcasting2 datagram socket 22 20t 12|11 broadcast messagel| 7H'E2 X|Ast= 0N
oF X[ ECH o222 point-to-point link = SCTP EE= TCPZE connection-based transport

protocol0j A| = broadcastE At&% = giCt.

OF

applicationO| broadcast datagram2 Z2I8l7| H™O| 0| socket FME A s|OfCt 2

b=

e

%

T
-

0] &M applicationO| broadcast&2 2 A L|X| AUS 4

rir

process’t broadcastES A&ls}

o
o
A XL}l o|& =0, o{t™ UDP application =% IP &=AE command-line QIX}Z Hf

12
Ral

mjo

#o QX8 0| application2 AL2X}I7} broadcast FAE QS =2 Oz = Z{0| OfL|CE
applicationO| F=O{Fl FA7J} broadcast FAQIX| OLIX|E THCHSHA Z Qs A0, HAEE
kernel Li50f RACH FHX| F=2T} broadcast 40|10 O| socket EM0| EFE|0f UX| U2,

EACCES 7} Htateict

SO_DEBUG Socket Option

0] 2M2 TCPO|| o8 ARt X| =Lt TCP socket o2 ZAM3IE|AS [, kernel2 1 socket &

o= TCPY| o3 SLE|ALE =& 2= DA CHe XtMS §EE Y=Cth Of §ES2 trpt
D2 Z TAY £ Y= kernel LEO| circular bufferdf| XZH=IC.
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SO_DONTROUTE Socket Option

0| ML L}7t= IjZIE0| 8t protocol?| normal routing mechanism&Eg 23|

Tuot

- 242 X

>

rot

|
C}. O|E S0, IPV4E AT [, TIjZlE2 ZEXX| FTA9| networkd} subnet 220 7|=& CHE2
X HS local interfaceZ o 2 QL EICE OMeF local interfaceZ?t SHX| FTA0A ZH™EX| $FoH
(e.g FHX|7} point-to-point link 2| C}E end Of UX| FAL, E= SFE T AKX S O),

ENETUNREACH7Z} BFshEICY,

O] M1t SAUSH 0| EESH send, sendto, EE= sendmsg &= 0|A] MSG_DONTROUTE flagE&
A8BHAM Z+Zto| datagramS0| HEE £ QICL 0] 8M& HE routing daemonS0| routing

tableg 235t IfZlES EH interface2 ELEE ZXSt= O ArEE=ICL

SO_ERROR Socket Option

O{™ socketOj Al Of2{7 2hMgt [f, kernel L{E Q| protocol module2 11 socket 2 Z so_errort}

rir

HaE standard Unix Exxx ¢f= & SILIE HASICL 0|42 socket2 2ot pending errorgtd

FELL processs StL} = F ZHX|] HYLZ O3S FA SE @S = ULk

1) BteF process7t socketO| M selectE® T=3l= % blockL|}S Off, readabilityLt

writability & CHE QI8 A, select= & 7i9| =7H0| AH =l AEJO|A Er=tEICE

2) Gtef process?t signal-driven I/OE AtE3tH, SIGIO signalO| process EE= process

group = CHE ?loiA dgElCt

process= 1 %] SO_ERROR socket SME 7/H222M so errorl] g 98 #= UCH
getsockoptOf Q|sf Htetr|= 7k socketE 9|3t pending errorO|Ct. 11 F| so_erroro| g2

kerneld| 2|8l CIA| 022 MM E=IC}
ot greter HO|H7t @12 O so_errorZt 00| Ol ZiO|™, read=

errnog so_errorl| fo 2 MHAESID -15 Hizt

i

ret

Ct. 10 = so_errorQ| /2 002 XYAM™E=ICt Ot

QF 1 socketO|| queueZl H|O|E{7} LS M™, error condition CH4l 1 H|O|E{ 7} read2 BtetzICE OF

OF processZt writeE &% [ so_errorZ} 00| Ot ZHO|H, errnoE so_errorQ| o2 MM

-10| izt T so_error= 092 XA ™ =L

o

U2 27t 7t = UKW 27 + Gl= SHOICL
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SO_KEEPALIVE Socket Option

O{t TCP socket 22 keep-alive SM0| MHE|O] A1 T A|ZE SO 0] socketE EsHA

-

Yo 2 O HO[HE Wete|X| RAUACHH, TCP= AHS 22 peerdf| A keep-alive probeE &

Ct. O] probes= peerZt BtEA| SES[0F Sl= TCP segmentO|LC}.
CtE 37tX| AlLt2|2 & Stz ZEX|O ZIC

1. peer7t O &3t ACKE SESHE Z%. application0f| A= SE5HA| Y =CHEE A0 Fat

O|22). Cha0f 2A[Zt S &#350| Qe BF TCP= LCHE probeE H&E ZAOILK

2. peer7t RSTZ SEst= AL, local TCPO|H peer host7t crashk| Y7Lt rebootE| AUCH=

pau]
mjo
ne
i
Sk
rir
>\l

10|Ct. socket®| pending error = ECONNRESETC 2 ML socket2

3. keep-alive probe0i| CHS{ peer22EH SEO| 9= ZR. Berkeley-derived TCP= SEH=

QEBLY7| L8l 75 ZtHo=E, 8JHo| FIIEQl probeSS FMLBICL TCP= X HW
probeE &t F 112 15 MO0 SEO| 2X| & 42 sis Z7[stth

OtoF TCPO| keep-alive probe MEO0| CHs SEO| @12 d<L, socketl| pending error=

-rr

ETIMEOUTS 2 M- L0 socket 2 close=ICt O X|2F THQF socketO| keep-alive probe
= & otHto| tiet SEL= ICMP errorg S Z%, CF22| error?t CHA ghghEICE (O
2|11 socket2 closeX=ICH. O] A|LIZ|20A YLEIAE QI ICMP error= "host unreachable”Z,
peer host7t unreachable 3iCt= ZAE  LiEfL D, 0] AL  pending errore
EHOSTUNREACHZ A HEICt network failure EE= remote host 7F crashk|11 last-hop

routerZ} O] crashE ZUX|ME B Z5 0] 027} EAl=ICt

A

O] MO L& peer host7} crash|J=X| & unreachable #Ef()7} Z|YF=XE EX[St= A

rir

O|Ct (e.g., dial-up modem connection drops, power fails, etc.). BtQF peer process?} crashz|™,

process®| TCP= WZAS Eof| FIN & &4lg 20|11, 22|7t select2 A EX|& 4= QUCt £

rot

O|sfisliofar A2 O™ keep-alive probe=0|| CHSHA = SEO| GICtH(scenario 3), L2|= peer
host7} crash&|®UCt= AE EZY £+ 8, TCP= Rzt g2 TEY & Ut HR

=
intermediate routerZt 152 SQF crashZ|O{A, O A|Zt ZtA0| LAHTA

Ho
L]
=
o]
[%2]
9
1o
~
o
)
§e
Qo
<
@

probe ZtZ0l 112 15%E &H3| HoiAS +& UCh AM O] 752 FA=el HZES 5=
ANZ = U7 20| "keep-alive"2t HZ27|ELC} "make-dead’'2tl EZ2&= Zi0| O HEY &

f.

[

$Q

146



0| O SHS AFSHITL JK|DH Bro}

U, Es

0| half-open connectiong& EX|s A

crashk|

2 ZSEO0[AENME ALET =

A< 7|CHE

UXL, EE AMHOAM AE

B, MH process= 1 20| Cis BO2 X %
Z10|C}. O|ZdE half-open connectionO|z}

T=2AIE AOIL,.

Z2I0|AHE hosto| HZO| dropk|7Lt, power

sch. eSS TP 91z

O ezl AlZtE

235t

g A0|d, MHE EU=E =

22T} keep-alive &M

o

—

HHE MHE, £E9| FTP AHE2, E€ % 2 tHRIZ, application timeouts X S$HCt 0| timeout
9| application LE 2|, 25 read & ZX0f|A, S2}0|HEQ| Ctg HHZ A MHA O|FO{FICE
0| timeout2 O| socket SME E$HS}X| QU=CL application0] XIHESZ timeoutg FSHIMCIH
O|AZS 23| Mg &= U7 W2, of E2 A2t S2to|AELte AES MHst= H &
oz o F2 Yol
J8 7.60|= TCP HZO| CHE F end0f OffH AO| W7|H 2|7} LOtop & CHAet L#SO|
QAL QJACE 2|7t "using select for readability’2t1 Lat 0=, O{H socketO| readable3tX|E
2018t 7| |8l selectE = &EICH= <|0|0|LC}
Scenario Peer process crashes Peer host crashes Peer host is unreachable
Our TCPis | Peer TCP sends a FIN, which Our TCP will time out and our Our TCP will time out and our
actively we can detect immediately socket’s pending error is set to socket’s pending error is set to
sending using select for readability. If | ETIMEDOUT. EHOSTUNREACH.
data TCP sends another segment,
peer TCP responds with RST. If
TCP sends yet another segment,
our TCP sends us SIGPIPE.
Our TCPis | Peer TCP will send a FIN, which | We will stop receiving data. We will stop receiving data.
actively we will read as a (possibly
receiving premature) end-of-file.
data
Connection | Peer TCP sends a FIN, which Nine keepalive probes are sent | Nine keepalive probes are sent
is idle, we can detect immediately after 2 hours of inactivity and after 2 hours of inactivity and
keepalive using select for readability. then our socket’s pending error | then our socket’s pending error
get is set to ETIMEDOUT. is set to EHOSTUNREACH.
Connection | Peer TCP sends a FIN, which (Nothing.) (Nothing.)
is idle, we can detect immediately A
keepalive using select for readability.
not set

<72 76> CIYSH TCP ZAES solsty| ¢

147

0x
1
mn



SO_LINGER Socket Option

0] M connection-oriented protocolE 2|8l close®t=7I {EH SAEX|E X|™HTICt (e.qg.,
TCP 2t SCTPE <2|dll, UDP= OtY). 7|2XHS 2, close= ZTA| Z|EHSEX|BEH BFF socket send
buffer LIL 0| O HO|E{2t= A& HOFQJUCHH, systemD 1 dataE peerOf Al MESH Z0|Ct
SO_LINGER socket S42 Q2|7 0 7|232 BZT + Y7 o ZCh 0] S42 user process
Qt kernelAtO|0f] MEELE|= LCFS9Q| structureE EQRZE SHCE 0| structures=  <sys/socketh>E&

includegto 2 4 ™ o|=IC},

struct linger{

int 1 onoff; /* 0=o0ff, nonzero=on */
int 1 linger; /* linger time, POSIX specifies units as seconds */
}i
SetsockoptE ZT=ESIH £ 79| structure member£9| Zf0| [M2tM, CtS M 71X ALIE|2 S

stz ofofFICk:

1. 2 Lonoff7} 00|®, 542 HECL Ilingero| gt2 FA|Z|D OO0 =23} H TCPO

7|2 Zxto| MEEICh close2 ZA| 2|HEIC]H

2. |_onoff7} 00| Of:l ZtO|1 IlingerZ} 00|™, TCP= AHZAO| closeE M HAL abortsiLt.
0] 22, TCP= socket send buffer0f OFZl HotQl= dataZ H{2|1 peer0f # LA Ol
four-packet connection termination sequence C{4l, RSTE &418 Z40|C} RSTE &4l5t=
4O 2 TCPO| TIME_WAIT state2 m|gt 2= QIX|Qt 0| A &toZ MW, 2MSL = otoj o] o

Z0| CHAl Y8 g S=2E FEY A O[T = segments0| Mz F2E A

42 Zx 352 7Isdo| ULk
3. 0teF |_onoffZf 00| Ot Zto|1 I_lingerZt 00| O ZrO|™, socketO| close® [ kernel

2 HOoIAS ZAOo|Ct O] &2, socket send buffer0f O{fH C|O[E{2t= OFX HOFRUCHH,
process= ChZ2| 42t0| wigt W7tX| sleep MEfE & ZO|CH ()ZE HIO[E 7} &AL
1 peer TCPO| o8l =HQEUS HLR, E= (i) linger timeO| ZH|EUES HL. TOref

socketO| nonblocking@ 2 ML QJARULCFH, process= linger timeO| 00| OfL|EHEtE,
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closeZt 2t2E|7|E 7|Ct2|X| 84S ZAO|Ct DHoF 2 dataZt S4Ix[1 2ol 27| Hoj
linger timeO| 2t7|E|M, close= EWOULDBLOCKE Ht2t5l1 send buffer L0 Y2 Of

© OO|HZtE HX|AH 7] E0, SO_LINGER ZSMOA 0O 7|52 AT O,

applicationO| close®| Htz=tZtS =018 A Sl= Z40| & QSICt.

F2l= Ol 27t &HE CHY¥et AL 28 E socketOf A closeZt F=HotA| QA 2[EE[=

XNE 5 =7l QUL RE|= ZS2I0|YUET} socket@ 2 dataE writedtl closeE T=SHCHD 7}

o
=2
Mol 18 772 7|12 M2 HY

o

olot

C}.

M

client server

write data
close ”: data queued by TCP

close returns
ack of data and FIN
// application reads queued data and FIN
‘///E/IN’/ close

a

ck of data ang FIN

<18 77> close9| 7|2 Tk ZA| 2|H

o= S2H0|AEQ dataZt =AYS M, MH7F YA[H22 HiE JE{0|1, Je2fM data?t TCP
of

9| socket receive buffer0|| =7}E|{CHD 7FHSICE H|

o

SHA, CHS segmentQl, 22t0|1E Q| FIN
Sl socket receive buffer0f Z7FEICH (O] HIAIO 2 EX| 1&2 FINO| QIZAS E3 2Alg|QiCt
£ g 7|5, 2 J|2XoR, 220[AEQ closes FA| B|HBICL 22|7t 0] ALtz

= 11— ==

QoM EOFXZ0|, S2I0|HEQ| close= A7} RtAIO| socket receive buffer LIEOA Y

rlo

dataE 97| Mof| 2|EE £ QUCt OAHHEE, M SAEJ} MH application0] Y2 datag &

N

M™Of| crashk|, E2t0|AHE application0| 0|HE HOi| LX| £ 7t540| ULt

E210|YME= SO_LINGER socket SME MMA, ofH AF==9| linger timeS X|™¥& %= QULCt O]
AL, S20|YUEQ| closex= =ZI0|YUEQl ZE datal FINO| AH TCPO| Q|8 =tOIx|7| FIHX]

= 2|E5HX| etk 22l A8 7.80M O|AS EOjELt
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client server

write data

close Wt data queued by TCP
ack of data and FIN
el s ‘///’— application reads queued data and FIN
i oLibe B s el

a

ck of data and FIN

<& 7.8> SO_LINGER SM0| d™EE|0 AL IlingerZt ol 74 [fQ| close

oz|lof U= 7|2Hel AL, SO_LINGER socket FM0| AHE[Of QUZS [Mf, close?t HSHC=E
ST ACH= A2 22|00AH 227t S4l%t data (A2 FIN)Zt peer TCPO| 2|sf ZHQIE|RUCtH=
A Q2 L2{FCt peer applicationO| datag AJ=X[0f CHsiA = L2{FX| L=Ch THef f2|7¢

SO_LINGER socket SME MHGIX| UoMH, 2F|= peer TCP7} dataE QI =X & = QiC}.

=

MH7t dataE QYRUCH= A2 SEO|AEZL & = Ues W F2| StLt= close L4l shutdown

o

SESID (5 YR argumentE SHUT_WRZ d}11) peerZt GZAS| BO|M closeE SESt= A

= ZIt2ls Aotk 2= O 790|M O] AlLZ|E E20jFEL;
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client server

write data
read blOCks \ data queued by TCP
reads queued data, processes data

1 byte of data (apphcatioﬂ ACK) writes 1 byte (application ACK)
close N, ack of 1 byte of data
close returns ik
EOF to application
ack of FIN
e

ack of FIN

<&l 79> peer7t 22|9| dataE £AIYMCE HE 27| 8 shutdown AL

of ag8lg a8 771 781 Hlus| = W, 2= HENM 22| F| endE HOH 3= &
Z=(close EE= shutdown)@t SO_LINGER socket SMO| MMEE|A=X|0 kA, 2|EO| M ZFX| Ct

2. closes= 2|2 FINO| CHet ACKS B+& My77HK| HOrQICH (a2l 7.8).
3. read Ct30| 2= shutdown2 2|7} peerl| FINZ gH= [§77tX| Z|Ct2ICH (A& 7.9).

peer application0| 22|9| datag AY=X| & = QY= CHE HEHE application-level ACK, EE=

k

application ACK & Ar83t= ZAO0|Ct

=2

| =0 L3t 20|, EEI0|PEE datag AH 0|7

A
o

At read2 3t byteQ| data® 7|CHRICH

char ack;
Write (sockfd, data, nbytes); /* data from client to server */

n = Read (sockfd, é&ack, 1); /* wait for application-level ACK */
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MHE= S20|MEZEE 2 data2 A1 3 byte| application-level ACKS M&SHC}:
nbytes = Read(sockfd, buff, sizeof (buff)); /* data from client */

/* server verifies it received correct amount of data from client */

Write (sockfd, “7, 1); /* server’s ACK back to client */

el 22t0|UEQ| read?t 2[EHMS M, M process7t 2|7t £ HO[HE ZUAL= AS
SYUUACE. (MHZL SE0[AEIL o= FE9o| datag Sulot=X €1, E= O7|0|M 227t
HOFX| 2=, O application-defined end-of-record marker7t QCt= ZHdE 7P sHCt) of 7|0,
application-level ACK2 0 byteX|Zt, 0| byteo] L& CIE MEIE AMHEEE ZS20|AUEA

HEsts o MEE =+ ULk

client server

write data
read blocks \* data queued by TCP
/W
reads queued data, processes data

1 byte of data (apphcatioﬂ ACK) writes 1 byte (application ACK)
read returns 1

FI
i N 20k of 1 byte of g
close returns S
ECF to application
ack of FIN
‘///HN// close
ack of FIN

<22l 7.10> Application ACK

SO_OOBINLINE Socket Option

0] §M0| MM E|H, out-of-band dataZt normal input queue(i.e. inline)0f| ¢|X|stAH = Z{O|C}. O]

42, &4 g9 MSG_OOB flag out-of-band H|O|E{E &7| sl AtEE =+ QICH
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SO_RCBUF and SO_SNDBUF Socket Options

E socket2 send buffer@} receive bufferE 7[X|D QICt L2|= 2%H0|A TCP UDP 2|1

SCTP2| send bufferg2| =2 HAl0f CHsl 7|=3UCt

receive bufferS& applicationO| datagE 47| F7X| =4 22 HO[EHE 7tX|12 U= O ALEH
C}. TCPOJA, socket receive buffer LHEQ| AMR 7tsst Z7t2 TCP7F CHE Z end0| Y=
(advertise) = U= windowE H|BHSICE TCP socket receive buffer= peer?t advertised window&
HL data® LAISIEE &|7F 2HX| A7 20| overflowZ £ giCl. 0]Z10] TCPo| flow

=

controlO| 1, Ttk peerZ} advertised windowE FA|8t1 windowE HO{M dataE LAISHH, =

Al "l TCPL= 0| dataE H{Z2IC. UDPO|AM, EX|ZH socket receive bufferO 2UX| U=

rlo

datagramO| E=%t6lH, 1 datagram2 HZ{XICt. UDPE= flow control& 7tX|X| Q= Ch= ARA
7|q5tat WE ST 28 fAUXE YEoiA, A= UDPO| 2f3f datagram=0| H{HE
= UCEH AMY, #E S4X= XAl network interfaceE L EoiA, SAXE XRAO o[k

datagram=0| H2{X|H & = QUC}

O] & socket SMEL 2|7t 7|2 2752 HMBY + YA of FC 7|2 Y FHS w2t

oo Xto|7t ULCE 2=l Berkeley-derived 3= TCP send?} receive bufferg2| 7|24t

in

4,096 byteZ2 ™IS ZHO[X|Tt Z|Z9| system= 8.1920{ A 61,440 byteAtO|o| Of{fH ZiO|E,

2 72 AMR3ICE UDP send buffer size= DTHOF host7} NFSE X|3HCHH 7|27k 9,000 byte

rH

X2 & Z40|1, UDP receive buffer size= 2E 7|27t0| 40,000 byte 2 O|LC}.

bl

A0| S5tCt

rir

TCP socket receive buffero| 3 7|2 MAs [f, &t E0| =ME X}

server

: —
client —
-

A
[
o
~
'_l
'_l
A\
e
In]
=
1o
(%]
D
(@]
3
D
-]
=3
i
N
nA
>
30
rr
_|
(@)
v
e
iy
=
©
o
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SO_RCVTIMEO and SO_SNDTIMEO Socket Options

N

—

O] & socket FME2 socket =41t SA0|A timeoutS

9| argument=, selectdf|] AFEEZ|YE argument@t OpEFEZEX|Z timeval structure®| EOQIEZt=

Z&23}2}. 0| structure= 2|7} timeoutZ

A R=X

Z|= structureQ| 4+

0 second®} 0 microsecond2 A™HEtO

Ch 7|2 2= & timeouts 25 H|gdstelCh

41 timeout2 CHo| CiA input B450| Yekg =Ch: read,
recvmsg. &4 timeout2 CtS9| CHA output =0 I
sendmsg.
SO_REUSEADDR and SO_REUSEPORT Socket Options
SO_REUSEADDR socket M2 || J}X| CHE 252 AREICH
1. SO_REUSEADDRZ HMuX o=z CtZHt 22 MEO|M ALEEICE
(a) listening serverZ} A|&tEICH.
(b) ¥Z 27FO| A6t O] SE0|UEE

(c) listening server7t ZZEICt OAHX|2F childe HOI/e A

T2 of =0t

second®@} microsecondZ X|™E &=

ZM timeoutZ H|ZHH3IA|Z

oM A%

- =

socketopt &=

L

UAA B =Et

A
T A

4o

readv, recv, recvfrom, 12|11

FS &=L} write, writev, send, sendto,

Mze|st7| {8t child process7t A4 =T,

ZetojdEE

_—=
ME| ABHCE
(d) listening serverZt X A|&tEICE
712X o Z, listening serverZt socket, bind, 2|11 listeng SETOZMN (d)O|M THA|ZEHE!
[, bind &=L listening server?} ZXst= HZAO|T0| MMEl childo 2I3f Zt2|E|=)o

Ho| TEEZ binddt3d D A|ES}7| D20 AGYSCh 12 X|TF OKQF serverZ} socketd} bind
&% AFO|0f SO_REUSEADDR socket 2MS AMMsIM, £|o| st4= M T Z{o|Ct. RE TCP
server&2 O &&0|A server?t THA|ZE|= AE & 83H7| Q5 O| socket M= X|JdHOf

rot

bt

2t
<]

SO_REUSEADDREZ instance?l AMZ2 LCI2

_..
O
[y

L==e)
=}

—
—

wildcard addressOf bindEl serverZ M ZTEQAM AlZE|=

TCPE At M, 22|l= ST IP address@t =St portE
binding H= O12f 7HO] MHHSS MO§Z AIRAIZ % @iCt O]
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local IP address&

bindst=3t A serverZ}

AE o8l =L

bind: completely duplicate
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213 SO_REUSEADDR socket M2 AL} StEEtE, 198.69.10.2 port 802 bindSl= AlH

£ A&t Bk 198.69.10.2 port 802 bindst= CHE MHE A|Zg &= QiCh= SEO|C

1=

HOtAMO| 0|2, HH operating system=<2 0|0| wildcard address2 bind &£|0{ Q&= port
oot ULt o &2, A7|0AM 7|&E =MZ2| bind=
E Zxi8IX| &S Z40[2t= o|0j0|Ct O3 systemOf A,

wildcard bindE otz A= HtEA| ORX[20] A[ZfE|0fOF otCt O[22 OffH <teo|XQl

ME 7t O{ system serviceO| 2|8 AR LD Q= IP address@t portE bindsfA HYSt 2
&2 7IEXNe= 2NME mst7| fsiAMolct. YEH o2 privileged portE AESHA| fi=

NFSOA E€5| X7t &lCt

SO_REUSEADDRZ 2} bind7} MZ LC}E local IP addressE X|ddt= & CEH process7t &2
portg 02 19| socket=0| bindst= Zi= {83l =Lt O|AE IP_RECVDSTADDR socket
SME X|YSHX| U= systemO A S2t0|HE Q™ E9| destination IP address& & ZQ7t

Q= UDP servers0| A EIXO|LCE.

TCP servers2 HZ0| establish=l 0| getsocknameE S Z=Z& S =ZM destination IP address
£ AL & = A7| 20 O] 7|&2 UtH o= TCP servers0| M= AFEEIX| =CH 1
= X2, multi-homed hostd] =38 Q= address=0| HEES N3] F7|E st= TCP

server= 0| 7|&2 ARE||OF DL}

SO_REUSEADDRZ completely duplicate bindingE &{&%tLC}: transport protocolO| O| A& X|

gt 0, &2 IP address?t portZ} 0|0] Ct2 socketOf bind%|0] UL O O] IP address@t

portZ binddt= Z{0|C}. 0| 7|5 UDP socket2 Q|s{A{Tt X|&=IC}

O] 7|2 #2 host Z2 applications0| Ol2] # HAE= AS AHAEdH7| I
multicastingdt &7 AFREICE UDP datagramO| 0|2 Of2{ H bindEl sockets & 3tLIE <
8 =AbshM, gHoF 1 datagramO| broadcast addressLt multicast address7t S X|2tH, O]
datagram@| SAtE SILt7L 2429 GhE socketoZ MEEICE O HX|TH OHF 0| datagramO|
unicast address7t =& X|2tH, 0| datagram0i SH= socket2 O] 77t RAOIA, O socket

0| datagram2 ==4I5|{0F = X|0f| Lot 2™ implementation-dependentO|C}.

155



L2|= 0| socket SME0| CH

ret

=9

i
il
mjo
E
r|o

ANz Qo 4+ Yck

1) 2E TCP MHEOM bindE Z=3}7| M| SO_REUSEADDR socket &M

mjo

%
oA
Ot

2},

2) Z2 hostOfAq] Z2 A|Ztof| o2 |H AHlE == U= multicast applicationg 2Hd gt

o)

[f§, SO_REUSE socket S M& AMAM™SID 1Z92| multicast addressE local IP address2

bindd}z}.

SO_REUSEADDRO||= ZAfAMOl EHOt 22X 7t QUCE Ttef o £ =0{, wildcard address@} port 5555
2 bindE|0] U= socketO] Z=X§st, Otk 2|7} SO_REUSEADDRE X|M8IH, RE|l= &2
portE LC}E IP address, 0| & =0 host 2| primary IP addressZ bind & = QUCt port 55552
22|17t 22|29 socketd| bind$t IP address7t SAX|Ql ZE 0|29 datagram=< wildcard
addressO bindE C}E socketO| OfH, 22|°| socketeZ TEHE ZO0|C} O] datagram=& TCP
SYN segment&, SCTP INIT chunkZ, & UDP datagram= g =+ QUC}

% & 2T serviceS, HTTR FTP 12|30 Telnetol M, 0|2 S0f, 0|2 MHES B ofote
port& bindst7| 20| O|HL 2M7t T|X| L=Ct mMatA, T2t 2= process?7t 1 portQ|
O AtM|SH instanceE bindste] A|EBHCHH (e, portE EX|= A) superuser®| HEHO| EQS|Ct

=
NFS=, O X[ O] 2| normal port (2049)7F O 2|0 UKX| AXZ| WE20| X7t 2 = UCH

SO_TYPE Socket Option

[©]
rII
i

| M2 socket typeS HIEIBIC}. HistE|= 47t SOCK_STREAM = SOCK_DGRAMZS

ZfO|Ct. O] F M2 O process7t A|ZHE [ff socketS ALZHZ B AR EICH
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7.4 IPv4 SOCKET OPTIONS

0| socket M= IPv40| 2|8l X2|x|1 IPPROTO_IPO| levelE ZtZICEH

IP_HDRINCL Socket Option

OFOF raw IP socket22 2 0| FMO| MHEL|H, 22|= raw socket@ 2 FASl= 2 E datagrams

f

O CHoi =Xt=Ql IP headerE THEO{OFT otCt YHIMO =, raw socketg & S4lkl= EE
datagram=<2 kernelO| IP headerE PH=O{FX|2t HE applications2 IP7} £E7 header fields

of RS HSS HoiM| 9B SAHQI IP headerS THELH
O] M0 48&H, 2= &AXS IP headerg THE = UX|TH CHZ2| 0 2[F0| ALK
> IP= YKL} IP header checksumS A AtSELD X 2L

> Orek 2d|7t IP identification fieldE 092 M7H3IH, kernelO| A O] ZHEE MH™H3ot ZO|Ct

> P FMES HHss AL implementation-dependentd|LCt.
> H field=2 host byte order 0|11, HEH 2 network byte order2 I0{0F BtC}.

IP_OPTIONS Socket Option

of F8& 2dst=s A2 2|7t IPv4 header LHEOM IP FHSS 28 = UA 8l ELt 0f
=42 IP header L{FO| IP FH4S2| Y40 CHet sietct X|4l5 ZR=2 ottt

IP_RECVDSTADDR Socket Option

0| socket M2 =4l 22 UDP datagram@| destination IP address?} recvmsgOf 2|3l ancillary

dataZ BtotE| = & S0}

IP_RECVIF Socket Option

0| socket M2 UDP datagram2 =4l 2h2 interface®| indexE recvmsgOf 2Jsf E X G[O|E

2 uistg| e 2 Bict
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IP_TOS Socket Option

0] M2 2|7t TCP UDP &= SCTP socketZ2 2|3l IP header LJ|E9| type-of-service fieldE
A = UA s =Lk BHef 22|71 0 FHEZ 2IsH getsockoptE ZESIHH, IP header L{F0j

M DSCPet ECN fieldS0| fIX|of UAS X #s (1242 00| HratElch 4 g

— [ — =

rlo
<

datagram®| ¢{= 7IME Y2 EXotXA| L

application2 prearranged serviceE Ht7| 2|8 DSCPE network service provider?l EAsH Zfo
2 AH™sr £~ QICH RFC 24740) ™Holx|0| Q= diffserv architecture=, 7|Z&2|(historical) TOS field
oloj cHsf A|otEl backward compatibilityPtE X SBtCt IP_TOS £ <netinet/ip.h>2| L{E=
(0l & =0 IPTOS_LOWDELAY EE= IPTOS_THROUGHPUT) 2 MHHSt= applications2, ALEXt

= -

7t X|'doHuser-specified) DSCP Zf=2 O+l AFEGl|OF SHCE

IP_TTL Socket Option

0] SME A838IH, 22|= systemO| FO{Xl socket@ 2 £ AlE|= unicast packetS0| AMES}

rir

712 TTLE d7dstn 7tM2 == RULCL (multicast TTL2 IP_MULTICAST_TTL socket SMZ2 AtE

rot

Ct) OJ& =0 4.4BSDO|A =, TCP2} UDP socket Q2 2 649| 7|E4fS A2t raw socketZ S

!l
N
Ul
an
i
>
ol

StCh TOS fieldo| Al QF ORXIZEX|Z, getsockoptE T EBIH systemO| outgoing

datagramZ0] ALEE fieldo| 7|&27t0| BtebE Z40|Ct =41 Bk2 datagramOA| ZtS ¥S = U

ICMP6_FILTER Socket Option

0| socket M2 ICMPv6O| olsf M2|=|1 IPPROTO_ICMPV6S| levelZ ZtZILCE.

0] SME 256719| 7t&%t ICMPv6 message types & O{fH Z0| raw socket 22| processZ T
SHEl AQIX|E X|™Ste icmp6_filter structureE 7t 10 AT = A 8 =Lt

158



7.5 IPv6 SOCKET OPTIONS

0| socket SME2 IPv60| 2|8 X 2|=|1 IPPROTO_IPV6Q| levelE Z}RICE 2= IPv6 socket &
MEL RFC 34931 RFC35420) ™Mo|x|0f QUC}.

IPV6_CHECKSUM Socket Option

0| socket M2 checksum field 7} QX[5} U= AR Xt H|O0|E{Q| byte offsetZ X|™THCE Ok
0| Zf0| non-negative2t™, kernel2: (i) 2= outgoing packet=0| CHsl checksumE AAtStn XA
Ztgk ZOo|Ct. 2|:, (i) input Al =182 checksum& 2HQISHA|, SR SHK| U2 checksumE

717 mjZlE5E HE(discard) ZAO|Ct. O] M2 ICMPv6 raw socket=& X|2stl, 2= IPve

1%2]

(@]

(@)

a1
@
mn
=2
0
oot
o
a
rat

Ct. (kernel2 &+t IPv6 raw socketE& 2|8} checksumS AASED XZESH
Ct) Btek -19| Zro| X|HE|H(Z|2Z)), kernel2 0] raw socketE E3| Lt7I= outgoing packetE
O] CHSH checksumZ A AHSEALE MESHA| @fE ZA0|n =4l B2 packetZ0f CHSH checksumE

HAASHR| & ZAO|Ct

IPV6E AtE%l= EE protocol&2 A2 Q| protocol header® checksumE& 7tX|1 JUS ZAO|LCH
O|& checksum&L source IPv6 address& checksumQ| LEHZ ZSHSI= (YEIEOZ raw socket

S IPv4Q}t AMESHAH FH =l B E CHE protocolE1t= Ct2H) pseudoheader (RFC 2460)2

i

St QUCt applicationO| source address selectiong =257 2ol raw socketE AtESt= A

mjo

ZHst7| ECLC}, kernel0] O|AE 3l checksuma AAtStD X ES|A  standard  IPv6

pseudoheader®]| S&tA|Z Z40|LC}.

IPV6_DONTFRAG Socket Option

0] SME MMM UDPL} raw socketES Tt fragment headerQ| A3 & 10| H|ZMH3IEICE
O] M0 dHEY= M, outgoing interface®] MTUEL} 2 output packet=2 drop& ZO|LCt

packetO| path MTU en-routeE XFIISX|E BE27| 20|, packet® &AISH= system call 25 E
O ofg{z gretE Zerb gith CHAl0f, application2 path MTU H3L0 CHEH 27| 2[BHA

IPV6_RECVPATHMTU M2 £HASIA|7{0F BHL}.
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IPV6_NEXTHOP Socket Option

0] M socket address structure2 O{fH datagram2 2%t next-hop address& X|dd}1,

privileged operationO|C}.

IPV6_PATHMTU Socket Option

o
o
|'>-
rlo
nx
oz
1
1>
rir
£Q
H
N
R
o
4
=
30
i
o
o

ME 7t M, path-MTU discovery2 ZA7d

0] M2 AHsIH =4l H2 D= IPv6 destination option=0| recvmsg0f| 2|8l ancillary data2

gretr| = 5 X gttt o] 5482 7[=422 OFFO|Ct

0] M8 MNBIH 24l 22 hop limit field7} recvmsg0f 2|8} ancillary dataZ Htstz| =2 X|

HMEICE O] M8 7|23t 2 OFFO|LC}.

IPv47} Al 82 TTL field2 g %= 9

rir
0%
IE
rlo
0
iml

0] SME MHPSIH =4l 812 D= [Pv6 hop-by-hop optionsE0| recvmsg0]| 2|3l ancillary data

tu
rE
ot
mn
H1
Jhu
A
o
pull
i
o
mlo
=
rlo

7| 2422 OFFO|LC}.

0] M2 A O pathd CHSH path MTUZF HAE AL recvmsgOf 2|8l ancillary dataZ

S| = X[Geteh (O 37t datake 810)).
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IPV6_RECVPKTINFO Socket Option

of 282 ddstH =4 22 O™ IPv6 datagram0i CHsH Ct2 F 72| HEI}F recvmsgOf 2|5H

ancillary data2 HtatL| =& X|™EIC}: destination IPv6 address@t arriving interface index.

IPV6_RECVRHDR Socket Option

0] M2 HMGIH =2l B2 [Pv6 routing header’t recvmsgOf| 2|3 ancillary dataZ® Bt

£ XLk O 82 7|22 = OFFO|C}

IPV6_RECVTCLASS Socket Option

0] M2 MHEGIH =4 B2 traffic class (DSCP2} ECN field&2 ZE&std Q=) 7t recvmsg|

Ol8lf ancillary data2 Htztz|=2 X|HEICt O] M

[ =

rlo

7|2Zt2 2 OFFO|C}

IPV6_UNICAST_HOPS Socket Option

O] IPv6 SME IPv4 IP_TTL socket M1t SAISICE O] SME MASHH socketS E5|

of>

Me|l=
outgoing datagram=0| C{$t default hop limits X|d3St, O| socket ME 7t 2™ kernelO|
socketE2 ol At hop limite| ZrO0| Btst=ICE 4~AlE2 IPv6 datagramOf CH$H AX| hop limit

field= IPV6_RECVHOPLIMIT socket &M2 AtEd|

x

o2 + YLk

IPV6_USE_MIN_MTU Socket Option

of &4

—

o

12 MHSIH path MTU discoveryE $dSIX| &G SAMEE  packets2
fragmentation2 L|3}7| S minimum IPv6 MTUE AL28IA SAEEE X|HEICE 0 SME 0
oz MAH™SIH B E destination0 CHSH path MTU discovery?t = =ICt 0] FMEZ -12 HAHGt
M unicast destination= 0| CHsll path MTU discoveryE &3S} X|2t multiple destinationg 2 &4

& M minimum MTUE AF2SIEE X|™EICE 7|EZYo 2 -10|C}H
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7.6 TCP SOCKET OPTIONS

TCP 822 += 5 79| socket SME0| RJALCt 22Z|= levelE IPPROTO_TCPZE X|HSICt.

TCP_MAXSEG Socket Option

0| socket @Me 2|7} TCP HZAE 9Bt MSSZ 7P 7L} St & QU o) ZC}. Histg=
e 2|9l TCPY} C}E end2 B4 % 9l datad Arjgolth 25, of g2 falel TCPIt
peer7t S| & MSS ghmCh O T Ztg MeSIX| @& 3t CH2 endo|M SYNI} | S=
i 2 MSSZ{O|CL Btef O ZtS socketo] AIZE7| Mol JHMeM, grelgle Zte gho Cfz

end2 £ E MSS 40| =&KX gHAS F20 AHEE 7|=40ltt

ESH YotFoioF & Aoz HhetEl ZHEC) 22 gf2 e, ol =0, timestamp ZM0| ALE
=g W MMz AFEECH HLFSHH O] 42 ZF segmentOijA| TCP Z442| 12 byteE AHX[5}7|
[§-Z2O|Ct. Ttk TCP7} path MTU discoveryE A% AL 2|9 TCP7} Zt segment & & AlE

4 9l datad] ACh YO ek AHO| KBElE SO B 4 QICh BOf peer29| routed

s

22| 0| socket M2 EESH application0f 2fsf AEE = QUCtD HCL O|A2 EE systemOf
M Zts3t A2 OfLChH o M2 {lelf read-only SMO|QUCt 4.4BSD+ applicationO| O] Zf2
LAAF|EE Hototth R2|= 22 S7tAIZ = GICh O] SMO0| TCP7t ot segment™ &4lgt
& UAe datao| ¥E HOSH7| WHEO], applicationO| O] gt F7HAZIX| XSHAH SX|ote A2
HEZ2HE|SICE HZ0| establishz|™, O Z+2 peer0f 2Jsf S&2E MSS FM0|1, L2|&= O] 72

Zatgt = QICt. 2|9 TCP=, O X|T peer?t SESH MSSELH 22 segment= AX|LE S

TCP_NODELAY Socket Option

oror 2YE|H, Of M2 TCP2| Nagle algorithm= H|2dotA[ZICL 7|2 AHE2=, Of #12lFE
= gdet 5o Ut

aad

Nagle algorithm?| SX 2 WANO|A small packetE2| =& &E0|= ZAO|LC}. algorithmQj A= Tte

FO{2l HZO| outstanding dataE 7tX|0 RUCHH (e, £2[Q| TCP7L A, HXY =S 7|Ct
2|0 QUe data), EXst= dataZt =HQIE|7| MK HZAOM O small packetEE ALEX}Q|
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write ZHQ10| CHBE SEo 2 SAIE £ QiCtn 7|astn QUL "small" packet| Mo|= MSSHLC}

O

I

O

It2 B E packetE O|0|StCt. TCP= QX|LE 7tHs FX|CH 2719 packetZ2 &AISICEH Nagle

r
r

algorithm?| S&2 AZNAM AKX 2tz o2 7H2| small packet=0| outstandingk|= A= BHX|S}

Z0|L}. small packets S d'dst= F 7HX| 02 Rloginit Telnet ZE0|AEZ0| UL, 0|2

rir

QHtXM o F Zt keystrokeE E2|=l packete 2 HAEH7| MR O0|C fast LANOA, 22|= O|& &
2tO[PIEE ALE3IHA Nagle algorithma OFXf2[X| XL QHLFSHH small packetO| =Qlk|7|
TR 2Rt A7tz BE& R millisecond0|?7| 20|t - RE[7F & SXE HEH2=Z ERO|[HS]
= AlZtECH EN BCE OZX| 2 small packetO] =QIE[7|7tX] R =7} ZE|= WANOA, 22[=

character echoingdj delay7t RSS2 LOtXtE 4= UL, 0| delaye EE Nagle algorithm0f 2|5

n
ojo

(e}
=
mjn
]
i)
el
HL
Pl
4o
m
rir
2
P
u
>
|0

| 2X2 "hello!"E Rlogindt Telnet 20| E 2

SO, 2t 2t G Heo| 250ms 24202 EfO|LLL AB{Zo| RTTE 600 mso| Abi 2t

Ao

Xl echoE HA| S4lgtch f2|= ZE0|AELQ| ZXt0| it ACKO| ZX} echolt €A 22t0|
AEO|A CHA| SAUEQJACtD 7PEStD S2H0[HEZE ME Q| echodf Cist S3EH2=Z H45t=
ACKEE BAIBICE (2|= Al & delayed ACKS0| CHsl O|0F7|gt ZdO|C}) Nagle algorithmO|

H2tgete|QUctn 785, f2l= 38 712000 EOX|= AXNE 12712] packets2 R=Ch

e—m 250
l—»= 500 —

I—» 750 —

; /\//

o—m= 1000 ——__
\
— 1250 ——<
\
1500 ===
1750 ——
|
2000 ——

<12l 7.12> Nagle algorithmO| H|2Hdst=l MHZEEH oA 749 2X=0| echoZICl.
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Zt 2t 1 AHZ IiZlE ol &4 EC data segmentE2 AF0M QEZS=Z, 12|11 ACK
=2 LERNAM pZoz BLUTICL
OHOF Nagle algorithmO| ZtM3lz|H (7|2 SZh), 22|= 12 7.130] 2ol= ZHNE o 749

packetzZ =Lk R #M A= 3 XM 2 packeto] EOf SAEXT, ChE2| & EAtE2

o>

ME|X| A=t HZAL outstandingE @l small packetg 7HX|D U7| TEO|C} time 6000f, A H

W ZAte| echolt &, X HM packetOf CHSH ACKO| f=4lE|RAS Y, Of & packet=0| &4l

Ct. O] packetO| time 12000f ACKE|Z| M7tX|=, O small packet= = O O|& SAIE £ QIC

—_

o —» 1000 —

| — 1250 —

1500 —

2000 —

2250 —

2500 ——

<12l 7.13> Nagle algorithmO| &M3t=l MHEZEE A 7jo| EXI=0| echoZICt.

Nagle algorithm& E& LCtE TCP algorithmit Mz ZHE3%ICE delayed ACK algorithm. Of

algorithm2 TCP7} datag 4l RUS 42 AKE HIZ UK HES ot Cfalof, TCP=

no

M 74| AlZt (25 50-200 ms) SOt 7|CHE $ ACKEHZ SAIE HOIC Of &2 2tZ9| A

0
SO peer2 LCA| M&T dataZl UYS 0|10, ACKE datall &7H piggybackZ|0f, $F 749

S

TCP segmentS EoY = Utt= 3YO0| AL O|H2 EE Rloginit Telnet S20[AEQl FL
O[C}, QLISHH MH= CHNZ SEHO[UE o3 S4lE Z ZAtS echostl, Z2t0|AEQl Z

Xtof CHE ACK2 1 2X10f CHst MH Q| ACKZ} piggybackk|”| & O|Ct.
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=M= ACKS0| piggybackE = & Bt YL 29| trafficg YHSHK| = MHE 7HT Lt
2 Z710|9ESO|C) 0|21 22I0|HESS MH 9| delayed ACK timerZ} BF7| = My7x| 220
E TCP7t O{H datak SAIGHA| S 0|7 IE0| =0 L= delayE EX | = UCh o|H 2

2O|AE S22 Nagle algorithmE H|ZHHSIA|Z B TCP_NODELAY &/M0| T Q3}Ct.

Nagle algorithmid} TCP2| delayed ACK 1 LA A 285l LCHE HEfS| Z2I0|PEE
single logical requestE %2 RS2 MHO|H &4dt= S2H0|QIEO|ICL O E S0, ofH Szt

O|AHET} 400 bytel| requestE At4lo| MHZE &415H= O, 4 byteQ| request type F 0 396 byte
9| request dataZl QUCt 78 =Xt 2HeF Z2tO|AHETL 4-byte write F|0f 396-byte writeE 4=
WO, £ @A) wites M| TCP7} 4-byte writeS 20I3}7| RIHXIE 220 E TCPO| |3}
MEE|X| &2 ZAO|Ct =3 AH application2 Y2 396 byteQ| datagE 27| MIHX|&= 4 byteQ|
datagE 77X Y & 5= 97| {20, MH TCP= 4 byte data®| ACKO| X|HA|Z ZO|Ct (i.e

ME{O M 22t0|QIE R ACKT} piggybacksls datas ZXHSIX| 92 Z40|Ch).

OjH HE{o| SZI0|HEE XK= HY2= AN 7HX| YOl ACE

1 witeE & H SESE A writev) & AMBSICE writevE 3 H SESE 242 TCP
outputZ F H TESt= Y o ==dts A2 ELHA, O Zit 22(2] ofofA 3tLt2
=

TCP segment7} EICh 0|240] SAXQl sjZMo|C}.

2. 4 byte9| datall 396 byteo| dataE S}Lt2| bufferd| XMZESH F 0| bufferdf writeE $HH

D EDICL
3. TCP_NODELAY socket SME MHESID HZ writeE 5 B SE3ICE 0|HE % ATHO|
desirable solutionO| 1, network0] 3| SC}. UEtXMoOZ O] HtHL TNH X = U =C}|
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7.7 SCTP SOCKET OPTIONS

SCTPE I3t H|wX B2 49| socket SME2 (BX| M7|2 177||) SCTPZ} application 7=t X}of

]
>
(d
O
rr
o
4>
rot
0z
ul
1o
>
<
ujn
s
08
Ot
inl
Ho

2|= levelZ IPPROTO_SCTPZ X|’dotLt.

SCTPO|| st MEE &= O AMEElEs HE FME2 dataZt kermnelz2 MEE HZ 2730t
(e.g., association ID T12|11/EE= peer address). getsockopto] HE A S2 datag kernell{EZ

EE RE2 TESs AS X|SHA|R, E5= OfLCL SCTP APIO= Of XO|E =7|7] 2lof

-

sctp_opt_info &t=7} HO|L|0] QIC}L. getsockoptZt O|AHE X|5t= systemO| A, O] &s= ZHC

St getsockopt?| wrapperO|Ct. DX QfoM™, O] gt HRst &S =™HICL O{HEH =X}
MOl ioctl = MEZ2 system callg AFBSICH Z|CHEHQ| portabilityES [8f Q2= 0| SME

2 7t U Al scto_opt_info2 AFREH Z4g8 =ML

SCTP_ADAPTION_LAYER Socket Option

association initialization &0, &% endpoint 25 adaptation layer indicationg X|&8& = Q!
Ct. O] indication2 32-bit unsigned integer0| 11 O{fH local application adaptation layergt: £t

17| 8 & applicationd]| 2|8l At2E == QUCE O] FME caller7t 0| endpointZt peers oA

M| 3% adaptation layer indicationg 7t 10 MHSIA 8 =Ct.

O ZtS 7tM2 W, caller= local socketO] ZE future peerSOAH M3E oS 7IHS = US
Zd0|LC}. peer2| adaptation layer indication2 7K 27| {3}, application2 adaptation layer event

= S2 ROroF ott.

ujn

SCTP_ASSOCINFO Socket Option

SCTP_ASSOCINFO socket M2 M| 7HX| B0 =2 AIEE %= QC} (i) =X 5= associationd]| LCH
ot MEE JIM2+= O, (i) X St= association®| parameter& HASI= 0|, 22|10/E= (iii) Of
2f2| associationE @[ot 7|52 E785H7| {lsH. EXSt= association0f| Cigt SEE 7HN=
0§, sctp_opt.info &7} getsockopt CHA AFRE|O{OF FICE O FME  sctp_assocparams

structureE O =F Ht=C}
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struct sctp assocparams {
sctp_assoc_t sasoc_assoc_id;
u intl6 t sasoc_asocmaxrxt;
u_intl6 t sasoc_number peer destinations;
u_int32 t sasoc_peer rwnd;
u _int32 t sasoc_local rwnd;
u_int32 t sasoc_cookie life;

b

sasoc_assoc_id= A QU= associationQ| identification= 7tX|10 QUCE 2ZHSF setsockopt TH+&
s=sh O o] 7f0] 022 MH™E0f QO M, sasoc_asocmaxrxt@t sasoc_cookie life= socketOf| A
2oz M™E UES LIEMHLCE getsockoptE T ESHH DHF association ID7F NS E|H™

association-specific HEE0| Htztgl ZA0|CH DX &, ek 0| field7t 00|H, 7|2 endpoint

[

sasoc_asocmaxrxte= associationO| X|H&S 7|81, peerZt unusablediCh= ZAE EIstD

associationS Et7| MO 29l Q0| £8iEt M0l X

o
ot
i
i
J
B
H
20
n

sasoc_number_peer_destinations= peer destination addressE2|

i
N
A
kl
30
im}
o
EN
rlo
nx
oz

2+ 4 7tMeE AT JhSSi.

sasoc_peer_rwnde= HI|NK| SHEl peer9| receive windowE ZHX| QUCt Of g2 OtAINIK| &
Mgt = QU= data byteg2| & +=E LIEtHLCE O] fielde &XO0|LC} local endpoint?t datag &
AISHH, O 242 & ATHCt remote applicationO| =4l H= datag 912, 0| 4t2 F7t¢tct Of

U2 0| socket FM =0 2o HEE 4 GiCh

Skt d
= B

sasoc_local_rwnd= SCTP stackO| TAXY7IIX| peerOfH Est1 Q= loca receive windowE LtEL
(o]
o

HCE O] gf ot 5% 0|1 SO_SNDBUF socket =40 C}. O] Zt2 socket 2M &

—

ik

rir

sasoc_cookie_life= O remote peer2 5 E Ht= cookieZt YK S&ZSHX|E millisecond2]

T2 LIEFHCE peerOf|H &A=l 2H2tO| state cookies= replay attackES 2 X|SH7| s AtAlxof

ZHA = lifetimeg 7R QJLCH Z|=2ZHE 60,000 millisecondO|D O] &MO| sasoc_assoc_id 7S
002 Myso=M HAE + ULt
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SCTP_AUTOCLOSE Socket Option

0] SME2 22|7 SCTP endpointE I8}l autoclose timeS 7tHALt Ad™TEY 4= UA of =Lt

autoclose time2 SCTP associationO| idleQ! [f open AEfZ HOIRUOCI0F Sl= ZE£O| £=0|C}. Idle2

—

user datag SAMSIHLE =415t = endpointZt Ofl SCTP stackOf 2|sl H9|EICt. autoclose 7=

of | Of ALY

ShA
=

L

2 /[2¥eR H

0
5

autoclose M2 one-to-many-style SCTP interfaceO| A AR E|EE A= E[/UACH (9F). 0] FMO|
AP, O FH2= H{X|= F4= idle connectionO| closek|7| FQ| Z&O| £=0|Ct 02 Zt2
autocloseE H|2HdSIA|ZICE O] endpointOf| M A=l future associationEGt0| O] SMOf| AES

S AO[Ch 7[EQ| associationE2 A4 =9 HX| A7

o

QR|BHC}.

r

Autoclose= AMH7} FI71H QI MEfE e|gt He 0| idle associationEE closedt= 2 ZHH|St
71 I MEof el AFgE = QUL O] 7|s& At8%t= MH & ApAlQ| BE associationE 0] A
Oletzl= 7He 21 idle timeg F=o| A HItg ER7t ULt autoclose gf2 R ZHECH 2HA

MM SIH associationS2| premature closing0| ZHA#st Z40|Ct.

SCTP_DEFAULT_SEND_PARAM Socket Option

SCTP= EE ancillary data2 HMEE|7L} £ sctp_sendmsg & ZE (ES AMEXE 26l
ancillary dataZ HYsHs 2l0|HEE] SEE TSI SN AFRH & Us B2 HIINQ
send parameters2 7tA|11 QUCH B2 9| messagesS, S L3t parameters1} &) HAl5I0D

X} St= application, 7|2 parameter£8 A3l ancillary data tE= sctp_sendmsg =&

>
oo
e,
rir
P
mjo
1=
Ot
N
-0
feld
o

o
mx
njo
>
oo
et
>
30
iml
o

SME sctp_sndrevinfo structureE ¢

struct sctp sndrcvinfo {
u intl6 t sinfo stream;
u intl6 t sinfo ssn;
u intl6 t sinfo flags;
u int32 t sinfo ppid;
u int32 t sinfo context;
u int32 t sinfo timetolive;
u int32 t sinfo tsn;
u int32 t sinfo cumtsn;
sctp_assoc_t sinfo assoc_id;

}s
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ujn
mjo

sinfo_stream2 2= messageS0| SAE A 7|2 streamE X|™SCL sinfo_ssnQ| 7|2 ZM

MYt & FA|EICH recvmsg &4 L& sctp_recvmsg B8-S AFE8HA messageE

=
ne
fjo

[, O| field= peer?} SCTP DATA chunk L& 9| stream sequence number (SSN) field0f| d@2 %t

mjo

7R s Aotk

sinfo_flags= 2E& 0|29 message HAIS0 HMEE 7|2 flagEE L{FL} sinfo_pide ZE

data M&0|A SCTP payload protocol identifierE M™% W AFEE 7|22 X|&%tCt.

sinfo_contexte= peer2 HMEg = QY= message==2 7tHEZ2 [ local tagEM XS E,

sinfo_context fieldof| =2 7|& Zt2 X|™SHC]

sinfo_timetolivee 2= message A0 HEE 7|2 lifetime2 Lo{=LCt. lifetime fields= 1t
St delay2 QI8 (A =W T<Z O|MO0f) outgoing messageE QK| HE Z{QIX| 7| 8 SCTP
stackS 0| Al AFE=ICH Otef endpoint=0| partial reliability M2 X|&l¢tCHH, lifetime2 EETL

-
=
O™ messageZt H WM & O|= ANIKX| FETHX|E X|F5H7| /s A& E L
sinffo_tsn2 7|2 SMES AHEY M= FA|=CE recvmsg $H4: K= sctp_recvmsg 2
messageE Al [f, 0| field= peer?} SCTP DATA chunk LHE 9| transport sequence number
(TSN) fieldof| &2 Z+2 kX2 UAS AO|Ch
sinfo_cumtsn2 7|2 SME8 MHEY M= ZA|EICE recvmsg % = sctp_recvmsg B2
messageE Algt [f, 0| field= local SCTP stackO| X}AIQ| remote peer?t ZATHSt S RY7IHK| Q|
cumulative TSNS 7IX|1 QS ZO|C}L
sinfo_assoc_ide= Q8Xt7F 7|2 parameterd CHES MHE|7|E {St= association identification

€ X|™3IC} one-to-one socketE 0| A O] field= FA|EIC}

2 XtHA QI sctp_sndrevinfo structureE 7HX|X| Q= message=0| 2 F3kS 0|

Loy
rin
N
1
nx
o
mun

KICtE AS MO EC} O] structureE XM|&st= &4l (e.g. ancillary dataE 7tX| sctp_sendmsg

= sendmsg &) 2 7|2 282 F

9
i
N
©°
_lTl_
N
M
£\
m
o

285t= A1 U=, o] 54

o
(%]
a

e
@]
©
Ir—l-
=
5
(o]
o
+

E MBS AKX C| 7|2 parameter=2 7tM2e= O AMERE =k @
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SCTP_DISABLE_FRAGMENTS Socket Option

SCTP= dBtMoZ BILIO| SCTP packetd] =0{7}X| &%= E= user message== fragmentA|F]

M 0i2] 72| DATA chunkEZ E=Ch O SMS AHSIH SAXIo Ol SES H|ZY3IA|ZI
Ct. O] M0 ofsf H|ZM3tz|™, SCTP= EMSGSIZEE Ytetstil messageE &SAISHA| S Z40]

Ch. O] 49 7|= S%2 HlEgd=ts= AO|Ct

0] M2 HE AIEX} application message?t SELEO| IP packetdf] HEE St= A2 ZE, message

37|& MO3t7|E #dte application=0f 23l AFEE & ULt

SCTP_EVENTS Socket Option

0| socket M2 SZEX}7} CHYSH SCTP notificationES 71210, M3A|Z7|0, == HEMS}
AZ 5= QUAH S =Ct SCTP notification2 SCTP stackO| application@ 2 &41gt messageO|LC}. O]
message= recvmsg &t=9| msg_flags field7} MSG_NOTIFICATIONC 2 MH™EL|H, LHM Ol data
2 5 ZICE recvmsg@t sctp_recvmsgE AREY FH|7F E|Of UX| 42 application2 eventE=2

2g3tAI7| K| ZOLOF Bt

0] M& AFERSILD sctp_event_subscribe structureE MEYSt= A2 OfE 749 CHE HEHS

event=0| HFEhE(subscribed) = QRULCE 09| Zt2 non-subscriptions LtEFL D 19| Zre

subscription2 LtEHLHCE.

sctp_event_subscribe structure= CHS9| HE|E 7HEICH

struct sctp event subscribe {
u int8 t sctp data io event;
u int8 t sctp association event;
u int8 t sctp address event;
u int8 t sctp send failure event;
u _int8 t sctp peer error event;
u int8 t sctp shutdown event;
u int8 t sctp partial delivery event;
u int8 t sctp adaptation layer event;

}s
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SCTP_GET_PEER_ADDR _INFO Socket Option

| &M congestion window, smoothed RTTQ} MTUE I &tdh peer addressOf ot HEE 7}

o

2L} o] 82 E7 peer addressof 2ot HEE 7FM= OO2H AFEE = US AO|CL =

—_

EX}= sctp_paddrinfo structureE spinfo_address fieldE A QU= peer addressZ XA XSS
11, maximum portabilityE |5l getsockopt L4l sctp_opt_infoE ArE3l|OF $HLE. sctp_paddrinfo

structures CZo| ¥@AlZ JtEICE

struct sctp paddrinfo {
sctp _assoc_t spinfo_assoc_id;
struct sockaddr storage spinfo_ address;
int32 t spinfo_state;
u int32 t spinfo cwnd;
u int32 t spinfo srtt;
u_int32 t spinfo rto;
u_int32 t spinfo _mtu;

}i

SEX0|A HhetE|= data= CHEE MSetth

» spinfo_assoc_id= association identification HAEE Zststd Y, O|HL  ED

“communication up” nitofication (SCTP_COMM_UP){ME X|= 2SHunique) 4f

rm
o
o
> :'O

2 7o BE SCTP S&&=& 2|9} associationS EHSI= HIE HHOZ

» spinfo_address= SCTP socket®j| 4 O{fH addressZ HEE Htalolof st=X| Le{F7| 2/sH

SEXO| o5 2FEIC HretE 0, of gt2 HFE[H o ElCh
» spinfo_cwnde= peer addressE |dlf 7|2 = S X|2| congestion windowE LIEFHLCY
» spinfo_srtt= O| addressE& ol SX7X| ==l smoothed RTTE LtE(LHCE
> spinfo_rt= O| addressE 2|l AFEZQl &X| 9| retransmission timeoutS LEHHLCE
» spinfo_mtu= path MTU discovery 0f 2|8} &A=l SHXY7EX| Q| path MTUE LIEFHCE

O] FHE Ar8%t= ZO0|IZ2R2 WY & dtLi= IP address structureE CHE 250 M8&E = U

o

£ association identification@ 2 HfH&= Z0|LCt

171



SCTP_I_ WANT_MAPPED_V4_ADDR Socket Option

0| flage AF_INET6-type socket 22| IPv4-mapped addressE2 Z3HA|7|AHLE HIZHESIA| 7| =
g yp

O Ar2E £ QUL Y3 H (7|2 SEEA), B E IPv4 addressE2 application@ 2 MEHE| 7|
H0o| IPv6 address2 OfZE Z40|Ct 2HeF O] SMO| H|ZMHtE| M, SCTP socket2 IPv4 address&

of

o
OH

SHA| B

o
N

0|1 CHAl 11 address&& sockaddr_in structure2 T EHSH Z40|LC}

=

SCTP_INITMSG Socket Option

o

A

| M2 INIT messageE &41T [ SCTP socketdA| At E|= 7|& initital parametergS 7tXA

QAL AMEt= O AMEE £ RULCE SMH 2 sctp_initmsg structureE A2}, O| structure= Ct

dlo

ap ol Fgel&ct:

struct sctp initmsg {
uintl6_t sinit num ostreams;
uintl6é t sinit max instreams;
uintl6_t sinit max attempts;
uintl6_t sinit max init timeo;

b

0| field&2 Ct=1t 0| Mo|=ICk

—

> sinit_num_ostreams+ application0| 2K3sIZ 28}= outbound SCTP streamE9| =& L}
k1,

EfHCE O] Z2f2 associationO| initial handshakeE ZLH{7| MK SR L X & peer

endpint limitationE& &3 Ol2§Z 2 Z(downward) gAHE %= QICH

» sinit_max_instreams= application0| &{&% FH|7} =l inbound stream=9| %|Cf =& Lt
EFLHCE THQF O] Zf0| SCTP stackO| X|{dt= Z|CH 8|8 7t=3t streamELCH ALCHH SCTP
stackOf 2Jof EHO2O{E = RUAL|

> sinit_max_attempts= peer endpoint?t unreachables|Ct= Zdo =z 7tFsl7| FO| SCTP

stackO| initial INIT messageE H RHO|L} ELH{O} Sl=X|& HADICL.
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> sinit_max_init_timeo= INIT timerE &3+ ZX|IC{ RTO ZrE LIELUHCE initial timerQ]

ﬂJI

exponential backoffEQt, 0| {2 MM EO| %1 St =Z RTO.maxE CHA|SHCt O] 42

|_

millisecond2 ®E 3 EIC}

SCTP_MAXBURST Socket Option

0| socket M2 application0| packet=2 ZAE [ AFEE|= maximum burst sizeE 7t 2 A
Lt AFE 4 YA of ECh SCTP 7#O| dataS peero|?| A% O, packet@2 networkE
floodingAl7|= 242 T317| 9f8) SCTP_MAXBURST packetSTH0| SA| SAIEICE & of 3
£ L[S 20| AFESICE: (i) congestion window & current flight size ot & maximum burst
size0]| path MTU £ Jot {22 EQIC}, = (i) 0] Z+2 separate micro-control2 A28 A],

MO £ maximum burst packetE& &AT 7|3|7f M4 Wotct M&SHCt

n

SCTP_MAXSEG Socket Option

0| socket &M applicationO| SCTP fragmentation0| O|F0{X|= S¢Qt maximum fragment size
E 7t 4-Eg 5+ YA o FECt o] M2 TCP 4 TCP_MAXSEG 2t FAFSICE.

SCTP &AIXI7} application@2HE 0| ZELCH 2 messageE 2O M, SCTP HMXAtE peer
endpoint22| M&S 2|8 messageE 02 7o X2 & LHs ZO|C} SCTP &AIX7} YHEE O

E AMESHE 37| = peer?t A=l B E addressO Al 7t A2 MTUO|LCE O] M2 O

£
mjo
Rl

HMEl S Tl orgiZ o Z(downward) EO{£2Ch SCTP stack2 O] SMOf| o8 @HFE= Zd HCt
o A2 boundaryZ messageE fragment & & QCts AZ2 HOECH O O A2

fragmentation2 peer endpoint29| path& & SiLt7I SCTP_MAXSEG SMOIAM QFE= ZrECt

e MTUE 7HAD 98 39 2wt

SCTP_NODELAY Socket Option

Bt} 0] 40| MFE|R, SCTPO| Nagle algorithm H&H4stAlZICE O] &

rlo

72822 OFF

O|LC} (i.e., Nagle algorithm2 7|2X S =2 ONO|LC}). SCTPC| Nagle algorithm2 EH&SHA| streamOf|

0
|0

bytes= gXl= A= CH2A OF 7S] DATA chunkE X3 StChe AS HeQlst TCPe

Aut S USHA SAFSICE Nagle algorithmOf CH3E O XtA|SE A H2 TCP_MAXSEGE Hc&t
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SCTP_PEER_ADDR_PARAMS Socket Option

_n_

0| socket &M applicationO| associationd &%t CtASH parametersS 7t AL A™E £

—

QUA 8l =L} EEXt= sctp_paddrparams structuref| association identification2| XM XS st

sctp_paddrparams structure= CH29| HAIS JHEICE

struct sctp paddrparams {

sctp_assoc_t spp_assoc_id;
struct sockaddr storage spp_ address;
u int32 t spp hbinterval;
u intl6_t spp pathmaxrxt;
ki

0| fieldS2 Ctg1h #0| Fo|ElCth:

>

spp_asoc_ide= QP E AL MY E HEE T association identification| 7}X|a QUCE Bt
OF 0| Zt0] 022 MME|M, endpoint 7| 24}0| association-specific ZfE CHAl MHE|AHL}

7t FFILCE.

spp_address= O| parameterE0| QFE|7HL} MHE|= [P address& X|™StCt DRk

spp_assoc_id field7t 022 MHEL|0| Y2 M, 0| field= FA|=ICt

spp_hbinterval®| heartbeatE AtO0|Q| 7+ O|Ct. SCTP_NO_HBQ| Zf2 heartbeat=& H|EY
SIA|ZICE SCTP_ISSUE_HBO| Zt2 on-demand heartbeat® QH&oICh RE CIE ZHEL
millisecond THQ|2 heartbeat interval& 0| 2t 2 HHECt 7|2 parameter58 A™E [

SCTP_ISSUE_HBE Zf2 §|8L&|X| FELC

spp_hbpathmaxrxt= 0| SAX|7f INACTIVEZ MAE|7| FO| A|=E XHEZ9| 3|+ 7}
X2 ULt O™ address?t INACTIVEZ MPAL|11, O] address?t primary addressO|H, CHX||

address7t primary=2M MEHE Z10|Ct.
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SCTP_PRIMARY_ADDR Socket Option

0| socket

SM2 local endpointZt primary2 At&3t= addressE& 7t 7Lt AHSICE primary

address=, 7|2MO 2, peerO| | ELf= 2= messagel| destination addressZ AtEEICH O £f

k=1
=

address£ X < O{OF BtLC}.

structure= Ch21F Z0|

27837

2I8l, ==Xt= association identificationd} primary address2 AtEE

Mol =it

struct sctp setprim {

}i

0| field=2

» ssp_assoc_ide=

association identificationS X|™SIC}. one-to-one A0 A, O] field=

>  sspp_addr2 HEEA| peerdfH =38QUA= address 0jOf St=,

ofot
[ |

address2 DHS X} St= M peer addressE LIEFLHCE.

sctp_assoc t

struct sockaddr_ storage

Ch2ak 20| g2l&

—

QEKT}

C}:

Ssp_assoc_id;

2°8otALL

SEXE O] HEE sctp_setprim structureE Edf FES|,

ssp_addr;

ItMLI|E

Aot

ST

—

primary

SHO0| setsockopt T =FO|H, Of fielde| g2 REA7L

StLEe| A2zl local address2HE 7FEl one-to-one socketO|Al O] =AM 9|

getsocknameg ZTEsl=

SCTP_RTOINFO Socket Option

0| socket M2 0| endpointdM AtEL|l= EH

= O
dEEE

portabilityS 2|3l getsockopt LCH4l sctp_opt_infoE

F:

sctp_rtoinfo structureE X|&tC

74 @ ALt

MA S
SRSEel

2othtE A

o AEE

struct sctp rtoinfo {

MO £

QIC}.

sctp_assoc_t srto _assoc_ id;

uint32 t
uint32 t
uint32 t

srto_initial;

srto max;

srto min;

175

SEE

AL 8HOF Bh.

association L& 7|&

peer9|

a

primary address9|
FAlE L

addressE K| 4 St}

primary destination
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> srto_assoc_id= &AM QU= EH association == 05 ZHX|1D QUL BHRF O] fieldZt 09| 3t
3

o

ot A2, systemO| 7| = LM E = O] 2=0

29

» stro_initial@| peer addressO|| AFEE|= initial RTO Zf2 ZE2tst UL} initital RTO= INIT
chunkE peer0j 7| &4 If AMREICE O[Zh2 millisecond TR0 11 3,0002| 7| 272 ZHA|

1 ULt

> srto_max= retransmission timer0|| 4 O|EZ} O|R0{ & [ AFE L= maximum RTO S
Zotstd QCH BHeF AGO|EE=l ZY0] RTO maximum&ELCH 3™, RTO maximumO| =& &

Zt ThAl RTOZ AL EICH O] fieldo] 7|2ZHS 60,000 millisecondO]C}.

» srto_ming retransmission timerE A|&& M AFR2E minimum RTOE ZE$HSD QCE RTO

]

timer0f QC|O|EZ} O|F0{E MOCE, RTO minimum Zi2 Af Zid} Hjms{A =HQIEICt.

2

SF A ZrO| minimumECLCh 29 ™, minimumO| A Zr2 CHA|SICE O] fieldo| 7|E£Zf2

1,000 millisecondO|LC}.

srto_initial, srto_max, E== srto_min0f| 02| 4}0| E0{7t& A2 HXf ™= 7|24t0] HAZ M

oF =lC}

— =

rir

A& o|O0|siCt 2 E time /&2 millisecond2 HA|EILC

SCTP_SET_PEER_PRIMARY_ADDR Socket Option

0] SME MYSIH peer?t local address®| XtAIO| primary address2 H™Eg 2

mjo

275t

rir

messageZt EUX|EF SICt. SEXt= sctp_setpeerprim structureE HSoOF 81 peerZt XAl
O| primaryZ2 EA|SIEE QHE7| f|sl| association adentification} local addressE A{ R EO0{Of
olCt.  N&EZ= addresse= HEA| local endpoint?| bound addressd SFL}O{OF LY.
sctp_setpeerprim structure= CHZ1f ZH0| M O|EICE

struct sctp setpeerprim {

sctp _assoc t sspp_assoc_1id;
struct sockaddr storage sspp_addr;
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0| fieldS2 Ctzah #0| ge|lCth:

> sspp_assoc_ide= AKXt primary address2 MMSI7|E Hi2te association identification

o

X| & $tCt. one-to-one A0 A, 0| field= FA

rn

C}.

> sspp_addr2 QHX}7t peer systemO| primary address2 AMs|7|E Hi2te= local address

of 7|52 F7HHQ Ao|1, SH5t7| oM HHEAl &% endpoint®A X| 2 E[O{OF SO} ZHOF
L=

or
mjo
Rl
40

local endpoint7} 0| 7 2ISHX| OB, EOPNOTSUPP O SEX{0|7| Wrehe Zio|ct. grof

remote endpointZf 0| 7|5& X

o

ROt B2 M, EINVALO| 2 =At0fA gretd Z0[L}. o] g2 2

—

xSk Anp

g2+ A1 IHNE #£ Blbe AS HOEL,

$0

SCTP_STATUS Socket Option

0| socket &M SCTP association®| SX| MEHE 7}HE Z{0|Ct. ZEXH= maximum portability

£ 8l getaddrinfo CH4l sctp_opt_infoE AF2SOF & ZAO|Ct SEXt= sctp_status structureE

=

| &3, association identification field, sstat_assoc_idE Aj-2LCt. structure= Q&3S associationd

A

Moot METJH 5017t Qe ME 2 HtehE ZO0|C} sctp_status structures= CHEQ| HAIS 74X

$0
n

struct sctp status {
sctp_assoc_t sstat assoc_id;
int32 t sstat state;
u_int32 t sstat rwnd;
u_intl6 t sstat unackdata;
u intl6 t sstat penddata;
u intl6 t sstat instrms;
u intl6 t sstat instrms;
u intl6 t sstat instrms;

struct sctp paddrinfo sstat primary;

0| fieldS2 CtZ1h #0| Fol&th
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> sstat_assoc_id= association identificationg Z7}X|11 QILCt
> sstat_state associationOf C{st MEFHO| stateE 72| ZICt
> sstat_rwnd= 22|9| endpointl| HX| =Tt peerQ| receive windowE Z+X|11 QUL

> sstat_unackdatas peerg o HHAMN Ues =OIE|X| U2 DATA chunkE9| =& 77X

ULH.

» sstat_penddata= local endpointZ} applicationO| A St7| sl 7tX|0 QY= AS XX &4

LS

2 DATA chunkE9| &£ 7tX|2 lCt

» sstat_instrms= peer?} dataZ O| endpointZ2 HA1817| 28 ArESl= stream=2| =& 7t

mn

X QULC|.

> sstat_outstrmse= O| endpoint”?} dataE peerOf|H &£AISH7| {8 AFREE 4= Q&= streams
p p

o =& 7ZHX[ RUAL.

» sstat_fragmentation_point= local SCTP  endpoint7}  AF2X} message

i

fragmentation pointZ AtE3st1 Qe S| gk

o

ZFstn 9k O H2 BE SH|
MTU & Z|AZf0|7Lt, SCTP_MAXSEGR} &7/ local application Of Qoff ™= H =2 gt

2 7580l Utk

> sstat_primary= $XfQ| primary addressE 7tX|1 QUCt primary address= dataE peer

endpoint2 &£AIEH [ AFRE|= 7|2 addressO|C

O] Zt=2 Zlti(diagnostics)at MMl EH=2 EHS= O {|ESICE & S0,

rH
o

sctp_get_no_strms &= outbound useE |8l LOLt L streamS0| AFR 7HSSHX|E

5t7] Q8l| sstat_outstrms HHZ AR Z{0|C}

S22 sstat_rwnd 2|10/E= 52 sstat_unackdata gf2 peerQ| receive socket buffer 7} 7t5 #t

rir

X TEtst= O AFEE = UL, applicationO] 7+sS3ICHH ME2 =& ¢ Us UZE ALBEH
Ct. sstat_fragmentation_point= O AF2 application messages2 S22 M, HEH application

=0| SCTP7} 4-g3lioF St= fragmentE2| =& Z0|A o= O AME=/Ct

—
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7.8 FCNTL =

fcntl2 “file control"€ 2|0|8t1 O] &= CHYSH descriptor K0 SESS $3SICL SHE 7|
=
—

=0t O] &7t socketof OffH Fefs F=A| s Hof, f2l= © 2 JA8s = 2%t
QUL CHS HO|| fentl, ioctl, 12|10 routing socket=S0f Qs +™E|= AZE CHE S&=0| 25|
of RALY.
Operation Fentl Tock ]l R:)ilt(l:tg Posix.1g
set socket for nonblocking I/O F_SETFL, O_NONBLOCK | FIONBIO fentl
set socket for signal-driven I/O F_SETFL, O_ASYNC FIOASYNC fentil
set socket owner F_SETOWN SIOCSPGRP or EemE
FIOSETOWN
get socket owner F_GETOWN SIOCGPGRP or fenkl
FIOGETOWN
get #bytes in socket receive buffer FIONREAD
test for socket at out-of-band mark SIOCATMARK sockatmark
obtain interface list SIOCGIFCONF sysctl
interface operations SIOC[GS]IFxxx
ARP cache operations SIOCXARP RTM_xxx
routing table operations SIOCXXXRT RTM_ XXX

He oA 7ol SEHE2 O™ processOf| 2SHME socketd] MEE == JUCt C}F F(interface

4n

operations) SA=2 2 HHQ AO[X|T 5| LHtHel S0 AMEEICE 2|1 OpX 8

(ARPQ} routing table) S5 ifconfig?t routet2 2|8 T—ZIAWME0| Ofs) Ll =ICt

N Ul JHol SRSS %t OlE ChYe WHS

—

e
30
>
=
1o
w
rir
ot

HE QoM fentlS

AHEdts 0] 24Xl y-ol2t POSIXOA 7|k

<
30
in]
rir
P
mjo
k)
<

S0t opxat ol

ol 0]9lo] RS2, POSIXO| o8 EESIEA %2 SXSO|Ct

fentl @t HERID =22 ot AN CHS2| 7|s&2 M-St
® Nonblocking I/O — 22|= socketZ nonblocking@ 2 A7X3SI7| 2|8l F_SETFL HHEZ ALY

M O_NONBLOCK filestatus2 A&t 4 QT 22|= 16%0|A Nonblocking /OO Cis{ 7|

s Zolct.

>

® Signal-driven I/O - R2|&= socketQ| status7} HZAE [ SIGIO signalO| MME|EZ2, F_SETFL

HH2 ALRSHAl O_ASYNC file statusE Mt Cf.

+
30
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® [ SETOWN H&dE2 2|7t SIGIOLF SIGURG signalZ

o

8r7] 2|8l socket owner (process ID

L= process group ID)E d8Y =+ UA 8 =Ch

#include <fcntl.h>

int fecntl (int fd, int cmd, .. /* int arg */ );
OK & 4% ondo o|ESH 42, oA -1Z 2[HTtCt

Zt descriptor= (socket & E&olA) F GETFL HEHOZE I8 4= UL FSETFL oz MY

ot

P = Qe file flagEQ| MetS 7HX|1L QUC} socketd] F&S F= F flags

rir
rlo

O _NONBLOCK - nonblocking I/O

O _ASYNC - signal-driven I/O

22l O[=0 o] 7|sS0 thol AtMIsl 7| AOItt X|g2, fentlE AFEdHA], nonblocking

/O &dsiA7|s HEHe 2=

i

CtEah 20| MLk

int flags;
/* Set a socket as nonblocking */
if ( (flags = fcntl(fd, F_GETFL, 0)) < 0)
err sys(“F _GETFL error”);
flags |= O _NONBLOCK;
if (fcntl(fd, F_SETFL, flags) < 0)

err sys(“F_SETFL error”);

s

rir

CHX| Jot= flagE 27T o= ZEE Y =+ AUt
/* Wrong way to set a sockt as nonblocking */

if (fcntl(fd, F_SETFL, O NONBLOCK) < 0)

err sys(“F_SETFL error”);
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ot D= CIE file status flage= X|2L}l. file status

fe]
kU
N
rir
>
@]
5
o
(@]
(®)
oy
>
(o]
.
>
(o]
mju
nx
ox
Of
rg
x
A

flags & olLtE 28%t= SHE @2 XM flageS 71MetA, Al flagd] OR =2 &4t

mjo

ol

L2 9| =& nonblocking flagE Lt flagse 0A EQl fentle] S EE HA™ME| ALt 7H-TH

C}.

flags &= ~O NONBLOCK;
if (fcntl(fd, F_SETFL, flags) < 0)

err sys(“F _SETFL error”);

£ Jl9| signal SIGIO2t SIGURGE F_SETOWNHEHZHO Z ownerdf| A ==l socketZ2 LA TH A
dEltte HolM CHE signalE3t XHO|7F QUL F_SETOWN HEHO| ot H= arg #2 signalE
8t7] |dll process IDE X|HSt= ¥2| M=%, == signalg 27| {¢ff EOiZt=E process group ID
2 X|™HSte 29 H£TF 2 £ QCH F_.GETOWN HEHL2 fentl &4=9| HIZ{YO ZM socket
ownerE Htatsl, O 4f2 process ID (9| BHi=tgf) EE= process group ID (-1EC 22 49|
Zh O|C}. signalE Rt7| 2|8f| process IDE X|™dl= Z{at process group IDE X|™HsSt= ZQ| Xt

Ol @9 A2 ECtX| BILtC| processTtO| signalg HHA st11, F O] AL process group L& 9|

2= processg (OfOFE StLt O|42[)0| signalZ BHA| oHCL.
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8.  UDP SOCKETS

TCPE Ar8SAM ZtM =l applicationE1dF UDPE AtE3HA ZHM =l applicationE ALO|0l= S 7HXK]

N
1A
re

>+

O] 0| ULt O] X}O|F™2 S transport layer=2| XIO|0|A| H|ZEICE TCPOA XS &

| -

= connection-oriented, reliable byte streamt LCt27, UDP& connectionless, unreliable,

datagram protocol0|Ct. 20| = 27511, TCP CjAl UDPE AFB2H= ZO| OfX|of 2= Z9S

—

0| UCk OfE S0 DNS, NFS, 12|10 SNMP S0|C}

2 812 Y= Ql UDP Z2tO|UE/MHE 2t

rok
ot

5 bA SEES HO|ELL 2210|9ES MHQ}
HZAZ 7§ (establish)otx| Bi=Ct CH4l, S2t0|PE= sendtoE AFESHM MHO| datagrams &

L (s 2oM 23E) olA2 SHX|(MH)2| addressE parameter2 Q7totCt. H|=ot A2

2, MH = SZH0[QEZREHO| HZES {80t et Ao, M= T recvfrom &5
S =611, 0|HE dataZl O ZSC|0|HEZEEF 2 WM{7FX| 7|CIRIC}E recvfromE SZI0|YEQ]
protocol address& datagrami} &4 EtztsiA, M= Metst SE20|0EN SEHS 2YH £+

C}.

UDP Server

socket ()

well-known
port

UDP Client

recvirom()

k
stekak (] blocks until datagram

received from a client

sendto () data (request)

process request

data (reply)

recvirom()

<12l 81> UDP 2210|YE/MHE 93t socket Bt S

]
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J22 UDP SZI0|AE/MH WO A 2WSt= MAXQl AILI2|R22] timelineg EOFELL £

= O|AZ THHQl TCP Wetut HlWg 5= T} O] FOojM, R2|= UDP sockets1} &7 A&
M &5, recvfromdt sendtodf CHsH 7|=g Z40|1, UDPE ALE3{A 22| echo S2t0[AE/
MHE LCHA| SilE AO|Ct 22|= EESH UDP socketO| M connect &t=9| AtE1} asynchronous

errore| 7 E0] CHsl 7|= ZAO|Ct

8.1 RECVFROM 3! SENDTO 4=

of &

ot

t+==2 read, write 2t== 1t H|SHX[ 2, M| 7§ F7HA Q1 argumentS0| EQSHC}

#include <sys/socket.h>

ssize t recvfrom(int sockfd, void *buff, size t nbytes, int flags, struct
sockaddr *from, socklen t *addrlen);

ssize_t sendto(int sockfd, const void *buff, size t nbytes, int flags,
const struct sockaddr *to, socklen t addrlen);

OKAl §{ALt 22 byteS| ==, O2{A| -1 2[E ST}

XZ M arguments, sockfd, buff 2|1 nbytess=, read?} write® A2 HE M argument=1t
SYotCh: AL £ buffer29| pointer, 12| ALt & byteQ| #=0[Ct. O ZOM RE[=

flagsE& XLt 022 ™G Z{0|Ct

sendto®| to argument= dataZt &IE protocol address (e.g., IP address@t port HZ)E EL TS|

1 = socket address structureO|C}. O| socket address structure@| 37| addrlend|| 2|8l XM
ZIC}E recvfrom &= from0f 2|8l X|H =l socket address structureE datagrams= &4 Z9

protocol addressZ XL} O| socket address structure0f X %=l byteQ| £~= addrlen0f| 9|5} &
T dEZ2 2 EX0f|A BretEICt sendtol] OFX|9f argument= F4=2f0|X[2h recvfrom@| DORX|S}

arguments M= ZF2 29| pointer (value-result argument)2t= AE HO{&FLC}.

recvfromQ| OFX|2H &= argument= acceptQ| OrX|2H &= argument=S1f H|Z=d}Ch Hi3lE|= socket
address structure| L2 22|0|AH &7t datagramg2 SAMM=X| (0| 22 UDP) E= £7+ A

42 AMEME=X] (0 22 TCP) & Y ZE ZAO|C} sendtol| OFX|Z &= argument=E connectQ|
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OX|8f & argumentS1t H|ZSCh: 22|+ socket address structureE datagram2 &A1& 9|
protocol address (O] Z2 UDP) LE= £319F HZAE establisha ZAQCIX| (0] AL TCP) £ 2L}

£ g4 25 0| #@40 2o ABX|HLt M0{F datadl LO|S HIBICE recvirome|

[

ogt

S|
S

AL
T
Ol AHEO0f| A, datagram protocolOj A Hi=tgr2 Al B2 datagram L5 9| AFEX} datal| FO|LCt

—_

8.2  UDP EcHO AlH{

<2l= OIM 5F0|M2l echo ZZO[UE/MHE UDPE AME3HAl CHAl 3 = ZO[Ch 22|29
UDP SZiO|QESt M Z2IdlS2 227t 8 810AM JARE &+ =5 sEs Witd A

ojtt. 28 82& ArEElE s RARID ULt OF 832 MH S| main &+& EOECL

; fgets
geit ubDP sendto recvfro:n__ UDP
stdout --—— client ?e cvirom sendto server

fputs

<12 82> UDPE ALE3t 7HChst echo 2240|91E/A{H

udpcliserv/udpserv01.c

1 #include lunpehl

281Nt

3 main(int argc, char **argv)

4 {

5 int sockfd;

6 struct sockaddr_in servaddr, cliaddr;

7 sockfd = Socket (AF_INET, SOCK_DGRAM, 0);

8 bzero (&servaddr, sizeof (servaddr)) ;

2 servaddr.sin family = AF_INET;
o servaddr.sin_addr.s_addr = htonl (INADDR_ANY) ;
171 servaddr.sin _port = htons (SERV_PORT) ;
12 Bind(sockfd, (SA *) &servaddr, sizeof (servaddr)) :;
i3 dg_echo(sockfd, (SA *) &cliaddr, sizeof (cliaddr)) :
14 3}

udpcliserv/udpserv0l.c

<&l 8.3> UDP echo A{H|
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UDP socketZ M/Mstn, AHH2| well-known portE binds}7|

22|= socketo] & HER| argumentE SOCK_DGRAM (IPv4 protocol L& 9| datagram socket)2 2
K| ™SHA UDP socketS AHMSICE TCP AHO oA Z0], bindE {3t IPv4 address=

INADDR_ANYZ X[™ME|1 MBE{2| well-known port= unp.h &G 0| U= SERV_PORT 2+==0|L}.

dg_echo Bt AH X2 ¥st7| 9o HEICL

UDP Echo A{H{: dg_echo &4

12 84+ dg_echo &2 HOJZC}.

. lib/dg_echo.c
1 #include "unp.h"
2 geulEl
3 dg_echo(int sockfd, SA #*pcliaddr, socklen t clilen)
4 {
5 THE int
6 socklen_t len;
7 char mesg [MAXLINE] ;
8 SSTE G e
9 len = clilen;
10 n = Recvfrom(sockfd, mesg, MAXLINE, 0, pcliaddr, &len);
il Sendeoifseekfd, mesg, 'n, 05 'pecliaddr  “len):
12 }
e

lib/dg_echo.c

<12l 8.4> dg_echo & ==: datagram socket £|2| echo line

datagram2 9{11, S4XI0|AH| echodliF 7|

0| &£ recvfrom2 AFEBIA A HO| portd] E=2St= CHS datagramE 240 A sendtoE AR
A CHA] SASiF= Ztotet FZO|CE O gt ZHEHSEI|= SHX|TH Oof7|0fl= 2{siof & H
IR AEMIBE AFREO0| RUCE H BHM=ZE, 0 = ZIFEKX| L=Ch UDPZF connectionless

protocol0| 7| {20, 22|7} TCPOA] 7tX| D QUE EOF Zt2 ZHS =X|&}K| Y=Lt

C2o 2, 0| g= R2|7F TCPOAM ZHX|Z QB concurrnt server?} Of4, interative serverE X
SotCt forke| = E0| QOJA|, SHLIC| AH process?t ZE Z2I0|HAEE 2[otCt YEHNOZ,

CHEE9| TCP M= concurrentO|l CHEEO| UDP AMH &2 iterativeO|L}.
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0| socket2 2ol UDP layerOfAl= ZZA|AQl queuingO| 2Msta QICt Zt2to| UDP socket2
receive buffer§& ZtX|L QU1 0| sockete 2 E&StE 2tZtO| datagram2 1 socket receive
bufferd]| Q|X|StCt. process?t recvfromE S E5IH, bufferdf U= CFS datagramO| first-in, first-
out (FIFO) &=MZ processOf| A Bt=t=ICt O] gtAlo 2 OCF process’t socketE 2|38 O|O| queue
T /JYe= datagramS AS = UA E7| M o2 74| datagramO| socketdf TZ=ArSHH, T %t
Sl= datagramES2 EHX| socket receive bufferOf| Z7t=ICt O X2 O] buffere= Ht=l A7|E

X3 YLt

Cts D82 TCP SCO|AE/MHOIM = SEH0|AETL Mot HAS establishdt= Z20[C.

! connection
client |- ---——-

TCP ECP TerR

server
child

fork | listening | fork server connection

; client
server child

connection connection

<12 8.5> F 7{o| E2I0|MEE Tt TCP E2I0|AE/AHO| QF

o7|0l= & 7§ MZAE socketSmt AHA|E QI socket receive bufferE 7pX|1 Q= AH hostof

Mol & 7ie] HZE socketz0| RACE

172 862 & 22t0|YUES0| UDP AJH{Z datagramES2 $AIE o AlLjz|eE HOiFCh

client server client
socket receive
buffer
UDP DR UDP
datagram datagram
- -t

<12 8.6> &= 7{o| ECI0|HEE JITl UDP 20| E/AH O QoF
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MH process= SILIEEO|L O| processe= Eifsle= T E datagramS2 At ZE S8EHE

o

ESMSHE SILEO| socketE ZHX| 1D QULCEH O] socket2 EAtst= RE datagramO| X|Sh= receive

buffer& 7}X| UL}

12 832 main &£ protocol-dependent O|X|3t dg_function2 protocol-independentO|LC}.
dg_echoZt protocol-independent?! 0|S+= ZEXt (2|9 42 main &%) &= HIEA| socket

address structureE Hetst 7|2 HSHOFEE St1, O] structure| pointers=, structure®| 37|t

Of

t7H, dg_echo®| argumentZ M EEICt &4 dg_echos= 0| protocol-dependent structure®| L{E

O

£ HZ S9LCIEX| (=0 O g5 EHX| 0] structure®| pointerE recvfromi} sendto0f
Stk B0|Ct recvfromE 0| structureE 20| EQ| IP address@} port HZ 2 X{-&CH 12|10

ol

st pointer(pcliaddn) 7} S X X| address2 sendtoOf| A FEE|7| {20, 0|Z0| datagram

of>
=

st 22l0|9E 2 datagramO| echok|= Y O|C}

8.3 UDP ECHO CLIENT

UDP Zz2t0|AES main g+= 18 870M = = RUCh

udpcliservjudpcliOl.c

1 #include funp.ht
2 ol
3 ' main(int 'argc, char **argv)
4 {
5 int sockfd;
6 struct sockaddr_in servaddr;
7 R arge &l =2l
8 err_quit("usage: udpcli <IPaddress>");
o bzero (&servaddr, sizeof (servaddr)) ;
10 servaddr.sin family = AF_INET;
ik, servaddr.sin_port = htons (SERV_PORT) ;
12 Inet_pton (AF_INET, argv[l], &servaddr.sin_addr) ;
13 sockfd = Socket (AF_INET, SOCK_DGRAM, O0);
14 dg.cli(stdin, sockfd, (SA *) &servaddr, sizeof (servaddr)) :;
15 exit (0) ;
ARG

udpcliservfudpcliOl.c

<13 8.7> UDP echo 22}0|YE
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ocalhost

W root '.

LB

[Foot@]localhost udpcliserv]#

received 49 datagrams
[root@localhost udpcliserv]#

[Foot@localhost udpc]iserv]#

Cfudpserv0s

CAudpservselecton

CSudpservod

=B

[Foot@]localhost udpcliserv]s
161

hello!!

hello! !

hello world! |

hello world! |

LSO 102y J[S2Y 1]

CAudpe1io

155,230,105,

UDP Echo Client: dg_cli &=

(egel 22

)
ro
im
k]
0
o

4
o
Ot
rir
o
(o]
o
ook
>
i
HL
kel
M
inl

libjdg cli.c

i

2
B
4
5
6

7

8

9

10
1t
12
1.3

#include lunp.-h

void
dg_cli (FILE
{

X EpLiintg soelefd,

gl
char

n;
sendline [MAXLINE] ,

while (Fgets (sendline, MAXLINE,

Sendto (sockfd, sendline,

n = Recvfrom(sockfd, recvline,

recvline[n] = 0;
Fputs (recvline, stdout) ;

}

const SA *pservaddr,

fp)
strlen (sendline) ,

MAXLINE, O,

socklen_t servlen)

recvline [MAXLINE + 1];

!= NULL) {

0, pservaddr, servlen);

NULL, NULL) ;

/* null terminate */

lib/dg cli.c

<%l 8.8> dg_cli =% Z2}0|YAE processing loop
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mju

2fO|QE &2 Bxo= 4|l THAZE ULk fgetsE ALEdiA standard input2 25 H lineg ¢
=0|1, sendtoE AF2SAM lineS MHE £AISED, recvfromS AFESIA A 2| echoE CIA] €

1, fputsE AFR3HAM echofl line2 standard output2 2 Z=2{$ICt.

Q2|9 EZI0|HE = Ch(ephemeral) portE XAIO| socketO e Z42 kerneldf A QAEIX|

_|

OFOtCt (TCP ZZ2|0|YUEO0|A, R2|= connect®] T=0| 0] 80| HMst= 20|2t1 O|OF7|3H
Ct) UDP socketOf| A, process7} sendtoE Z&Edt= A HA| A|ZH0f, TteF socketO| bindZl local

portE OfZ! 74X|X| QLQUCIH, O {7} kerneldf 9|l sockets Qs+ CHE port7t MEHL|= [{O]

Ch TCPS AFS% LN, 220|9EE FAHOR bindE SEZ 4 UKD, 0|HS 7ol +3
5% peC

recvfromQ| S E2 CHA A 2|0 o4 HAE| argumentZ null pointerg X|M3ICH= AE F

2312} 0|HE kemelo|#| L2/= £7h TS &4

;ol-
rir
Rl
_<?_

rr
ErL
2

rr
il
£Q
inl
rir
pa
mjo
o
o

=Lt O processO|EHX| ZH0f, #2 host == CHE host 2Z5F0{Af, datagrams Z2t0|HEQ]

IP address?t port2 #AlSHA|, O datagramZ 2= ZSEI0|AET} O|AS MO SEHOZE Mzt

g fIHol ULt

AN &= dg_echoOf A2t Z0|, E2I0|AHE Bt dg_clie protocol-independentstX|2t, Z2+0| A
E maingtg=£ protocol-dependentdtCt. main == socket address structureE O{H protocol

typeC 2 &SI X7|35t | 0| structureQ| pointerg, structure®| 3 7|2} &Y, dg_cligfA 7

84 Lost DATAGRAM

<2|2| UDP Z2t0|AE/MH = 2HFdHO|X| XoiCt 2tef F20[UE datagramO| At2tX|H (O S

=0 220[AELt MB AtO[o] OfH EtRE{OfM Af2tRCH ofH), 220[AE= &4 dg_cli Li

29| recvfrom ZEOUAN FRE| blockk|0f, =&g 4= Ql= AHol SHE Z|Ct2|A & Zo|Ct
H|==5tA, 2tef Z2t0|HE datagramO| AHO| Z=XZHX|TH ME{CO| SEO| At2tX|H Z2t0|HE
£ LCHA| recvfrom ZE0|A FRAS| blockE ZO|Ct O|HE T MEXMQl HE#HE2 Z2t0|HEQ

recvfrom &0 timeout2 =Z0|CtL

EtX| recvfromOf timeout2 M Z{0| X SH s|ZAA2 OfL|CE O S0, Bt 22|09 A|ZH0]
C} X|LtH, £2[&= datagramO| MHZ 7tX| ZH=X]|, £ T MH| SHO| X ZEH=X
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2 o Gk Tof S2H0|AES 2F0| " FEol =5 At A0M Azt B2 FESHE 2

S Z{O|QICHR (2|9 ZHERSH echo AfH| THAD, 20| Af2tEl HOAX| SEO| ARZHEl HAIX| A
ojol= 2 xHo|7t A Holck
+08 Sgo HE

*2le S2H0|AES| B port HSE Ot O

o
g
(@]
(@)
®
(%))
(%]
ru

i

o
°
=2 B 5+ 1, 0] datagram=2 AH{Q| &ut SEM AU £ ULCL 217 & = U&= €2

220H SES 2 =2| IP addresset portE Hretstil 2|7 datagrams &ieh MH 7L Of

>
_0'_|-
H—|
Jhu
3

(9]

<
o

3

ot
i
jo
rE
N
ot
rir
Y
o
I}
L
ot
Ral
2
{o

2 RXOoM & 2= datagramg Z
o

ot
rE
=
Hu

Ho
n
rir
mju
it
o
re
|m
3

o

5

ics
1>
mjn
rE
oY
jels
>
ro-
Q

5

o
Q

3
D

(@)

0
(@]

_>‘-_
O
mjn
>
o
Ot
|.|-|
J
rot
il
o

servaddr.sin port = htons (SERV_PORT) ;

servaddr.sin port = htons(7);

F2l= OfFA E22MN standard echo ME{Zt F0t7h= O host2tz: 22| F2t0|AUEL};

H AFEY &+ UCH

2l O Z dg.cli g+E CIA| ZYRA recvfromOf QOJ8l| BtotE|= structureE ZHX|1D U 7|

4o

|3+ CHE socket address structureE 2 $HCL.

-0

e

CI2 socket address structure 2&ts}7|

22|= mallocg &8 22ZM CHE socket address structureE SHESICE dg_cli 4= O3
protocol-independentd|Cte AS e{=ChH 22|= O HEHO| socket structureE CIELD U=

X ABMAX] Q7| IfE0, 2|= K| malloc @& WRO|A structureQ| 3 7|2+ ALESICE

—
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HtZHEl address H|m3}7|

.'_
-

recvfrom @& LHEO|A, 22|= kernelO| A datagram &4 AtCQ| address& Hiztet S Lo EC

[

22l A YHMZE recvfromOf|A value-result argument @WAlC=Z Hiztzl ZO|E Hluwst F

[

memcmpE AFE3| A socket address structure AtA|E H|w SHC

DFOF socket address structure?t length fieldE ZestD QQOEIE, f2|= AAE AHY Tk

ZAMY Zer QICtn 2hstn QICH X3, memcmpe 5 socket address structure LHE 9| 2
£ dataQ| byteE H|1Wd}, length field= kernelO| BtetSH= socket address structure LHEO| A

e ALk A2iM O] B2 sockaddrg BtE [f 22|= EIEA| O] fieldE 2783l FOtort ©

—

_—

Ch. gtk 22[7F O A 3K L2™M, memcmpes 02 16 (sockaddr_ing 7pESHA) I Hlwdstn

ZX[SHR| A & Aotk

: udpcliserv/dgcliaddr.c
1 #include itgtiaf Il
2 void
3 dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_ t servlen)
4 {
5 ing n;
6 char sendline[MAXLINE], recvline[MAXLINE + 1];
7 socklen_t len;
8 struct sockaddr *preply addr;
9 preply _addr = Malloc(servlen);
10 while (Fgets(sendline, MAXLINE, fp) != NULL) ({
il Sendto (sockfd, sendline, strlen(sendline), 0, pservaddr, servlen);
1 len = servlen;
13 n = Recvfrom(sockfd, recvline, MAXLINE, 0, preply addr, &len);
14 if (len != servlen || memcmp (pservaddr, preply_addr, len) != 0) {
15 printf ("reply from %s (ignored)\n",
16 Sock _ntop(preply_addr, len));
il continue;
18 }
19 recvline[n] = 0; /* null terminate */
20 Fputs (recvline, stdout);
il }
295

udpcliservjdgcliaddr.c

<12l 8.9> Ht3lE socket addressE 20Ist= H™O| dg_cli.
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M HFol 22|of Z2}0|HEL Ttk MH{ 7} T IP addressBHES 7FXI host Q0| AL o=
SZtgh Zio|ch O#X|oh o =22 ek ME{ 7} multihomed Ol Amjgt 4= ULCL 22|

Ol =28 E &= 719 interface?} & 72| IP addressE& 7}%l 22|2| host freebsd40A A

rir
0°=*

rot
o

Q

macosx % host freebsd4

freebsd4.unpbook.com has address 172.24.37.94
freebsd4.unpbook.com has address 135.197.17.100
macosx % udpcliO2 135.197.17.100

hello

reply from 172.24.37.94:7 (ignored)

goodbye

reply from 172.24.37.94:7 (ignored)

2= 22 subnetE 385K Y= IP addressE ZS20|HEZ X|HSICt

4o

recvfromOf| Q||| Htzt=l IP address (UDP datagram@| Z2fX| IP address) = 2|7} datagramZ

of

Mot £09| IP address?t OFL|CH AH{7} SEHS

of

Mgk I, S&X| IP address= 172.24.37.780|
Ct. freebsd49| kernel LEO| QU= routing 7|52 172.2437.93E outgoing interface2 1 ECLC}
MH 7t 0| socketE 2|8l IP addressE bindstX| F 2 ZAZE (M= AL socketd] wildcard
addressE bind3i, O|HE 2|7} freebsdO|A] netstate =ciA =0l 4= QULCH, kernel2 IP
datagramZ Q|3t =2X| address& 1ECLCt 0| addresse= outgoing interface@| primary IP
address2 MEHL|QAC} (TCPv29O| pp.232-233). EESH O| address?t interface®| primary IP address
ol ZtAZ, Btk 22|7} datagram: interface®| nonprimary IP address (i.e, an alias)E &ASHH,

Ol ESH Figure 890 A= 2|2 HAETL AOfistA &= Q0] & ZO[L.

o 7kX| SjZAM2 recviromOf Al BtetEl TP addressOf CHs, S2t0[QIEZF DNS LR MH 0|
£ 2020 2E5l= hoste] domain name& host2| IPaddress CHAl =HQIS= ZI0|Ct CHE 3
AL UDPAHZI hostiM MHEEl D= IP addressE ISHA SILtQ| socketE MMstn, 1 IP
address& socket0] bindstl, 2= socketS0]| selectE AL23t1D (socketEs = SlLt7} readable

MEf7} E|7|E 7ICHR), O = readable &FEfQl socketd]| SEZ EUW&= ZOCt SEO ALEE
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socketO] ZCI0|MEQSl @HO| ZEXX| address®l IP addressOf bind=l A Z (AEHX| UOH
datagram socketOf =XSHA|E RS Z0[CH, O|A2 SHS ZLX| address?7t 29| =X

X| addresset &25ILt= AS HHTHCL

85 SERVER NOT RUNNING

HHE Chg AlUE|E MHE AYOHA| 0 S2t0|AES A%st= AO|Ch ZHef 22|17t O|F
A st o lines Z2I0[UEO| YUEHSHH, OfF L& YOLIX| pf=Ch SEH0[PEE Apile
recvfrom 2Z0|A G| blockZ|0, R 2X| §& MHS| S 7ICHE A0tk JFX| T

oA

r|o

£2|2| networking application0f O{f 0| ojLt U=X| O[si5t7| @[3l underlying

protocoldf CH3H Cf BO| Oloigt BR7F A= A2 oAl FOolCt

2t

HREIE 22|= host maxosxO| A tcpdumpE A|&fStD, O 5 Z2 host|A] SCI0|HEE A

S, MH hostZ freebsddE X|™HSICE LE|l= O = oF i

—

>

e QESICE 2X|0OF 0] lineL

—

echok|X| @=L}

maxosx % udpcliOl 172.24.37.94
hello, world 22|= 0] lineg YESHX|Tt
OFR AL echok|0| SO0IRX| E=C

CS2 tcpdump £33 S EOFCL

0.0 arp who-has freebsd4 tell macosx

0.003576 arp reply freebsd4 is-at 0:40:5:42:d6:de

0.003601 macosx.51139 > freebsd4.9877: udp 13

0.009781 freebsd4 > macosx: icmp: freebsd4 udp port 9877 unreachable

N Mz 22|= S20|UE host7t MH host2 UDP datagram= &4AI5H7| 0| ARP request
@t replyZt ERSICHE AS LA ZIRULCEH (R2[= IP datagramO| CHE host EE&= local networkQ|

Ct2 router2 HAIE|7| TO| ARP request-replyl] 7t & HHE57| Q8 =8 LfL0| O] nzt

o

=2A=CH)
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3HR Z0|M 22|l= Z20|HE datagramO| SAEZ|JAX|TH MH host= 4HR| Z0A ICMP
“port unreachable"Z2 833t A2 & = QUALCL (Z0] 132 12 749 EXt=1t newlineg 2|03t
Ch) O ICMP O3, JI2X|Q S210|QIE process® EHSHE|X| @41, 1 0|9 2|7} 225}
7|l&g AHOITt ChAlo), Z2O|AEL recviom ZE LHROIA YD blockELt Lals w3t
ICMPv6= ICMPv4Q} QALSH “port unreachable” Of2{E 7HX|Z1 QUO{M, Of7|0fAf 7|& &= Zot

= IPV6O| M & H|Z8}C

2g|= 0| ICMP 0Of2{E& asynchronous errorgt £E2Ct 02{= sendto 0 Qs ZH | X|at,
sendtos= Ma3X™oz Hizt=lCt 2F0|AM UDP =3 FAfo| M4zZHQl Hizl2 interface output

queued]| IP datagram& 2|3t Z57t0| QUCt= o|OjY Eojztn M

r
N
o
N

Aglel. ICMP o2&

LI (Figure 8.100 | A= 4 ms E)7tX| dtstz|X| &1, 0|0 L2|7} O] 02{E asynchronousztl
=

fE2& O|RO|Ct
712Xl HAL socket@ A0 QUX| AULCHH, asynchronous error= UDP socket@ 2 HiztE|X| @
=Ct= A0|Ch R2|= F0A UDP socketg I8 connectE OfEH 2=35t=XE 7|2 A0

C}. socket0] Mg TBIE Wf O|LA MAEEE AHE 0|8 & 0felX Fect

StLtS| UDP socket 2|0i|A Al 7H2| datagram=2 At CHE M 70| CHE MHE (e. M 7HQ
MZ CHE IP addressE 7tT)2 &415t= O UDP SE2I0[GIEE Y2}l SE0|HE= 1

—_

= 3EE 7] RI8 recvfromE2 2 ES= loopE SO0{ZtL) datagrams & F e d3H2=

HEEJAXT (O] =2, M 7HS| hostE & & XOIAM MHZF Z0t7k URUACH M BIR] host0f A
= MB{Zt SO7tX| AUXCE O] Ml BHFY host= ICMP port unreachable 2 SEotCE O] ICMP

error message= O|2{E 2A|ZI datagram@| IP header?t UDP headerE =E3tsta QlCt
(ICMPv42} ICMPv6 error messageS2 ICMP errorE& $=A18= £0| O socketO] O2HE EHAA|

REXIE HESHA 17| 2o AXLE IP header@t &= UDP header EE= TCP headere| Y2 E

Zotottt) Ml 7Hel datagramE& &ilet ZE0|AE= O & OffH datagramO| o2& ZHHA[Z
X 27| Q8 Oo|2{E LAIA|7]l datagramQ| EXX|E & TQIt QUCk IEHX|TE kernelO]
OfEA o YEE processOfA HEY = UA=7t? recvfromO| et = QA= RSt JE=
errno £f0|Ct; recvfrom2 Of 2{7} 2 St datagram@| S X X| IP address@t SXX| UDP port H=
£ dtsist HHHO| QICh ZEL, [MaEtA, process7t UDP socketS M %ts| tLEO| peerOf ot %A
2 {2t O] asynchronous errorg2 processOf| A Htatst= Z40|LCt.
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P

8.6 UDP O Q9
oo 3 S L o .
Ct52 SctO|YUETL UDP datagrams ST If HHEA] X[ZotALE MESiOF o= U 7Hel 2
=2 20F1 Utk
socket ()
sendto ()
client server
client ephemeral port specify server’s
e i > @
UDP chosen by UDP well-known port number UDP
P client IP address . P
chosen by IP specify server’s
(based on routing) IP address
data data data data
link link link link

A |

| =

&

3]

<12 8.10> 22}0|0E

r

x= o

S0lAel UDP ZZ2to[¢

E/MH ol 2%

Z2}0|HEL sento SEL I3l HLEA| AMH Q| IP address®@t port HSE X|™sfof 3tCt 2|=
Z20|HETL /ASHH bindE &Y += UChs AE AZSHI = WX|TH YN o2, Z20|HE
Of IP address®} port= kernelof| oJ3{f XAtz = AFEICL 2HeF S2H0|UEEF flet 0] & S0
kernelOf 2|8 MEHE|H, 22|= Lot 22t0[UES| T port= X B sendtoOf A oF =M
B30, O AS BU= B5HK| R=Cs AS A5UCH

S20|AHEQ| IP address=, QA X2, S2I0|AHET} socketd] E7 IP addressE binddtX| LQULE
= A2 7t™dst, Ec0|AET £48l= 2= UDP datagram2 o HAE £ QACL O 0|
= A7 JZ0|M 2 4= QUCk gtk SEH0|YUE hostZ} multihomedO|™, Z2I0|HEE T ZXX|

AtO|2 mOH)A,

rot
IR

2 2ZFO| datalinkz

worst-case A|LI2| 20{A{, outgoing datalink &

O| IP address&=, 2 & datagram=

SRR

L7}3, Tt

7|8t

X O =
== 2:

Z20| datalink2 L}ZtCE Of
2 SiM kernelof o[sf MEEE Z2f0|AE

0|t
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Chkx 382 Ul 7Hel ¢SS 20F AT Mo 20| Motk

socket ()
recvirom/() bind ()

A

client server

return client’s specify server’s

port number well-known port number
UDP UDP
P P specify local
return client’s el IP address
IP address \ " (normally wildcard)
data data data data
link link link link

| . J ar

<18 811> AMH ZHO|AMC| UDP ECI0|AHE/MH O R9F

From client’s IP datagram TCP server UDP server
source IP address accept recvirom
source port number accept recvirom
destination IP address getsockname recvmsg
destination port number getsockname | getsockname

socket2 9ot Yl 7io] FE EFOf AXLE A H2g & AL, O 4 e

IS ATO| XL St A4 HORSICk UDP socketof A, JX|P, SXX| IP address
= IPv40|| A IP_RECVDSTADDR socket 2MO|L} IPv6O||A IPV6_PKTINFO socket 2ME2 MASID
recvfrom LAl recvmsgE ZES|02F A2 = QULCH
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8.7 UDPE A}23}= CONNECT &=

]

18]

rir

—1
=

UDP socketO| connectk|0{ UKX| &

o
S

rir

ot asynchronous error= BFetE|X| Q=Ct= AS

o Ho
52

Ct. MAZE, 22| UDP socket2 28 connectE &= = QJACL IHX|TH O|AHA2 TCP

A
=

ra

k=l

-

—

OoF

| SASEX| CE Of7|0= three-way handshakeZt QICh CHAlL  kernel2 ECHX|

immediate error5 8 2QISHA, S= processt|H ZA| HitztstCt

UDP socketE2 9ol connect =0 0| SHE FII6t= AL =2tA=HLCL BISF socknameO|

local protocol addressO|11 peernameO| foreign addressZt= conventionO| A2 EICHH, o £2
0| &2 setpeernameO| &[S ZO|C} H[XZSLA, bind g+=E @[ot § F2 0|§2 setsockname

ol & ZAO|Ct.

O 7|ls1t &/, R2l= O|H BFEA| 0|52 THESHOF otCf:
® unconnected UDP socket, 2|7} UDP socketS AlMsh [Iff 7| &2 socket
® connected UDP socket, UDP socketO| A connect& S =3 E o] Ant

connected UDP socket2 7|=2X 9l unconnected UDP socketd| H|SH M| 7tX|7F HAECE

1 23l

M
J
Off

22 28 EX K| IP address@t portE O O|4 X|™HSIX| QUOtE E

—

H

ro

C}. O] &4e, 22|= sendtoE AIRSIX| U1, CHAl write EE= sendE AFR3IC

connected UDP ocket@ 2 A|Q{X|= EE A= connectd| 28} X|™E protocol

address (e.g., IP address®} port) 2 S4IEICH

—

TCPR} S AFSHH|, E|= connected UDP socketS 2|4l sendtoE &= = QUX|GL,
2o|= SH™X| addressE& X|™E £ QICt sendtol| CtA HEHM argument (socket
address structure29| pointer)= BtEA| null pointerO|0{0F sl11, oA HHERY
argument (socket address structure®| 37|) = 0¥ ZAO|CtL. POSIXe= CHA EHFY

argument?} null pointer0|™, oA HR| argument= FA|=ICtD St QUL

2. 22|= datagram?| &SMX0) CHSH 7| el recvfrome| A& EQIt G 1, read,
recv EE= recvmsgE CAl AFESICE connected UDP socketOfA] 13 SZH0| CH ol
kerneldf 2|38l Btetk|= datagram= connectO Al X|dEl protocol addressOf| A =
A5t=2d = 20|Ct connected UDP socketQ| local protocol address (e.g. IP address

Qt port) 7t EXX|0|X|Bt socketd] HZAEZ|X| A2 protocol address2EEH Q=
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datagram=<2 connected sockete 2 HMEE|X| A=Ct 0|Zd2 connected UDP

—

socketO| HFEA| Bt peer?t datagram=S W 2SI E X|SHSHCE

multicast EE= broadcast addressOf| connectst= Z40| 7tsst7| 20, 7|eXH2ZF,

connected UDP socket2 EtX| &FLEO| IP address?t datagram=g W 2HSIC}

— -

3. asynchronous error&2 connected UDP socket=& I8l processZ Hi=tzICH A=

—

2, 2217} YA Z|=st HQF Z0|, unconnected UDP socketE2 asynchronous

=

errors2 FAISHX| ZotCh= ZAO|CH

Ct2 1212 connected UDP socketd CH8H 2|7} O|OF7|3t M| 7IHX| =F-E2 Q9sICt
application peer
read write

UDP : : stores peer IP address UDP
70 7 s L e and port# from connect
UDP datagram from some other | | UDP datagram
IP address and/or port# i Y

UDP datagram

<12l 8.13> connect=l UDP socket.

application2 peerQ| IP addressQ} port HSE X|™HS|A|, connectE ZZ=$IC} applicatione] 1

O

2 peer?t datagE W=7 28l read?t writeE AtE

r

b},

Ct2 IP address LE= portOlAl 2= HE= datagramS<2 IP address LE= ZHHX| UDP port7t
socketO| connect=l E8HX| protocol address@t LX|SHK| 47| UfE0|| connected sockete 2 T
C|X| Q=C} 0] datagramES2 hosto| O{fH CIE UDP sockete® MEE|S Z{0|Ct ZiSH=

datagramg I8§ YKt CFE2 socketO| GICHE, UDP = O| datagramg H{2|2 ICMP “port

unreachable” error& Mg Z40|C}
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QokstH, Q2= UDP 220tQIE = AMH|{= process7t UDP socket2 AMESHAl HEts| Lt

peer?t 4l UHOITH connectE 2EY = UCHD Y = QUCHL YHHOZ, connectE 2 &3}
= Z2 UDP ZZl0|QIEO[X[Tt, UDP MH{Zt Tt Z2l0|QIEQL 27 AlZt ot Silst=
applicationE0| QUCt (e.g., TFTP); O] AL, ECI0|AHEQ}t A = Cf connectE S&=T = ULCL

DNS= 18 8140|M E0X|= AXMEY, £ CHE O|E HMSeHoh.

DNS p DNS |= DNS » DNS
client server client [«@—— server
lcidnts by
connect OK cannot connect cannot connect cannot connect
(configured to use (configured to use
one server) two servers)

<12l 8.14> DNS Z2}0|Q91EQ} MHQ} connect &H20| OfF|

DNSZZI0|HEL UHIM o2 /etc/resolv.conf I LHEO| AMH{S2| IP address& LIZGEOZ M,

StLt L= 1O O|¢e] MHSE MEot=E d¥E & UCH TS StLte| M7t 7[R (figure

-_

oM MY RZol &R S20[UEE connectE EY £+ UKD 2SF 0 7] MHSO| 7|
1=

UE|H (figured M 2EZOAM £ B X)), S2H0|AE= connectE == = IOk L3

DNS MH= Zetqo=z offd Z2t0[UES 2EO|2t: M2|st7| 20, MH= connectE @&

Sk A
2 = QlCh

UDP socket2 $£|sll connectE 0] HH S E5}7|

connected UDP socketZ AtE23t= processe= T 7HX| O|§E & SILIE 1 socketZ 25l

connectE CiA| &S = QICk
® A\ IP address@} portE X|™st7| |sH

® socket2 unconnectdt?| 2|sl

4

R Z 2, connected UDP socket2 2|8l A peerE X|™dt= A2, TCP socketO A connectE

-—
-

AN
AHSH= Z4aF FEEICE connect= TCP socketE Qo HtEA| & O S == 4= QIC}
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UDP socket2 unconnectd}?| 8ll, L2|= connectE® ZZ=0}X|EF socket address structureQ]
family member (IPv40|A| sin_family EE&= IPv6O|Al sin6_family)& AF_UNSPECSo =2 MHHSICt
EAFNOSUPPORT error7} Btzh=! =& QIX|OF 0|4 HIOI=Q %= QIC} socketO| unconnectedZ}

—

Tz & o|0] HZAEZl UDP socketd] connectE T ESt= A2 processO|Lt.

Unix BHZ(variant) 52 ™MatsS| O{E A socketE unconnectst= X0 CHSHM = A2 HAE EE|
Ste ALZE HO|A, o222 OfH systemS0|M= SZESHAIR CHE systemO M= SASHX| &
= g2 M52 EA 2 == Utk olE S0, address& NULL 2 3{A connectE 2E5t=

SESCH (A2, 0|42 Ml HA| argument, length, 7} 00| Otd [
OF SAFSHLE ). POSIX specificationdt BSD man page=+£ EThHX| null addressBtO| A2 L|0{OF SHCH
o Agstn A HLtStE error0f| CiSiA = AGot UX| ROIM(ESS R0 k), O7[0fA

L 82 £20| F|X| Y=Ct JHE portabledt sfZA# 2 address structureE 092 i, 9|0f A

ASUE AMY familyES AF_UNSPEC2 = EF3{A|, O[S connectdf| A TEStE= ZAO|Ct

applicationO| unconnected UDP socketO| M sendtoE ZES|H, Berkeley-derived kernel&2 YA|

AL

Moz socketZ connectdtld, datagramZ &

r=
ok

td, O =  socket& unconnectdiCt.

unconnected UDP socketOjA| &= datagram=2 2ol sendtoE &A= A2 kerneldf 2o|8f Ct
22| A EHAE =etotrh

® socket2 connectStC}

-

® X WA datagram= Z=HTICH
® socketZ unconnect3tC}

® socketE connectSHCt

® 5 HR datagram=2 ZHoICH

® socket& unconnect®TtCt

application0| 4ot peer2 02 72| datagram==2 S4ISHAH 2 ZAol2te AE2 € W&,

socketS HA|MOZ connectst= Zi0| O REHO|C}. connectE T=8ID writeE & B =8}

= A2 kenrel®f| o5 CtZ2| HHASS ZHSICE

—
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® socketE connectSiL}.

® X HA datagram2 ZH3iC}
® T HN| datagramZ ZHHCt

0] A2, kernel2 2 X| IP address?t portE ESHSID Q= socket address structureE ETHX| &F
MOk ZARSED, 10 HI8) sendtor} £ ¥ SEEYS M S M ZAREICH [Partridge and Pink
1993]2 unconnected UDP socket2 YA|HOZ connetdt= HOZ Z+2t0| UDP ™M&0|A 3£9|

19| H[E2 7|0ig == ATt M1 QUCE
dg_cli &% (Revisited)

22|= O|A| dg_cli) B4+Z =O07IA connectE T ESIEE CtA| ZUSICHE FE= M S+ E &

Ol =L

udpcliserv/dgcliconnect.c

1 #include Hunpsh
2 eid
3 dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servlen)
4 {
5 int n;
6 char sendline [MAXLINE], recvline[MAXLINE + 1];
7 Connect (sockfd, (SA *) pservaddr, servlen);
8 while (Fgets (sendline, MAXLINE, fp) != NULL) {
g Write (sockfd, sendline, strlen(sendline));
10 n = Read(sockfd, recvline, MAXLINE) ;
il recvline[n] = 0; /* null terminate */
iz Fputs (recvline, stdout) ;
i3] i
ALy

udpcliserv/dgcliconnect.c
<13 8.15> connectE T =Ed|= dg_cli g4,

HZALE A2 MEZE connect SE1t sendto?} recvfrom TZEE write?} read SZEZ WH =
Z40|C}. O] gt=&= connect2 FEE|= socket address structurel| LHEE EX| U= ZAHAZ OfF

5| protocol-independentO|C}t. 22|2| 22}0|YE main &<, Figure 8.72, g HEIE QX|TIC]
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BroF 22[7t host macosxOA O] Z=2MZ MHMA[F|L2, host freebsdd (

T
L]
10
X
T
i
©
o

98770 HHAIZ|D AKX §2) 2| IP addressE X|YotH, 22|= Chg2 82 =tk

maxosx $ udpcliO4 172.24.37.94
hello, world

read error: Connection refused

227t QAE = U= A B M2 22|= S240|HE processE AT Y errorg 2HX| 2ot

o
rir
!
o

ICt. errore 2|7t A HW datagram2 AMHZ SAlst Fojjof LMSCE O] datagram
2 &MEo 2 M ICMP error2 AMH host2£E| O|ZO{LYA =ICh 12 X|PH TCP 22l0|HAETL A
B processE HBAIZ|X| Y= MH hostE XA connectE ZESHH, connect &2 TCP
three-way handshake7t M EE|AH| &3, 1 handshakeQ| X H® packet2 AMH TCPEEE RST

£ O|Z0{L}7| W20, connect= errorE gtatstCt.

CHZ& tcpdump £32 HO{FLL

macosx % tcpdump
1 0.0 macosx.51139 > freebsd4.9877: udp 13

2 0.006180 freebsd4 > macosx: icmp: freebsd4 udp port 9877 unreachable

ICMP errore kernel0f| 2|8l error ECONNREFUSEDZ OfEE|11, O] errore= 22|29 err_sys &9

=

message string =3 “Connection refused”0f &2H=IC}.
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8.8 FLow CONTROLO| 9= UDP

f2|= O|H| flow controlg ZtX|11 UX| A2 UDPL| = utof CHsH AHE ZO|CL X HIYZE, <
2l dgcli) g+E Foitl 2| datagram=2 SHSIEE F7FoiCh 0 &= O 0|y
standard inputS 2 EE| QUX| YLC} CFS FEE A HES 20

2,00071{2| 1,400-byte®t2| UDP datagram=2| writeStCt.

udpcliserv/dgcliloopl.c

1 #include "unp.h!

2 #define NDG 2000 /* #datagrams to send */

3 #define DGLEN 1400 /* length of each datagram */

4 void

5 dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t serwvlen)
6 {

7 int >

8 char sendline [DGLEN] ;

9 Foral =l Fe S SN E - W 4= ]

10 Sendto (sockfd, sendline, DGLEN, 0, pservaddr, servlen);
ALl }

A2

udpcliserv/dgcliloopl.c

<% 816> ™= 49| datagram2 AHZE writest= dg_cli &

udpcliserv/dgecholoop].c

1 #include “unp, h"

N

statiicliveilditecvEromi i nt (Gt )
statie inty count;

w

void
dg..echo (int sockfd, SA *pcliaddr, socklen. .t clilen)
{

socklen_t len;

char mesg [MAXLINE] ;

0 J o Ul

\o}

Silonal (STGTNT A e cvE omil TR Ei)s:

10 FIOT I EREa-hEER
AEdE len = clilen;
92 Recvfrom(sockfd, mesg, MAXLINE, 0, pcliaddr, &len);

13 count++;
14 0
L

6 istatic void
15 i recvErom dint (int signo)

48 {

19 printf ("\nreceived %d datagrams\n", count) ;
20 exit (0) ;

20

udpcliserv/dgecholoop].c

<38 817> =4l Ht2 datagram== A AtSlE dg_echo &=
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Ch22 2 datagrams= Aot #2 datagrams2| H+§ MESE AMHE BESCL O MH=
o O|At 22}0|MEZ datagramESS echodflA] S2{ELHX| %=Ct 12| 8172 Af dg_echo Bt

£ HOFECE 2|7t terminal interrupt key (SIGINTZ MHE ZZSIH, 0| g4 4 HZ2

-

datagram&0| =& £33t

Oht

el S

O|X| =2l SPARCStation?l, host freebsd¥iM MHE AWA|Z A

o
[
-

. 22|= 100Mbps Ethernet

of 2 AZALZI0f U, RS/6000 systemQl aixO|A] SE2I0|HEE AHAIZICH FIHEOZ, Q2|=
A0t} B2 datagram=0| AR EXE LT SAZE, A Mt 20, MHO A netstat —s
£ MAZICE

Z2t0|AHE = 2.000719| datagram=g SAIRUX|DE, MH application2 Ol & 30742t AT,
98%2| loss rateO|Ct. O| datagram=0| AH applicationOf A A2t =X £ ZSC0|AHE

applicationdj Al A2t =X YEiFe A2 QiCt 227t LU =0|, UDPE= flow controlE 7}X|X

%1, unreliabled}LC}.

netstat Z2HE HMH, MH host(MB applicationO| Of:)7F =4l B2 datagramE9| & i

rir

2,000 (73,208 - 71,208) O|Ct. “dropped due to full socket buffers” ZtI2H= 0Lt B2
datagram=0| UDPO| Q|8}| =ME|}10 Al BF= socket 9| receive queue?t 7t5 KtA H2Z{R
=X|Z& L}EfLHCE O] Z+2 1970 (3,491 - 1,971)0|1, application?| 7}2E Z=H30)1t HsHX|H,
host7} £=4l Bt2 datagram 20007HQ} S SICt QAUA A E, netstatO| HAHSH= socket buffer
7t 75 KM HZHZE == system-wideO|Ct. O applicationg (e.g, O{© UDP port=) 0| HZF

HE
|

njo
pas)
rir

X

rkE

SRR

£Q

c}.

O ooflAl AMEO ofsf s=4lEl datagramE2| =& O A == gICt. O|Zd2 network load, E2}0|

A1 E hostO| process load, 12|10 AMH Q| processing load Z2 L°0l0| et ZhatRICt.

otef 22|7F et E20[UELL MHE ZAAIZIXTL O[O0 220|UES =2 SunOAM &
AIZ|L MHE BhE RS/60000(A ZAAIZ|H, O] datagram=L& H2{X[X| BE=Ch

aix % udpserv06

" S2lE Z20|gET}

ObA

2E & interrupt key2 QBIC}

received 2000 datagrams
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UDP Socket Receive Buffer

FO{ %l socketd] CHsH UDP Off Q|sf queuek|= UDP datagram=2| =& 11 socketQ| receive

buffer 37|0f 9|8} F|st=ICt R2|= SO_RCVBUF socket 2MoZ 0|AHS HZAET % QICh

FreeBSDOJ A UDP socket receive buffer®| 7|2 H7|= 42.080 byte0lA, 22|2| 1,400-byte

datagram=0| 307h5+0] £0{Z == QICt Ttk 22|7} socket receive buffero] 37|82 F7tAI7|H
m

fele MBZF F71H 2l datagra

+
=
o
XY
mjo
N
=
o
>

)
o

CtS dg_echo Th=0f|A| socket receive bufferE 240KBZ HZASIE A2 HOFL|

e TPy udpcliserv/dgecholoop2.c

2 Statile veid reoyireomiane Eint )
sStaticlintcount,

w

4 void

5 dg_echo(int sockfd, SA *pcliaddr, socklen t clilen)

6l

i int o

8 socklen_t len;

S char mesg [MAXLINE] ;
10 Signal (SIGINT, recvfrom int) ;
T mili= A OF R 102
12 Setsockopt (sockfd, SOL_SOCKET, SO_RCVBUF, &n, sizeof (n));
13 Bl (o 2 i) il
14 lienti=Selhifient
il Recvfrom(sockfd, mesg, MAXLINE, 0, pcliaddr, &len);
16 countt+;
17 i
(e

19 statie woid
2 nrecyErom R (ilng Signe)

21000

2w printf ("\nreceived %d datagrams\n", count);
28 exit (0) ;

24 }

udpcliserv/dgecholoop2.c

<112 8.18> socket receive queuel| A 7|E F7tA|7|= dg_echo &=

oreF 22(7F O] MHE SunOA] ZHA[Z|2 SE2HO|HUEZ RS/60000Af HAAIZ|H, 4 B

—r T - =

rlo

—_ A

datagram=2| == O|X| 1030|C}. 7|& socket receive buffer& 7}%l O|MO| O ECt= A7 RHX|

2 o|Zio] TH FSX|ef2 OfLLY.

205



8.9 UDPO| Al OUTGOING INTERFACES| A

connected UDP socket2 tE= E™ SAX|0| AMEE outgoing interfaceE EESIE H AMEE
4= QIC} 0|Z{2 UDP socketO| connect &0 MEE|QULS [fo] £ ZELLO0|Ck kernelO| local IP
addressE MEHSICH (HA|F 22 O|AES LEdH7| Qo process7t bindE ZESHA| AUS ER).

0| local IP address= SXX| IP address7tX|Q| routing tableg HAMsln, 10 = ZAUE A2

interfaceE /¢t primary IP addressE AtETO ZM MEHZICH

Ct2 O22 EH IP address2 connectdf A 1 T getsocknameE ZZ3}0], local IP addresst

portE E33t= Zthet UDP Z28/E EOECL

- udpcliserv/udpcli09.c
1 #include Wibhate), lai
anro
3, main(int arge, ichar | **argv)
Al
5 int sockfd;
6 socklen_t len;
i struct sockaddr_ in cliaddr, servaddr;
8 if i (azagc 1= 2)
9 err_guit("usage: udpcli <IPaddress>");
10 sockfd = Socket (AF_INET, SOCK_DGRAM, O0);
ALt bzero (&servaddr, sizeof (servaddr)) ;
iz servaddr.sin_family = AF_INET;
13 servaddr.sin_port = htons (SERV_PORT) ;
14 Inet_pton (AF_INET, argv[l], &servaddr.sin_addr) ;
1) Connect (sockfd, (SA *) &servaddr, sizeof (servaddr));
163 len = sizeof (cliaddr)y;
i Getsockname (sockfd, (SA *) &cliaddr, &len);
18 printf ("local address %s\n", Sock ntop((SA *) &cliaddr, len)) ;
19 exit (0);
200} 4 .
udpcliservfudpcli09.c

<12l 8.19> outgoing interfaceE 2t015}7| Q|8 connectE At2dl= UDP =z 12,

greF 227} multihomed host freebsdOjj A T2 1S ASHA|7|H, C}2o| =S A=C}

freebsd % udpcli09 206.168.112.96
local address 12.106.32.254:52329
freebsd % udpcli09 192.168.42.2
local address 192.168.42.2:52330
freebsd % udpecliO9 127.0.0.1
local address 127.0.0.1:52331
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9.  SCTP SOCKETS

SCTP= ME2 $474Z Z2EZ2M 20000] IETFO|AM EZEZIE|QACE (TCP= 19810

-_—

H
20 o8} CIXelEAn, 53] lHUE ¢

1 —

ot
mn
3Q
=]
wn
(@)
_|
v
rir
ox
)l
o
rir
o
r
ot
ofm
=
>
0z
10
+

HepMH|A Mo HES FH2 2 ofth CXelS oldstr| fIg 27Ae2 RFC27190] 7|& 5

O{QICt. SCTP= AMEZ|M A1, MA|X] X|Zd(message-oriented) T E2 EF 0|, T (endpoint) A}

L=

o|0f CrEAE&(multi-stream)E M35t =SASOHA ZEEZY(multi-homing)E K| ATt
SCTP7} M22 T2ZEZ22 H™E 0|5 TCPL} UDPHE 42| AFRE|X|= UQtCh d2{Lt SCTP7}

HMEsts R 7HX M22 Ed2 88 HAE 29| Hhast AZXE ZEL,

H|Z SCTPQ} TCP AfO|of= @ 7tX| 22X Ql 0| JFK|1 QOL}, SCTPO| ULHU(one-to-
one) QIHIO[A0M= TCPRt DfR RAISH S& QHIO|AE HSoiCt. 0|2 &2 Atioh

HES QotX[2 SCTPe| &R 7HX| 7t 42| AH&2 of&otA| @=Lt SCTPS| 2L CHone-

to-many) QIE{HO|AL SCTP| E42 2E X|sich 12t o|%e 7|Zo| 889 B 28
2 HYG|oF X = DEC} [MEtM LCHCHone-to-many) CIE I O|A = SCTPE JjE L= MER
sgof AnEct

pIESEe]

=

7l& 27 g0l CioiM 7|Eettt 2= HA

I

Of HOlME= SCTPOIM AEE == U=
A
ne

S8 MEXS0| 2o M8 + Us F 7HA| CHE AHI|0[A 2RO Tl 7|=etot. 1080 A

=
rot

= YOiCHone-to-many) Z2EO|A ALESI= O|F A{H{(echo servenE& +3d| = ZAO|CL

Ok

n
il

SCTPOMBH AL ElE MZ2E 45 7|&stth. 22/& shutdown 47k SCTPOA TCPRHE Of
Al
=

H CIEA ARS=X|E AECH d2|3 LA SCTPO| EX|(notifications)| Al2E ZHEHS|

&

=Lk SXl= AMEX HOJES| =&I= OHE, Z2EE0AM 2% OHES S804 2eiF:s

oA sH
==

mjo
rok

=y

SCTPE 22 Z2E20| © 0/, SCTPY| BE S48 I3 IEHO|AL OFF 2| oFyst

GIX| QQUTH O 2oIME QIEITO|AT} OHESE E|QUCkD Uh J|&BICE SPAIGH OFEl A% APIA

LS AN

B gel HX[X|l= WRACE SCTPe| A&S 7|fte 2 CA2lE S82 AHE8Atz2 HE WAIE

a
ZZ20|2tH SCTP7} X[ AKX s A|AHEZ 13S0 TCPE AFEE = UL E ojjof SHCL

207



9.1 INTERFACE 2 &I

SCTPO|= UrC{Y(one-to-one) A7 HFAIDF QCHCHone-to-many) A2 Al &= JLX| 7} QUL ALY
2 (one-to-one) AZE X3S SFLEC| SCTP associationdt CH-EsHCE SCTPO| 2 LCH 2 (one-to-one)

2700t SCTP association ARO|Q| A= TCP AZUnp TCP AHZA ALO|o] ZHAIQL SAFSICE ULCHCE

(one-to-many) &ZU0| M=, 02| 7§2Q| SCTP association2 FO|Zl AZZ A0 2dzted =
Ct. SCTP L CHCtone-to-many) A2t SCTP association?| A= EX TEZ HIQIE £ B&E
SAl0f| HO|HE ™&sl= o |4 UDP CHY=ZHEE interleaved datagram2 B2 £+ U=

UDP A1} SAFSICE

AH&sts QHH0|A0] AEMYES AYS

—_

IR I, 882

2

ojo
>
i

neg 2

)
N
30
_|T|_

L5t MHQ| HAIR Xt &(iterative) HAIQIZL? CHE T & (concurrent) 2HAIQIT}?
® MHE Ot 2 A% CIAFEHE #2571

® Four-way handshake2| 3Rt 7hSSICtH 4K T2l &0 HOIHE oH HEE = U

EE association M™EE XAM3I6H= Z40] SQ5HI}?

°
oo

0= EotLt W2 HZE JEiE RSO St=7t?

SCTPO| 231 APIZ JHarg f, 2ALE 22 BEO|H Of7|4 @1Fet 2310 £ 7| walof of
807t OhHl CH2 80|12 2 4 USKE BECh YofY 2300] £7] Gojk "TCP-style” AH0|

I, oot AFo| =7| 0= "UDP-style” AZO|LC}.

27 AEFUO| AMRO| o|&SI SCTPZt TCPLE UDPNEH ZZtg

N
o
u
kl
0z
N
Of
il
oot
|0
Hu
=
o

i
mjo
N

P42 =+ A7 HZ0| o] 2EtY 0= 0|20 Ar2tE Zo|tt. &A=, of E0{F2 T

ES
TCP2t UDP 271 ALO[OfM oiLtel ZEHE QG (F, otLte| 70| OF SAl +3AT

— _ll

>

associations M&&X| = ZECt) SXfe| 0{("one-to-one” versus “one-to-many”)= F A7l
2

Et ALOJOf A XtO|FO| =FS 30 AMESt QUCh J2|1 CiCHone-to-many)O|2h §0f C

=

Ao CtCH Y (many-to-one)O|2t 0|2 HFIO| AFEY =& QUC|
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One-to-One Style A2l

2l (one-to-one) AELY

rlo
N
rpt
2
rht

Mtes TCP &0

rE
o
N
Of
re
(V2]
(@)
_|
vl
0l0
ol
|0
HU
o>
)

s & QICh AL 4™OM 7|23 identical RET QARSICE 7|EQ| TCP 82 SCTP 8
822 HYFSH7| fIShM otzfet Z2 A0S 2{diOF Strt

L o A SMO|ZtE SSOP TCPOIA SCTPR WgEl 4 QU 917 MIA| YurNol

[

r

M2 TCP_NODELAYQt TCP_MAXSEGO|LC}. 0|Z42 SCTP_NODELAY2} SCTP_MAXSEGE # 2|

=
olo

AZ Utk

2. SCTPE= HAX| BAE RAlStEZ S8HE MAIX bound= 275X YELE O SO
TCP 7|Hto] 8& Z2ZEZ2 write() A[2E =3 A0S0 2HIO|E HA[X] ZO0| EEE &

AEHO} write() A|AE Z0| xHIO|E HIO|HE L ALt SCTPOM= 4ldt= SCTP

=

= F He gz HAIXIZ =4 AOILh &, read() Al2” 22 & H

—

St 2 2HIO|E MAIX|E =413k, O2|10 LEA CHA| xHIO|E DAX|E =

>
mot
P
el
il

[El
HU
HM
A1
rlo
olo

=2
[S]

4. send g LEHQ YHOAM AEE = UCh sendtol} sendmsg F0M= Fa =

of M F& FA(primary destination address)2| MEE Y& AS ZETSICL

a8 912 grfg(one-to-one) AEFYS| AlZE S &S EHOECE MHIF AXSHH A28 E4,
FAE HIQIESHL, accept A|AH” =22 AME5I0] S20[MES| HAZ J|ChEICt Z(Ct2[a e
™ | S20|HE= S4E dt7| Qs A|ZSHH A2ME E10, MHQLO| associationE Z&7|3t
A 28s dE5ta, M= 1 288 Nelsta S2H0[AENA /¥y
of ciet 8ES T&Ests AS 7PESE) O F7|(cycle)= 2EO|UETL B2 associationOf Af
shutdown2 A|Ztgt [77FK] A& EICE shutdown© 2 association2 #O{X|1, MHE ZF2SHAHLL
MEZ& association2 7|Ct2ICE MEXOl TCPR} H|SIH SCTP QUCHY Az AEFAL2 T2 410

M 2O0Xls AME e FARSHA M= Ch
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SCTP server

socket ()
well-known bind ()
port +
listen ()
' accept ()
SCTP client ;
blocks until association
socket () is requested from client
T £ 0 connection establishment
con%c < (SCTP four-way handshake)
write ()

W
read () g

process request

4 data (reply) write ()
read() 4,//

close() EOF Notification
\f read ()

close ()

Figure 9.1 Socket functions for SCTP one-to-one style.

N

QL Y(one-to-one) AELYO| SCTP AZEZ MMEH AL, IP socketd| A family Q1Xt= AF_INET EE

rir

AF_INET6Z, type QA= SOCK_STREAML 2 protocol Q1At= IPPROTO_SCTPEZ M7 TIC}.
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One-to-Many Style A2

UCHChHone-to-many) AEAES I AZ CIAIZEC[ 2| 0] MHOA S& ALEAt7L £
T UAEE ot} ShLtel A% CIATEHE CFE associationg LEERE Z40|1, UDP AZU0| CHE
ZZI0|QEZREH HAIXIE 4 B2 = JAEs YWHN SYSICL Association AEXtE= ACHCE

(one-to-many) AELY AFUAMOGA THYUO| association@Z2 AlHTN £~ QT E AIREICH 0

association AlHXtE= sctp_assoc_tO| ZfO|Ct YUHIM o Z M40l MSHX|X| U2 ZLO|Ct 822
40| o8| O|2] =0 Xl association AlEXIOF AF2E|0F 8t FO|X|X| %L association AlEX}

-

£ A8 = ¢ =Lk ZCOiChone-to-many) AEHAS| AAEAH= CHEC| LHES X[7{OFR ST

—

—_

1. S2fO|AET} associationg TEY FF MH FHoM= XsHeE TEE A0(1 HE LY

o

0| associations ?Iet E{E & AKX E O{OF BHCE

2. 2ClCHone-to-many) AEFUOl AFEE four-way handshake®| 3, 44 I{Zl0| HO|HE

piggyback & = Qe FLSH &HHO|CE

3. sendto, sendmsg EE= sctp_sendmsg &t O}Z! associationO| ZX|SIX| U= FAE

d0

=

8l active openg A|EZ Z0|1, O] A|E7F HBSHICHH O FA0 MZE associationg A

ol

Of
r

3
=)

mjo

st

it

=
=

ot

QL HIE 80| passive opens 2 St= listen -5

4. AKX sendto, sendmsg EE= sctp_sendmsg &5 ALES|OFEt Sl sendL} write &~

= AM8dHA| §S AO|Ch BHef YUrfjU(one-to-one) S e M sctp_peeloff &

+
i

5. QM 2tE send &= = SILE T=SIH MSG ADDR OVER Zefd9] MM™o| QiCHH
association X7|3} A|ZHO| A|AHIY Qo8 MEHZ 2M FX FA(primary destination
address)E sctp_sndrcvinfo FEX|OM ALEE ZAO|CL 0| @Isf EZ=ZFQl HO[Et A

sendmsg Bt~ ARSI LL sctp_sendmsg Bt AL S EHQ=E & ZO0|Ch

6. 9HO|A CtE SCTP EX| & 3lLIQl association O|HIE AE0| 7}s3StCh Btk 2&20| 0O
O|HEE =4l B= AS JSHX| Q=CtH SCTP_EVENTS 4321 SMHE 0|83 HAHS=
O|HIEE £=Al BIX| QT ZE SICL 7| 2HOo =2 A2 7ts%t O|HIE = sctp_data_io_eventO| 1l

0| OJHIE& recvmsg@t sctp_recvmsg et=0|A| EZXXQl CO|HE N StCt O|HIEO| CH

rot

ol 4

0

2 YrfY(one-to-one) AELAL} ACHCHone-to-many) AEY 25 M ZEICH
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SCTP 23 APIZl XS JWEEUS M, YLCHCHone-to-many) AEIY 9IHmO|AE= 7|2 A
Mo O|s|A Tt association EX|7F HO|Z|RALCE 1 0|= API 2EA0|AM LS 2ACHLU(one-to-one)
It A CHone-to-many) AEFAO|A sctp_data_io_eventE N 2|3t Z= EX|E AIESIX| &
EE g £ ot du ZE FRHOM O[HA ZZ0| O|F0{X|= A2 OfLCL O AN H
HUStALL JSHA| Y= SXE FAHZE A 7t StAL 7HsOHX| A Stl= A2
SE MEXNA 2 YWHO|CE o] AN HIZ L2 JWEXAIE 2HHMAM ZEE 0|45t

=0 A o=t SEO| ek ZatE 2 Tto,.

YCHCHone-to-many) AEtUOl AHPMOI A7 SE2 7 9200M EOF1 ULk M AMH 7}
AR AZ0| Mdxn FAE HIQESHH S2tO|AEQ| associationg 7hsSHA StH7| Ik
listen &4+& FTESICL. O F sctp_recvmsg &

gt Wi7kx| Z|ChelH block st QAL FEHO|HE=
4 o] e LHEHMOo=Z AMHQ} associationg A5t four-way handshake®| M| HHW{ m{fZl4
oM MEOIA CIOIH 2%FE piggyback oLt

CHAl O 8EHE &L 220 Es SHES =4 21 A3Z ZETH F associationg B&

MH= S2I0|YESl 2FE +45tH X2t
A

I:I_ MH'lI_ E|'o EI-||A|X|% )IK_I b.':"% [[|-|77|-X| Ioopback% —)F_cg-ﬂ'l:l'

M= BE association(ZEI0|HE)Q 2R HO| HAIX|E EHY AP EQl HO=ZE XNz[gd =+

e =Xt ZE(iterative) HHAIO| MHE EOECt SCTPOA LCHCH AZ2 sctp_peeloff Eh4-E At

8310 =X 2 (iterative)?t CHEE 5 (concurrent) AH| HEHO| x=SHEl MH HE|Z ARE £ U
a

Sd2 ofaet

1. sctp_peeloff £ 22 X|&E|= MMl AL LLiCHone-to-many) AFOZEHEH ACHY

(one-to-one) AZHOE &l BIL}O| association@ 2 £2|g 4= QUCH

2. 122|%l association® YUCHY AL CrEFZ(concurrent) DEOAKNZ MY EL ZZA|
A5 O|8%t0 AtEES g2 = AUCH

3. O 3¢ ol A E= 7|E LCiCHone-to-many) 22O =X £(iterative)2F0f| Al CHE
association 2 E{ 2| MAX|S ME|dt= HYUS AS Tt
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SCTP server

‘ socket () ‘

!

well-known bind () ‘
port

v
‘ listen() ‘
v
‘ sctp_recvmsg () J<—

SCTP client +

blocks until message
‘ socket () ’ arrives from client

‘ t +ndt () |a SCTP four-way handshake
- data (request) on COOKIE-ECHO

|

process request

v

data (reply) sctp_sendmsg () }7
1 sctp_recvmsg ()

1

' close () shutdown of association d
server nee

not care

Figure 9.2 Socket functions for SCTP one-to-many style.

one-to-many AE}QO| SCTP A4S MM AL, IP socketO|M family QXK= AF_INET EEE=

AF_INET6Z, type ClAt= SOCK_SEQPACKETS Z protocol/ 91 Xt= IPPROTO_SCTPZ A7 SlC}.

9.2  SCTP_BINDX ! scTp_BINDX &=
sctp_bindx &=

SCTP MH{& SAE A|AHO P FAE Fo| ¢

=]
=
2 TCPL} UDP MHE SAE 9| StLtS| IP FaLE FHQ IP FASS HYE & = UKD

v
B>
-
o
%
-
B>
mn
o
10
ne

—_

PFAE Z9 UYEEES HIQIE 3 &= QL sctp_bindx &4== SCT

=
=
FES HRE & 5 JUAEE S22 M TCPL} UDPO| HI3| RAEES M-S,
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#include <netinet/sctp.h>

int sctp bindx( int sockfd, const struct sockaddr *addrs, int addrcnt,
int flags );

Returns: 0 if OK, -1 on error

sockfde= A7 CIAAZEEMN socket &40 Q|8 Bt=t=ICt T HH® Oj7 =9l addrs= H}QI
S 220 HOIEO|CH 2 A% A 2EME ZA| HEHO| $IX|3}2 I{E (padding)

8ol o el &2 =4 =M FOof fIX|etoy. O 9.4= O[ZA2| o OfofLt.

sctp_bindx0i| ALEE[= FASO| & addrent D70 o) FAIECE Aag Oh7iEH+= 1F

939 £ 7% S o L +

o;'é
OF

=& sctp_bindx =0f X|A|$tC}

flags Description
SCTP_BINDX ADD ADDR | Add the address(es) to the socket
SCTP_BINDX REM ADDR | Remove the address(es) from the socket

Figure 9.3 flags used with sctp bindx function.

sctp_bindx 22 bound?Z} QHL} boundZ} Q= AZH0| ALERSE 2
P

;O

[C}. boundZ} Q= 220 M

9| sctp_bindxe= A3 CIAIEHOM FOZE FASZ HIQIE & ZAO|Ct sctp_bindxE bound
220001 AtEStCE, A2 CA3EE FI7Ee FaAESES HZASH] fIs)
SCTP_BINDX_ADD_ADDRE At £ 1 A7 CiA3AEEO0 o0 HAL O Y= FTAES A
7{5t7| |8 SCTP_BINDX_REM_ADDRE AtE% = QULC} sctp_bindx7t listening AZIAO|AM =

EICHH Z9| association2 MER FA HXE & Zoln, 1 B3 oMo EXSt=
associationg0l= F&S O[X[X| &=Lt sctp_bindxQ| Z2i1°| & =2 &= H{EIAO|ZZ,
= CF A™HSICIH sctp_bindx= AIiE Z40|0 @575 AL EINVALS HIESICH RE A% FaA 2
x

K| AO M sctp_bindx= MIfE Z40|1 @F T L EINVALES Bzt

[

rot

Ct.

g B

SCTP_BINDX_REM_ADDR Z2f1i CH2tO| AMCHHEF CHato] A BE2S HHZASI7| 23] ACHE ©
=

HOA MY HAIXE TESGHEE A & AO|C HAE association ZRE FA0| I 8l

MHE R7HHQ EH0|22 0] £E4& X|RSHA| = Fo0AM= EOPNOTSUPPE Hgtal Zi0|
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Ch Association©] @ BOJAE M QA ol O SX2 XKIYUs|orat siCt SIEmO|A0 5
X B2 XYots AAHORIH 0f SH2 KA MY + YTk S S0, M2 olEY

CIEIO|AE 7PM20EH 382 7IE2 HAZYHM F7Hel AHE0[A9l AFEE AlXBE7| 2

addr

\j

family =
AF INET sizeof (sockaddr_in{})
192.168.1.1

family =
AF_INET6 sizeof (sockaddr_iné6{})
fe80::1

family =
addrent =3 AF_INET sizeof (sockaddr_in{})
10.0.1.2

Figure 9.4 Packed address list format for SCTP calls.

sctp_connectx &=

#include <netinet/sctp.h>

int sctp connectx( int sockifd, const struct sockaddr *addrs, int
addrcnt ) ;

Returns: 0 for success, -1 on error

TAE BEE9| pointE 7t2|ZICH SCTP AEBH2 associationg A ESH|
O|&2| IP FAZO0| ALESIC} addrst| =E3E EE IP FAS2 |2

X dEECH
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93  SCTP FAXz| &4
sctp_getpaddrs &=

getpeername = HE[ZYO| 7t +=E5AF ZEEZ2| 0= XX %A CIXHQIE|ACH
SCTPO|| AtE3IH getpeername & 4=+= CHX| 2M(primary) IP F=A0F HI3ISICH B E IP FTAES
Q7g O sctp_getpaddrs gt SO CHUO| BE FAE HMEHT| s S&0M HAHLS

Al

mjo
OH

ic}.

—

#include <netinet/sctp.h>

int sctp getpaddrs( int Sockfd, sctp assoc t fd, struct sockaddr **addrs )

’

Returns: the number of peer addresses stored in addrs, -1 on error

sockfd= 27 CIATEEHZMN socket b0 o|s) Bt=tzICt /o= LUCHCHone-to-many) AELR

T =
2 ZI0| A association AIEHXIO|CH QLCH2(one-to-one) AELY AZME /d EE= ZA|ELCH

addrs= 1P F=AE9| ZOHO|D LHEHo=z LN ESE5E IP FAEE sctp_getpaddrs &

=]

-~

20 XHYZE Ao|ct. ZEE [ sctp_getpaddrso| Qo5 THotEl ZIAAE HA|SH| 2l

sctp_freepaddrsE ALE38}0F2F SHCT

—

sctp_freepaddrs &=

sctp_freepaddrs &= sctp_getpaddrs &=0f o|8}| &H =l ZAAE S| K SHCE

#include <netinet/sctp.h>

void sctp freepaddrs( sturct sockaddr *addrs );

addrs= sctp_getpaddrsOf Htzt=l IP FAE H{EO| EQIEO|Ct.

[
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sctp_getladdrs 4=

sctp_getladdrs &=
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CHro] AL8SID Qe local P FASS e Y1 N2 I 3F T
J

local IP =AEE2 A|AH|

#include <netinet/sctp.h>

int sctp getladdrs( int Sockfd, sctp assoc t /id, struct sockaddr **addrs

’

Returns: the number of local addresses stored in addrs, -1 on error

sockfd= 270 CIATEEHZEM socket &0 9ol Btet=ICt jd= YCHCHone-to-many) AERY
2ZU0 A association AIHX}O[CH UCHY(one-to-one) AEIY AFOME= /d EE= FA[EILCH

addrs= IP TAE9| EQIHO|1 BEXOZE AHELH SEZ} = IP TAEE sctp_getladdrs &

o

of xHE AHOICk o Hretglol FxEM= 7 940M dM3 EoEL g o

sctp_getladdrsOf| o8l &EtEl 2|AAE SXSH7| Q8 sctp_freeladdrsE A3 OFDE SHC}

—

sctp_freeladdrs &%=

sctp_freeladdrs &= sctp_getladdrs &0 Q|8 T E =l 2|AAE S| A SHCL.

#include <netinet/sctp.h>

void sctp freeladdrs( struct sockaddr *addrs) ;

addrs= sctp_getladdrsOj| 2tat=l IP F=AE H{EO| ZQIEO|C}.

—
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94  SCTP_SENDMSG &=

S82 sendmsg &+E 140 HYEO U 2XXQ HO[EQ} A AtEECZM SCTPO
ot 592 Mol = ULk 2Lt ExHQ HO|Et AMO| EHY =k 2B 2 B2 SCTP
2 FHE Exo 2tojEE{2] 22 MIStL O] 2t0jEEZ| 22 380A

SCTP SMo| AF8S B2l Bich 1 HAle Ctee marh

—

ssize t sctp sendmsg( int Sockfd, const void *msg, size msgsz,
const struct sockaddr *fo, socklen t (tolen,
uint32 t ppid,
uint32 t flags, uintlé t stream,
uint32 t Hmetolive, uint32 t context ) ;

Returns: the number of bytes written, -1 on error

sctp_sendmsg ALSAH= O B2 Of7f#H0| AHBCZ ME WS Oy ZHCHS| SOt sockfd

E & socket A|l28 Z2HE gtetEl 27 CIAIEHE 7HECL msg BEE JHY HEEZE T

[

-4

Mot

b msgsz HIO|EQ| HIHE 7I2|ZIC} tolen EE= oY BE F29| ZO|E 7HEIC ppid BE

rir

Oiolef B39t E1tEl pay-load protocol AlHXIE XESICE flags WE= SCTPS| SME Al

2ot7| flof SCTP AEfof| HE ot

stream ZELZ= SCTPO|AS AEEl =& QAISICL. timetolive ZE= OA|X|Q| lifetimeS
millisecond THRIZE HA|SILD timetoleve ZETJL 00|2tH 23Ist lifetimeS 2|0|SICt E QSICHH
A2 X} context= context ZEO| HA|=ICE AF2X} context= local 88 contextet A OA|X]
sXE S8 e 2o HAIX] MES associate Lt O E S0, 2EE = 1M, TS S

& MSG_PR.SCTP_TTLZ, lifetime2 1000 millisecondZ, payload protocol AHEHXt= 242,

context= 522 MG HAIX|E HETICHH ALEXL= of2f YACE S EDHC)
ret = sctp sendmsg( sockfd, data, datasz, &dest, sizeof (dest),
24, MSG PR SCTP TTL, 1, 1000, 52 );
O 2 gAl2 East Ex HO|HE €E3dt1 msghdr M0 L2 FXxE BHS= AR
Ct &M 2t 72 o [0 sctp_sendmsgO|A sendmsg &t SEZ CHM|SHCHH sendmsg &
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9.5 SCTP_RECVMSG &%=
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>
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msqg_flags == recvmsg 2t0M QEtM o2 FHiE|= ZEZMN O 42 MSG_NOTIFICATION,
MSG_EOR S0| QCt EEBE O] sctp_recvmsg &t HAIX| HEHZEEH AT HA|X|QE &HH S
= sctp_sndrcvinfo RKME LS 5= QUCL THF 80| sctp_sndrevinfo HEE =41 7| 3l
Ct™H sctp_data_io_event= SCTP_EVENTS A2 ZMup o4 AT 0{0F2F SHCH sctp_recvmsg B

HEIC.

|

+& ofEer e YA

ssize t sctp recvmsg( int Sockfd, void *msg, size t msgsz,
struct sockaddr *ffom, socklen t *fromlen,
struct sctp sndrcvinfo *sinfo, int *msg_flags ) ;

Returns: the number of bytes read, -1 on error

0l

ok

b= S22 HIebEl msgs msgsz BIO|EQ| HIO|E{Z XTIt HAIX| HE Faes from E
Eof MR F20] A7|= fromlen DY/NHS0| MZEILE. msg flags Bi7f = O HA|X]
Sei1S0[2tE  EYTCh  sctp_dataio_event  FX[7t  ARE  VhsOtEER APERACH

sctp_sndrevinfo  FEM=  HA[X[O] 2t M FE=Z HYE  Aolch 7

o

somy

=

FI

sctp_recvmsgQ|A] recvmsg Tt S EZ CHH|SHCHH sendmsg call@| flags RE= 092 HYSHL

9.6 SCTP_OPT_INFO &t

sctp_opt_info &= SCTPO|A getsockopt E+E ALY # gl= 7S Qs HIECH
SCTP_STATUS?2} Z2 association AMHEHXIE Ed| in-out H4EE ZQZ o= HEHO| SCTP AF

=M 20 getsockopt Bt AtET 4= GQICh getsockopt B0 Al in-out H4E N3

>

gl AIAHIO|AE sctp_optinfo SIS ALRBHOF SHCh A2 M S04 in-out HAE X2
£ FreeBSD &2 A|AHIO|AME sctp_opt_info 4= XMETE getsockopt -2 8
M=ZHSt= 2tol28e| Z0[Ct O[AldE s 882 in-out HE 275t 2= &M

sctp_opt_info &5 A3} 0F0t

rok

b}
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int sctp _opt info( int Sockfd, sctp_assoc t assoc id, int opk,
void *arg, socklen t *Siz );

Returns: 0 for success, -1 on error

sockfd= 271 SMO| g9a8 Y= A3 CIAAEEO|LCL assoc id= SME £dSI= association

o A% SMOITh age A SN DHHEA0|D sizk j7 S

9.7 SCTP_PEELOFF &k~

[

X0 Agst HiQb 20| YULCHCHone-to-many) AZO| associationOjA EHIo| ArCH

one) AEFO| A3o| £Z0| Jh53iCh O] ojnls AJFEQI DjfE4E mEts

_|

E1t SAMSICE  sockfde  LOiCHone-to-many) A39| AZ CIAIZEO|L e FEL|E

association AEX}O|Ct O] DEO0| MYHOZ £HEH MER2 A3 CIAIEHE Bratsict Of

MEE A7 ClATEHE Q7= associationO| A2 2CHLU(one-to-one) AEYUS 7}E Z{0|LC}
O] gt=&= Lt 22 YAIZ 7H2ICH

int sctp peeloff ( int Sockfd, sctp assoc t id);

Returns: a new socket descriptor on success, -1 on error
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9.8 SHUTDOWN &t

60| AFZSt shutdown == AL (one-to-one) AELY QIE{I|O|A 7|EEO| SCTP EFZHO| A
AtEg 4= QICL SCTPO| M A= half-closed MEHE XN &SHX| 27| |20 shutdown &= SCTP

THEOIA TCP CHEib= CHEA| SASICE SCTP O] ST EXE A[XoHE & HEOM= 7

—

=2
30
rir
Q
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i)
o
m
u
|.|-|
=
o
mjo
=
Rins
=)

Sl association2 ZZoOf SHCL. Active open@ 2 A|At
g HE2 Mz Yrigat HZEZS 57| 28l close CiLlof shutdown 22 ArEdtHZ RIgHCh TCP
ot= 22l M22 2AS o cdoses 27OHA| Y=Lt SCTPE shutdown & THEOA 5745t
1 20| shutdowng ZL{L, THH2 1 A% AFC=E MER HOiZat AZASHO TYALE &

= QUCh THYO| SCTP FSTH X7t 8 W7HA| Z|Ct2[X] Rotttd Mz2 HZ2 Hmig Ao|tt
a

2 955 O ALIZ|0M HAX &4 2ES EOELL

client server
write data
write data =8 read returns >0

= read returns >0

data
SACK of da <server processes request>

write
shutdown SHUTDOWN write
\ read MSG_NOTIFICATION
data —
read returns >( = data —

read returns >0

——SKsumowy |

SHUTDOWN-ACK
5

HUTDOWN—COMPLETE

read MSG_NOTIFICATION

Figure 9.5 Calling shutdown to close an SCTP association.
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2l 950 A= MSG_NOTIFICATION O|HIEE =AlSlE AE EO=Ct O] O|HEE A5l A
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SOIoHA| B
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CHEH 817|129 Zol= 022 HietElCh TCPO|A shutdown gf=0| Zit= 6Z 0

712 &0 UL} shutdown &=9| howto EE= SCTPYA Of2fet &2 o|0|E ZHEICE

SHUT_RD 6.6E0AM A
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SHUT_WR o5 M& ZERZ2 ZFLHSED associationg &2 & SCTP shutdown HXIE A%
SiCE O] SME half-closed AEE K&K &X|2F SCTP SHUTDOWN O A| K]

g Uo7 Ho| Joigol d&et 7o A= GIOIHE local EHEO| 81& =+

UEE 5.
SHUT_.RDWR  RE 97|9t M7| ZXE FTHs SCTP shutdown EXAHE A|ZfSHCh. local TH

of M&E 7o e o HolEete 2178t LA =&d| HEIL,.

99 NOTIFICATIONS

SCTPE 88 ZRIHOA RESt Chyst SXIE MEeLh SCTP AHEAt= 0] SXI=2
8 association(s)?| HEiE FHZ =+ ULt SXS2 HERI HEf Hoh association A%, HZ
S5 2F Y 5 fle HAXIE Zgst #8345 O|HES LT UL (one-to-one)ut Y
CHCHone-to-many) AE

EEE EO AT

SCTP_EVENTS 231 SM0|AL 8710l OJMES ALY 4+ Utk 1 Zo| 774 oj¥lss Sxat
22| 2710l HO[ES WAAIZID UEl 23 CIAIYHE S5 24 2 £ U2 HO|

FIHEIL) 2AO2RE FX| subscriptionsg SIS W AMEXAF CIOIELL SX=
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o= HiX|E[0] QU2 Aot HoiE OHojHet SX[E FESHY| s recvmsg gLt
sctp_recvmsg gt+=E AESHCL HtebE GIO|E 7 O|HIE SX|O|H, O &= &=2| msg flags BE
= MSG_NOTIFICATION Zg§17} Z3tg|of 9IS Z{o|ch O Zafa1s S20|A i HAIX|S A

o

CHY L 2R E O HO|E 7} OfL| 1 L& SCTP AR 2 REQO| SX[2ts AS Y=Lt
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2t EX|o| A2 tag-length-value HENE 77X HA|X|Q] ML 8HIO|E= TAISH EX|Q| YAl
Of F3il7tet AZ9| MM ZO|E 4Bt sctp_data_io_event O|MIES ALE Jhsot ot A
2 2E AT AEA HOIH HOM sctp_sndrevinfo #+2X|E B =S otA oibt. Of 582 F
7tAl AEFLO| QIEHO|A0M 7| 2H22 MG Zhsolb) O §Ee UH2=E HEXO GO
E|Qt 8| recvmsg S AMBSIO] WS 4 QICh S8 sctprecmsg B2 ALRY £E YD
sctp_sndrcvinfo 12X = O] HEQ} e EQIHZE X E ZAOo|Ct
A& Chsit 22 g4s 71t
struct sctp_ tlv {
u intlé t sn_type;
u intlé t sn_flags;
u int32 t sn_length;
b
/* notification event */
union sctp notification {
struct sctp tlv sn header;
struct sctp assoc_change sn_assoc_change;
struct sctp paddr change sn paddr change;
struct sctp remote error sn remote error;
struct sctp send failed sn_send failed;
struct sctp shutdown event sn_ shutdown event;
struct sctp_adaption event sn _adaption event;
struct sctp pdapi event sn pdapi event;
b
sn_header W= HAl 22 sjMBIALL HUYE MK HAIXIE sSsl=E AFRSICL 12 962
sn_headersn_type WEO| HA|=l Zruf SCTP_EVENTS A7 SMOM 8E s &3 ZEESS Lt
EFHCH

sn_type

Subscription field

SCTP_ASSOC_CHANGE
SCTP_PEER ADDR CHANGE
SCTP_REMOTE ERROR

SCTP_SEND FAILED
SCTP_SHUTDOWN EVENT
SCTP_ADAPTION INDOCATION
SCTP_PARTIAL DELIVERY EVENT

sctp_association event

sctp address event

sctp _peer error event
sctp_send failure event
sctp shutdown event

sctp adaption layer event
sctp partial delivery event

Figure 9.6 sn_type and event subscription field.
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struct sctp_ assoc change {
u intle t
u intle t
u int32 t
u intle t
u_intle t
u_intle t
u_intle t

sctp_assoc_t sac_assoc_id;

sac_type;

sac_flags;
sac_length;
sac_state;

sac_error;
sac_outbound streams;

sac_inbound streams;

uint8 t sac_infol[];
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SCTP_SHUTDOWN_COMP 0| MEf= Lj&8 THHO|AM shutdown ZO0|L} MSG_EOF Zaj1
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struct sctp paddr change {
u intl6 t spc_type;
u_intl6 t spc flags;
u_int32 t spc_ length;
struct sockaddr storage spc_ aaddr;
u_int32 t spc_state;
u_int32 t spc_error;
sctp _assoc_t spc_assoc_ id;

}i
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spc_state Description
SCTP_ADDR_ADDED Address is now added to the association
SCTP_ADDR AVAILABLE Address 1is now reachable
SCTP_ADDR_CONFIRMED Address has now been confirmed and is valid
SCTP_ADDR_MADE PRIM Address has now been made the primary destination
SCTP_ADDR_REMOVED Address 1s no longer part of the association
SCTP_ADDR _UNREACHABLE | Address can no longer be reached

Figure 9.7 SCTP peer address state notifications.
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Spc_assoc_id= association AHXIS S QICH

SCTP_REMOTE_ERROR
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struct sctp remote error
u intl6 t sre type;
u intl6 t sre flags;
u_int32 t sre length;
u_intl6 t sre error;
sctp _assoc_t sre assoc_ id;
u_int8 t sre datall;

b

sre error= SCTP TE2EZE Q% 2l0l IEE = SILIE B Q1, sre assoc ide association

RIS BHACL 12|70 scdatss RN BHOIMS BH ©8E HR AUk

O —
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SCTP_SHUTDOWN_EVENT

Of SXl= ¢Ciyol 229 W& oA SHUTDOWN HIE &Y Il SEMAH M ECh
of SXl= 2AYHM O old MZ2 HOo|E7t ROt=HX|X| Hetts AS S8 &=

Ch. 2= i 72| HolH= 2F& ®&E Aojn 1 &0 ZTEEH association2 SHHE A

O[Ct. O SX[o| ¥A2 ofefet &Lt

struct sctp shutdown event {
uintlé_t sse type;
uintlé t sse flags;
uint32 t sse length;
sctp _assoc_t sse assoc_ id;

}i

SCTP_ADAPTION_INDICATION

2
.

M 73152 adaption layer indication Of 7t

i
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SICE O] Di7fBI4 Zk2ol Afrhof
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H OofH HEHO| application adaption0| #=3E|1 QY=XE L2|7] S INIT} INIT-ACKO|A
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riot

LEIT S CHedt 22 HAlg L
struct sctp adaption event {

u intle6 t sai type;

u intl6 t sai flags;

u int32 t sai length;

u int32 t sai adaption ind;

sctp assoc_t sal assoc_ id;

}s

sai_assoc id B E = adaption layer notification®| associationE AlYSICt saj adaption ind 2 E

—

rir

SLHYO| INITI INIT-ACK HAIX|Of 20 2|2 LHF S AENA o= 32HE F=0

Ct. Outgoing adaption layer= SCTP_ADAPTION_LAYER A7l SMo =z MMEE £ QCt
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Figure 10.1 Simple SCTP streaming echo client and server.
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10.1 SCTP ONE-TO-MANY STYLE STREAMING ECHO SERVER

SCTP MH/2EI0|HAE= 17 1020 EASE g SES MECL 102E0Ms =XEE
(iterative) M| =218 HO|&=LC}.
sctp/sctpserv0l.c
1 #include “1lnp.h”
2 int
3 main( int argc, char **argv )
4 {
5 int sock fd, msg flags;
6 char readbuf [BUFFSIZE];
7 struct sockaddr in servaddr, cliaddr;
8 struct sctp sndrcvinfo sri;
9 struct sctp event subscribe evnts;
10 int stream increment = 1;
11 socklen t len;
12 size t rd sz;
13 if( argc == )
14 stream increment = atoi( argv[1l] );
15 sock fd = Socket( AF INET, SOCK SEQPACKET, IPPROTO SCTP );
16 bzero( &servaddr, sizeof (servaddr) ):
17 servaddr.sin family = AF INET;
18 servaddr.sin addr.s_addr = htonl (INADDR ANY) ;
19 servaddr.sin port = htons (SERV_PORT) ;
20 Bind( sock fd, (SA *) &servaddr, sizeof (servaddr) );
21 bzero( &evnts, sizeof (evnts) );
22 evnts.sctp data io event = 1;
23 Setsockopt ( sock fd, IPPROTO SCTP, SCTP_EVENTS, &evnts,
sizeof (evnts) );
24 Listen( sock fd, LISTENQ );
25 for( ;; ) |
26 len = sizeof (struct sokaddr in);
27 rd sz = Sctp recvmsg( sock fd, readbuf, sizeof (readbuf),
28 (SA *) &cliaddr, &len, &sri, &msg flags );
29 if( stream increment ) {
30 sri.sinfo stream++;
31 if( sri.sinfo_ stream >=
32 sctp _get no strms( sock fd, (SA *) &cliaddr, len ) )
33 sri.sinfo stream = 0;
34 }
35 Sctp sendmsg( sock fd, readbuf, rd sz,
36 (SA *) &cliaddr, 1len,
37 sri.sinfo ppid,
38 sri.sinfo flags, sri.sinfo stream, 0, 0 );
39 }
40 }

Figure 10.2 SCTP streaming echo server
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Set stream increment option

13-14 7|2H2z MHE HAXE 4 2S5 o] AEE HSHL) oLt 52 2EY H=E
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AHEStY HHEoICE "= Oj7f =71 HHO 2IQe2 YHE|H AMH & stream_increment| 72

2 1 oS sfdotn S0e ARl AEY S E SIHAZX AZ|X| HEXE 28

SiCt S0 M head-of-line blocking?| EZ20jA O] SME AI2E Z{0|LCt.
Create an SCTP socket
15 SCTP 2CHCHone-to-many) AEFY AZI0| MM E[RALCE

Bind an address

SERV_PORTZ A ZXICt QIYLETFIE FA9| HIOIHE SCTP EH2HO| MASH associationl| AL 7t
St HE BZ FASS AT Aot A|AHOA LHFLL HEIZAY0| 7tsst SAEA
HFOIE 2 4 CHE2 associationES PHE = UL 2ZH IAEQ| OIF FE 7ts0t FAS0|A
Izl ME&g = AUk AS 2Ojstct O M &= 5E0| U= Ol oMol HAY e 22
O] &£&0| &Lt

Set up for notifications of interest

21-23 A& LOiCtone-to-many) SCTP A S ot SX| subscription2 HASHCL MH &= THX|
sctp_data_io_eventBt 9|51 MH 7} sctp_sndrevinfo 2 E2NE E= AE {7t AO|CL O] #

ZHEZRE MH e Z&E HAXOM 2EE HSE Z2FE + ALt
Enable incoming associations

24 NH = listen 22 0|&%lf S0{2 £ associationg= 7tsotA $tCh 2|10 LA X o= O 2l

MY BE2 SO{ZICH
Wait for message

26-28 MH{= ZEHO[UE 23 =& M9l 37|& =7|=iotn fF JHY22RH HAXE

7|2l &¢t blockgtet.
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Increment stream number if desired

29-34 A7 SRS O, ABs AEY HsE

ol

7tA|7{OF SH=X| stream_increment Z2f 1

i

HARICE 2127 2850 ALTH(FYO 2tels Set 77t fle 39 A= A

o
AX
xof AEY WSS FIHAIZICH WS

[==}

bt
2
|>
[m
o
=
L

7Lt Z2 @ sctp_get_no_strms L{E Bt

T2 TESIL, MHE AER-Z 022 MHFDICE sctp_get_no_strms gt EO{X|X| Q=L
LWME AEZ HSE k7| Q8| SCTP_STATUS SCTP A% SMS ALR3siCt

Send back response

35-38 MHE sri 2K E O|23510 payload ZZEZE ID, Ecf, HAR AEE HTE Lo

HAIXIE HESCE

—

O] MH{£ association SX|E ®otX| ez 47 HEHOM HAXISE S S22 2= OHME

i

A8 7tsSlX| K=& SHot MH &= sctp_sndrevinfo M0 A2l MEQF MCHHl association

O gt cliaddrof gtetEl F=aof Hietyl OB E 2B

Of Z2OR2 AEAV N S =g & WK S5 SHtct

10.2 SCTP ONE-TO-MANY STYLE STREAMING ECHO CLIENT

gl 1032 SCTP Z2to|2E 0|2l Tt+E HOjF=L}
Validate arguments and create a socket
9-15 2EI0|UEE= O|AS Sl Oifei+E =Qlstey. HA S20|UE= SAEAH HAIX] T

Set up server address

16-20 220|AE = inet_pton g5 O0[8510] FFOf 2telez UHE M FLE HEOHCH
2

a1 FAE M9l well-known ZTE HS Q|

X
%
Ot
2

231



sctp/sctpclient0l.c

1 #include “1lnp.h”

2 int

3 main( int argc, char **argv )

4 {

5 int sock fd;

6 struct sockaddr in servaddr;

7 struct sctp event subscribe evnts;

8 int echo to all = 0;

9 if( arge < 2 )

10 err quit( “Missing host argument - use ‘%s host [echo]’\n”,
argv[0] );

11 if( arge > 2 ) {

12 printf ( “Echoing messages to all streams\n” );

13 echo to all = 1;

14 }

15 sock fd = Socket( AF INET, SOCK SEQPACKET, IPPROTO SCTP );
16 bzero( &servaddr, sizeof (servaddr) );

17 servaddr.sin family = AF INET;

18 servaddr.sin addr.s_addr = htonl (INADDR ANY) ;

19 servaddr.sin port = htons (SERV_PORT) ;

20 Inet pton( AF _INET, argv[l], &servaddr.sin addr );

21 bzero( &evnts, sizeof (evnts) );

22 evnts.sctp data io event = 1;

23 Setsockopt ( sock fd, IPPROTO_ SCTP, SCTP_EVENTS, &evnts,
sizeof (evnts) );

24 if( echo _to all == )

25 sctpstr cli( stdin, sock fd, (SA *) &servaddr,
sizeof (servaddr) );

26 else

27 sctpstr cli echoall( stdin, sock fd, (SA *) &servaddr,
28 sizeof (servaddr) );

29 Close (sock fd);

30 return (0);

31 }

Figure 10.3 SCTP streaming echo client main()
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Set up for notifications of interest

21-23 Ee0|AE = AUC{CHone-to-many) SCTP 230 2|8l XSkl SX| subscription2 HA|
Moz MASICH MSG_NOTIFICATION O|HIE 7} OfH HES LIl d2{B2 S2}0|HELS AH 0|
A MO ZdQF Z+0| MSG_NOTIFICATION O|HIEE AFRSIK| R E St @A sctp_sndrevinfo

ZH2| =45 7HsoHA

rot

bot.
Call echo processing function

24-28 echo_to_all Z2j17F MAYE|X| QUUCIH ZSZ0|YUEE= sctpstrcli 45 SESHCH

echo_to_all Zej7t MYE|QJCHH SEt0|HE = sctpstr_cli_echoall &4+& S ESICL SCTP AE

Of

g AES Z=AE AXNE 10520|M O] 2= 0|03 ZOIL.

O

Finish up
29-3]1 dHtzl Mo 2 ZE}0|E+= SCTP AZE £F5t0, AAE 0|235= SCTP associationS
SETHAIZICE 2210 EE= QoM Htet AEEZ Z22M0| 38z ZHRULCH= 02 Eretst
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10.3 SCTP STREAMING ECHO CLIENT

72 1045 SCTP 7|2 Z2l0|9E Kz| 42 2o

A
n

sctp/sctp strcli.c

1 #include “1lnp.h”

2 void
3 sctpstr cli( FILE *fp, int sock fd, struct sockaddr *to, socklen t

tolen )

4 {

5 struct sockaddr in peeraddr;

6 struct sctp sndrcvinfo sri;

7 char sendline [MAXLINE], recvline[MAXLINE];

8 socklen t len;

9 int out sz, rd sz;

10 int msg_flags;

11 bzero( &sri, sizeof(sri) );

12 whlie( fgets(sendline, MAXLINE, fp) != NULL ) {

13 if( sendline[0] != “[" ] {

14 printf( “Error, line must be of the form ‘[streamnum]
text’\n” );

15 continue;

16 }

17 sri.sinfo stream = strtol( &sendline[l], NULL, O );

18 out sz = strlen(sendline);

19 Sctp_sendmsg( sock fd, sendline, out sz,

20 to, tolen, 0, 0, sri.sinfo stream, 0, 0 );

21 len = sizeof (peeraddr);

22 rd sz = Sctp recvmsg( sock fd, recvline, sizeof(recvline),

23 (SA *) é&peeraddr, &len, &sri,
&msg flags );

24 printf ( “From str:%d seq:%d (assoc:0x%x):”,

25 sri.sinfo stream, sri.sinfo ssn, (u_int)

sri.sinfo assoc_id );

26 printf( “%.*s”, rd sz, recvline );
27 }
28 }

Figure 10.4 SCTP sctp_strcli function
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Initialize the sri structure and enter loop

171-12 ZEO|AEE sctp_sndrevinfo TEHMOI sriE  X7|3lSHHAM  A|ZtSiCE Z2}0|HEE
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Translate stream number

17 ZEI0|¢E= QUEOZ AR Q7% AEEIE sri 22X Q] sinfo_stream ZEZ HBISICEH
Send message

1820 Fao| Zolet MM ABX Co|Ee 37|S LA ZV|se 0| SajojelEs

=
sctp_sendmsg &2 AFR3L0] HAIX|Z H&BHCL
Block while waiting for message

21-23 2210|QIES MH{ZEE O3 WA|X| 7} E&HS [j7HX| blockstD 7|Chalct.

Display returned message and loop

24-26 SE0|AEE Higtel o2 HAIXIM AEY Ble, AEY YH Hs, HAE HAXE

2O ECh o] HAIXIE 2O

M
ot
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Running the Code
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= knucsidi@knucsid-cpl: ~/unpvise/scip
otU(F) ®E(E) =221(v) EoldD &) =S2HH)
knucsid@knucsid-cpl:~/unpvl3e/sctp$ ./sctpclient®l 155.2308.105.154
[B]Hello

From str:1 seq:@ (assoc:0x1):[0]Hello

[4]Message two

From str:5 seq:0@ (assoc:0x1):[4]Message two

[4]Message three

From str:5 seq:1 (assoc:0x1):[4]Message three
knucsid@knucsid-cpl:~/unpvl3e/sctps I
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Figure 10.5 Sending three pictures over one TCP connection

HIZ HTTP Z2fo|lErt Aoz SXots 2t 20| 17 oiLbg otLto] TCP I

Of

l= Z42 head-of-line blockingg mE &= QUX|TH 28 HAL RTTQ AL 7h53t HYZg &0

30
2

of

1ok

PC o HAOAMS 42 HIEA| CHE HZEO {5 HFX s @eLh OA2 28|

UAe HEAIM| HH AHEd2 ZA St

O| blocking2 #M=z SE0M ZHA[F|212 ot= A2 OLICE O|ldHe=zE

i

MOz %ot
HRjet M R Dol =A4S2 AFEXAA SA| HEE= gHEHO| EA A

5.
rE

W 1ol o=

b Hn

2= X|HE AolC.

Head-of-line blocking2 SCTPO| Ct&F AEZ EMOZ XAZlE £ QAL 2 10.60|M 3749

Ags FESHD ULE of I M= & BiR|el A SR Jgol MES 71X T =Xty HE

O 7ted WHtX| 2R £4E A #x 22 7K1 JAEE St= ZO|MEH EHX| head-
2

of-line blockingO| ZfAis}=

237



server

I Pictureg

(1) stream 17— Jost

Picture-2
(1) stream T B

e
—— Picture-3
Picture-g

(2} stream T —————»

Picture-q

(1) f.?r=.nmwm~-mu,l stream |

Figure 10.6 Sending three pictures over

rE

ULt Of &

Initialize data structures and wait for input
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sctp/sctp strcliecho.c

1 #include “1lnp.h”
2 #define SCTP_MAXLINE 800
3 void
4 sctpstr cli echoall( FILE *fp, int sock fd, struct sockaddr *to,
5 socklen t tolen )
6 {
7 struct sockaddr in peeraddr;
8 struct sctp sndrcvinfo sri;
9 char sendline [SCTP_MAXLINE], recvline[SCTP_ MAXLINE];
10 socklen t len;
11 int rd sz, I, strsz;
12 int msg_ flags;
13 bzero( sendline, sizeof (sendline) );
14 bzero( &sri, sizeof(sri) );
15 while( fgets(sendline, SCTP_MAXLINE - 9, fp) != NULL ) {
16 strsz = strlen(sendline);
17 if ( sendline[strsz — 1] == “\n’ ) {
18 sendline[strsz — 1] = ‘\0’;
19 strsz--;
20 }
21 for( i = 0; i < SERV_MAX SCTP_STRM; i++ ) {
22 snprintf ( sendline + strsz, sizeof(sendline) - strsz,
23 “.msg. %d”, 1 );
24 Sctp sendmsg( sock fd, sendline, sizeof (sendline),
25 to, tolen, 0, 0, i, 0, 0 );
26 }
27 for( i = 0, i < SERV_MAX SCTP_STRM; i++ ) {
28 len = sizeof (peeraddr);
29 rd sz = Sctp recvmsg( sock fd, recvline, sizeof(recvline),
30 (SA *) g&peeraddr, &len, é&sri, &msg flags );
31 printf ( “From str:%d se:%d (assoc: 0x%x): ”,
32 sri.sinfo stream, sri.sinfo_ssn,
33 (u_int) sri.sinfo _assoc_id );
34 printf( “%.*s\n”, rd sz, recvline );
35 }
36 }
37 }

Figure 10.7 sctp_strcliecho
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Send message to each stream
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= | knucsidi@knucsid-cpli =funpvise/scip

ojd(e) ®E(E) =221v) Eojg@d H®HE) =2UH)
knucsid@knucsid-cpl:~/unpvl3e/sctps
Echoing messages to all streams

ello.
ello.
ello.
ello.
:Hello.
:Hello.msg.
:Hello.msg.
:Hello.msg.
:Hello.msg.

H:l
H:l
H:l
H:l
H:l
H:l
H:l
H:l
H:l

€]

str:0 seq:

knucsid@knucsid-cpl:~/unpvl3e/sctps I

= | knucsidi@knucsid-cpli =funpvise/scip

ojd(e) ®E(E) =221v) Eojg@d H®HE) =2UH)
knucsid@knucsid-cpl:~/unpvl3e/sctp$ ./sctpclient®l 192.168.62.208 echo
Echoing messages to all streams
Hello

str:2 seq:

2 (assoc :Hello.
str:3 seq:

4

1;

(assoc:0x1):Hello.
(assoc Hello.
(assoc:0x1):Hello.
(assoc :Hello.
:Hello.
:Hello.

.msg.

ello.msg.

str:4 seq:
seq:
seq:
seq:
seq:
seq:
seq:
seq:

000000000

(1) :Hello.msg.

knucsid@knucsid-cpl:~/unpvl3e/sctps I
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2EG o] HAIX|S2 S20IUETL 244 2AEEC=Z & T HA|

o MESHA T Us AS d43E + ULt SEO0|AE= Zp HAX] 52 AESH7| LIl
29| HAIR| #ZE CSES #FSCL

sctp/sctp_strcliecho2.c

21 for( i = 0; i < SERV_MAX SCTP STRM; i++ ) {

22 snprintf ( sendline + strsz, sizeof (sendline) - strsz,
23 “.msg.%d 1”7, 1 );

24 Sctp sendmsg( sock fd, sendline, sizeof (sendline),

25 to, tolen, O, 0, i, 0, 0 );

26 snprintf ( sendline + strsz, sizeof(sendline) - strsz,
27 “.msg.%d 27, 1 );

28 Sctp sendmsg( sock fd, sendline, sizeof (sendline),

29 to, tolen, O, 0, i, 0, 0 );

30 }

31 for( i = 0; i < SERV_MAX SCTP _STRM * 2; i++) {

32 len = sizeof (peeraddr);

Add additional message number and send

22-25 ZEIO0|AEE= HAX] HSEE AS FH5H7| fl6) 718 HAX] #= 15 Htch 1

2|1 LM SE2I0|YE = sctp_sendmsg E4=Z2 0|8310] HA|XIE H

Change message number and send it again

£3iC},

o =

26-29 SEI0|QIEL 1 HSE 10)A 22 #ZsD O YEO|EE HAIXS 22 Aoz M
st

Read messages and display

31 0] BE& CHX| otLtol %2 HES Qothy. EE0[UEE o2 MHZEH &S0tes O

AR 49| £ HjZ et
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Running the Modified Code

Mot HZE S20|YUES O|FME Al%sta, 22t0]

i

i

[

knucsidi@knucsid-cpli =funpvise/scip

Hello
str:
str:

oj(E) HE(E)

seq:
seq:0
seq:

seq:0
seq:

seq:

seq:

seq:0
seq:

seq:0
seq:
seq:
seq:
seq:
seq:
seq:
seq:
seq:
seq:
seq:

27)(v) Eojgin) ®iiB)
knucsid@knucsid-cpl:~/unpvl3e/sctps
Echoing messages to all streams

HOHDHEFEDRFDH

(assoc:8x1):Hello.
(assoc: Hello.
(assoc:0x1):Hello.
(assoc: :Hello.
:Hello.
:Hello.

ello.

ello.

ello.

ello.

ello.
:Hello.
:Hello.
:Hello.
:Hello.
:Hello.
(assoc: Hello.
(assoc:0x1):Hello.
(assoc Hello.
(assoc:0x1):Hello.

ESU(H)
./sctpclient®l 192.168.62.20 echo
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msg.
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msg.
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msg . 4
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msg.
msg.
msg.

knucsid@knucsid-cpl:~/unpvl3e/sctps I
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SCTP AEZlS O|EA AR3t=X|= £X|QL association ZX7|3}0j|A EH2O
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HH = AS EOECL O] &2 associations dgot7] TO| 2ZUH0|A S{OF2H SO

sctp/sctpserv02.c

14 if( argc == )

15 stream increment = atoi(argv([l]);

16 sock fd = Socket( AF INET, SOCK SEQPACKET, IPPROTO_SCTP );

17 bzero( &initm, sizeof (initm) );

18 initm.sinit num ostreams = SERV_MORE STRMS SCTP;

19 Setsockopt ( sock fd, IPPROTO_ SCTP, SCTP_INITMSG, &initm,

sizeof (initm) );

Initial setup
14-16 O|HME MH= F7tHQl oi7f#H+Z HtEgez a8 435t ~2S ALt
Modifying the streams request
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A7t AIX|E B 20 association2 FTEHst AL SFH CHE M A|X|0 sctp_sndrcvinfo K|

9| sinfo_flags ZE0| MSG_EOF Z|15 XE3liCt 0] E2jld= EWH HA|XO SHE o =0
association®| ZEH2 Z A SICE CHE ot 2= sinfo_flags ZEO| MSG_ABORT ZZ12 HE

SICt O] E2fd= ABORT HAZE ZA| association®| ZZE ZX|eCt. ABORT 3= TCP RST
MNIAHEQL SASID XA Q0| O associationO|2t= ZZS|A StCt OFA! MEL|X| &2 1O
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abortive =& ot/ ottt Ot A2 YA S HAXIE 2EHMS O o= MH7t 2

sctp/sctpserv03.c

25 for( ;7 ) |

26 len = sizeof(struct sockaddr in);

27 rd sz = Sctp recvmsg( sock fd, readbuf, sizeof (readbuf),

28 (SA *) &cliaddr, &len, &sri, &msg flags );
29 if( stream increment ) {

30 sri.sinfo stream++;

31 if( sri.sinfo stream >=

32 sctp _get no strms(sock fd, (SA *) &cliaddr, len) )

33 sri.sinfo stream = 0;

34 }

35 Sctp_ sendmsg( sock fd, readbuf, rd sz,

36 (SA *) &cliaddr, 1len,

37 sri.sinfo ppid,

38 (sri.sinfo flags | MSG EOF), sri.sinfo stream, O,
0 )

<Server terminates an association on reply>
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Send back responses, but shut down association

38 0] 2folo

Cta=3| sctp_sendmsg &=0f| A MSG_EOF Z2{1E& ORSt= Z0|Ct O] &

e a2 S HAXKE d83XH22 FEet 20| MH It associations SEOIES oLt

sctp/sctpclient02.c

25 if( echo to all == )

26 sctpstr cli( stdin, sock fd, (SA *) &servaddr, sizeof (servaddr) );
27 else

28 sctpstr cli echoall( stdin, sock fd, (SA *) é&servaddr,

29 sizeof (servaddr) );

30 strcpy (byemsg, “goodbye” );

31 Sctp sendmsg( sock fd, byemsg, strlen(byemsqg),

32 (SA *) &servaddr, sizeof (servaddr), 0, MSG_ABORT, 0, 0, 0 );
33 Close (sock fd);

<Client aborts the association before closing>

Abort association before close
30-32 2EI0|HEE ALBX 2F AQAUME FHS Zast= MA|IX|E FH|otCh S20|¢EE=
MSG_ABORT Z2{dE 7tX|= sctp_sendmsg Bf+E T E3HCE O] E2id= ABORT H3IZE HN&
8l =A| association2 ZZEICE ABORT HA= A2 0|8 EEOA "goodbye’?t ZH2 HA|X|
F AFEAL X7|2HEl @F RIS EBSiCt

Close socket descriptor

33 0|0 association2 =Ct|AX|2F associated =l

descriptorE & Zd|{OF TtC}.
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Internet Assigned Numbers Authority
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AP N | C in the Asia Pacific region.
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Inetcray T TAS4745 KOLnets " Eq SJET T3 uano
TR EASIeIEE T3 THELEHIEE KT(T2)
GameMNet AS5051 E1 T3 SHINBIRO AS4660  Dacomn(4h)

= %.*HE—‘S(—%—)UUNetﬁEVQ) SDSNET NowMET KTNET ‘E' BORANET. Suj=urzm
BEMNEIT*S P = = 7
N CE (E1"’:?) T3 ! jf;:s]tj‘l‘u(LE; BUTE ki o Hol =& ASABID on-Commercial Intern et
Shinhiro{T1) =" e ASA669 ASTH5T AS3786 MCIT22| ISP Exchange
MCIT1 Inet(E1™3 D1= (135 1), KDD{EM Camrnercial
HARemE, o i L e Y S s

HKT (2 M), CHT (512K

CEVAT 512K

<% Al3> I A8 Clully
A.4.2 DSL

22| 7™M AtE%le= PC &= CH7f DSL(Digital Subscriber Line)O|Z2t= T
I ullof "H&oHA =T £3], ADSL(Asymmetric DSL) H£7|&0| €2 AFEE|2 U=, Ol=
782l PSTN ZT3zla|MdE ARSI CQIEU0 T&g o] A8E+E 7|=0|ch 2 70

SeEl= M3g|M2 AEL|EH(splitter)E Sl YEtMetE0r ADSL 822 22|k, PC = ADSL

=2 f

ADSL 22
— 4 =4

UTP 301

H3t PC

<72 Al14> ADSL 7|Ht QIEull M=
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A.4.3 BcN

QIHUl ALEXIZE 5%t ot 7|ELQ QU MH[A #OF OfL 2} 2+F O[0|X|, C|, H|C|L
S92 HE|OICIY Ho|H7t CQIHUHE S MIEo| w2t A Tez= oY SHUL=Z
HMAZ ZRE0| tiF E|RUACE o|eb &2 QAHUYo| nrot FMo| mat =LA = XhA|CH
SAU0|2 E2|= BcN(Broadband convergence Network) U7|=2 7HLStA E|QUCH CHS
gL KTojA THSQ BN Y BHE0CE
A.lﬁ Pt REIS AR \
V(POT:STR}MS]
WC?W‘ =5 ;F-‘asi - Leaﬁinga‘gi ﬁ:fr nl:.',.b' aﬁ: AE208 B -
&F o~ ol ::[:m's i '|'A'S == " a_a j — e
L7 switch , £/ o h
= — TV
AGW
N w2y /> - POTS
rGY ands B VDSL -
X = S T == BN guBw
! AGW, 7+ poTS
% LE . ] L VDSL b -
= - - -y
ol ¥ SSw BoN s
Ny PON OLT  PON ONU iyt =
KTIX IP-TvV
—— e
SetmAgiz
Gl (POE‘rrS MMS)

<8 A15> =L BcN & M

FuE 22 WLAN 7|2 LAN Zlg2 74 S92z =g 7|lg=2M, =ES 39 ol
CHEEXO U FI=ES Aot 2HU F&H00| AEE= 7[&0ICh R YEHS f3iM=
FUILELL AN ZOIEZNE FH|Z7F ERSiHh LES0 FUUILEES FERSID, FHO
2XE AP & Sl AEHWO| YEoHA =l Chg D82 e 438 F9=0|0)

<3dg Ale> fd#H & FY:
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E2 olssdeES AESHY HOIH Sils +dst=H, M MEE=
T-20

OO(InternatlonaI Mobile Telecommunications - 2000) 7|=0|z2}

Ql=f, MEXQ EMAE=£7|=0| w2} 3AH CDMA(Code Division Multlple Access) 3 W-CDMA
(Wideband CDMA) 7|=2 2238 £ QlCl ChE 1Ze 22|7} &3 Alg&3st= CDMA2000

ool Fg&=oltt

_~

BSM [

. Internet
™

A46 2Q0|EHZ

M-S AL 2IHU HZo| A0Yst H Olad H3E #Ish M=Z0| &S
=0, H2 20|EZ(WiBro: Wireless Broadband) 7|=O|C}. QI0|EEZ 7|&=&
MEAM7|22 =20, 7|2 WLAN HHEZ|IX|E 1 km 2 ZOHSIR/RA2D, Ol S0|l=

=
=
oot 74 QHU MEA XSS F2 FEE ot Ut

71F RUHE2 0|5847|&50| SETSAHAL AHUME|AE SAM HEdt=s A= =HE|
S=tEl 7lg0lH, &2 MO 4 HEo HWH Xt

eolEHZE QAR MH|A0|

0jgeag EXOo= it

r

ChEe O82 20|22 MH|AS 9ot HESHI FG=0[th. O|SHE2 RAS 7|X|=0| HZEH,
ACR THIE S3ll QB0 F5Elth
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Public IP Network

T

HA

-

Operator's
IP Network

> ACRH : Access Conirol ﬂm‘
*»  RBAS :Radio Agggaééﬁﬁm_
> PSS :Personal §g2§£ﬂgamm

PSS

<73 Al8> 2to|lEHZ EAA

QlE{Ul(Internet) EAI2 CtE &A™ 'TCP/IP =2 E E(protocol) AEH(stack)'] sliEsl= O
X Z2EEZS5S M50 O|FO0{TICt

AT (2IHE S8 HHIA)
r
SEAS
(Application) || | FTP SMTP Telnet HTTP
TCP/IP =
Protocols (T_r;_fs)ﬂfrt) TCP UDP SCTP
EQ 3 H=
L H(Il'iefm::l) IP (IPv4/IPv6)
8= HiolEe &3 H O (Ethernet, WLAN, CDMA, W-CDMA &)
(Data Link) ' ! Z s
(ﬁ‘?sjll‘lfl) SH /24 SHA (Wireline Cable, Wireless Media S)

<13 Al19> TCP/IP ZZ2ZEZ AFEH
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TCP/IP mEEE AEH2 7J|E9 OSI(Open System Interconnection) 7 A& ZRE1t= S|
=22|AS, B3AE HERKRZ ASZ =345 A 2£L74| OF LiR[oZICE 20N S8AS

o
S =
OSI RE9o| AZFE SMNAZB) AS SEHEASB), AT 7(S8AHSB)2 7Is2 25F M3 O E
=0, FTP = mAX S0 HEHE MAMKO, H#H & & 7|% REE Moot
£9|, HESRA AFL IP Z2EEN +=3AFQ oz Z=2EZF, 121 SEAEL oy &
TZ2EZES TCP/IP ZE2EZE AEHQ|2} EELCL 0|9F &4E TCP/IP EZEZE AES 319
LAIAAZ 9 E2|A 50 CIYst TR0 Z2EE =2 HM&7|as2 K| st
<0 2>
> mEEZ0[2 # OOz "EAFS B2 SAFA'Z ottt 5, £ o] HEEI Nz
SHUE TI|YEME 4 ZZEZ0 M2t SES ofoF BICL MEtA Z2EE2 ZE
QI Ul FH|E0| X|AHAXOF 5tH, CH7Y BES 770N S48 ZEEE HEES NFsiCt

> TCP/IP Z2EZ9| H&Este= IETF(Internet Engineering Task Force) EESHZ|AO|AM EEC R
X ™ =lCt (http://www.ietf.org/ EHR)

> HHHOl Skl E3 AT H =2AT 72 Ch¥Y AHU FH(access) 7|ES 2l0|5HH,

CDMA  (http://www.3gpp.org/ #&=x) 8 W-CDMA (http://www.3gpp2.org/ %*ZxX) 9

Ols&4l7|& #0F ofL|2}, IEEE 802 2[R2|0M EELE HMFE WLAN, WiBro 2| C}st
BMFET|=2 Zotsth) (http://www.ieee802.0rg/ & X)

A.6 Internet Protocol (IP)

P Z2EEZ2 QHUWOAM ZHFEHO GHO|E o{Zl(packet) TEHZ 25 ALEI=CO, OIE

CIEudel EF HARHE AHYsHr| et P FA(address)7t ERsiCh =, 1P
7 IP FAE XS TS 2T SHX|O| HEotCH

IPv4(IP B 4)9] AL "129.64.35.131"KM 3 4 740 AMZXISFZ EHHE D, 0|2 "dotted-decimal

EHHA"0|2t BHCH ZH XM= 1byte(8bits)2] A7|E JIX|EE “0~255" AtO|S] H=XIE JK|A|

ElC}
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otH, IPv4 F=AE 4 HIO|E(32 HIE)Q| A7|E 7HK|
37|& Zt=rt “3ffefffe:2085"K 2 IPv6 AL 16

TIT

rir
rx

MHOof, IPv6 A= 16 HIO|E(128 H|E)9|
U2 Bk[d, 16 T 4 Y 22022
TEoIH, E20| g&522 2747 A= R0 = 7I=20o 2&F '00] AZ= 2[0|etrt.

Cte 122 Window Of|A DOS ¥& &df oM A8 50 P T4 FEE mofst
Window XP OfAl& “ipv6 install' HHE Eoj| IPv6 7|52 At

AN
HFEEIE IPv4 TA0t 8 "2002"2 AlSHSHE IPV6 FAS ALBSID USS Holw

<~ C:WWINDOWSWsystem32Waomd.exe — O] x|

C:#Documents and Settings>ipwB install
Installing. ..
Succeedead.

C:#Documents and Settings>ipcontig

Windows |FP Configuration

Ethernet adapter 22 &9 HZE:

Connection—specific DMNS Suffix

IP Address. e .. ¢ 185.230,105.149

Subnet Mask . . . . . . . . . . . 1 25B5R.2585.255.0

IP Address. . . . . . . . . . . . feBD::21a:92FF: fecd: 1511%4
Default Gatewaw . . . . . . . . . 1 155,230,105 .1

Tunne! adapter Teredo Tunnel ing Pseudo—Interface:
Connection—specific DMNS Suffix

IP Address. . . . . . . . . . . . feBOlifEEf AT AT ORE
Default Gatewaw . o

Tunnel adapter Btod Tunnel ing Pseudo—Interface:

Connection—specific DNZ Suffix

IP Address. . . . . . . . . . . : ©2002: 9beB: E995: 1 9beb B35
Default Gateway . . . . . . . . . @ 2002:c058:63071: 1058 6301

Tunne !l adapter Automatic Tunnel ing Pseudo—lnterface!

Connection—specific DMNS Suffix !

IP Address. . . . . . . . . . . . ! feBO::i5Befe: 155 .230.105.143%2
Default Gatewaw . o

C:#Documents and Settings>g

<72 A20> IP Z=A &0

— L
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A621P Tzl M

TCP/IP Z2EZ9| F2 J[s2 "gdHUS St MEA ARHZ WI(HO[H) HME"OIL) =,
Sl HRHS HOIHE AHUS S0t 4 HFHOA HEst= Aot TCP/IP Z2EZ0
oot Sl ARHZ AHW Wz HEES F2l5tH L5t 2t

1) Sux=E BEY 88 HOHE =1, =4 HARES P FAE Ltofolnt

@ 1P ozl S0 =4lXtel IP =45 Hotet 2, ofEet HOHZ Fd&= s e

©)

El
=

Ag Aoz HESCL

—

(4) QIE{S IP 2t MAtO| What AKXt ZEEO|H ZIS HUsch

T

6) =4 AFHE HANM 38 HOIHE FE3H]

0x

101 A= XA HEeEL

[je 13e TCP/IP Z2EZ2L 0|83 IP mj7l M opFo|ch

—

< TCP/IP > @%

3

3

<72 A21> IP mjZl Mgt

A HARHOAM TEE P o2 A AHU BOM o Jio 2RHE AN AT #
#HO MEE=H, ol IP 2t?E0[2t o0 IP 2tRES oM Z 2fREHE2 27

o

Al
—

E|
=]
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e 7y =
JHE B4 PlEIY WAeR ANSID, 24 HEHE TU AUS AT, AHAS SHe
20| $4 HEEO| TUHES O, GlO|EE AWasHdecapsulation)S Sef SAIKLo|7
Mt

Che JES TCP/P QIEY WA IS 93 Wadt U AW BWOICh IUNMNE, S
?:'{FTE-P} BHAAIZI OO|E = TCP/IP Z2EZE AENS M2} WHQEHA, ZF AZ0 siEst= 8o
e =l MUtECh ol HHSO MEE 2 TCR/P ABOIM 4B 4ug 9w
598 YEE2 AUD UCh OIE SOl PP HEols P FAJH EHEOf IHU T
598 Y== ASEL,

S4IX || Encapsulation #4017t || Decapsulation

5l & (=
W
]

A

Y

S RS a2 S2ASHM HEHHZ QHU ez [EED, AU FoM:s
ot dE S =4 AREOA HY WAS HESCL s AFREO =AS T2 CHA
dest gs S HEHE Melet HolyH RF2U YAS2z2 T oe 22 WS
Soll, ZBH22 S MERZE Ede HO[E7t 4l AAEXtoA HEE Lt
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A.6.4 QlE{Yl 17l T

CHS J2=2 1P Z2EZ0| o5t 2IHY 1i3l MY S 2O0ELL
2t g 2t2g
Hol= HolE
=
MR 22 Ir=Y S 4AL

IP =4:1.1.1.1
SHANIP 4t 1111

<18 A23> QIFUll mjzl M

#2012 &G (header)?t H|O|E{(data) #2222 FH&=0, sl F20 SAUXE =AXtQ| IP

7| ZECh 1P mjZIME2 QAU 2| 2tRE(routenOf 2lsiA O|FOTICt Zt 2tRE=

‘228 HO|E(routing table)E #=Z5t0, §F mAES OC|2 HFH(forwarding)sior &X|E
IS

ZHCL oY o 2ASEHO WA WEHYS S HBME P HI0 SAHFEO
X

gtRHE2 QI 2hRHA 2IRE ZEEFS'E AMESHY 2tfE HOlE EEE ALSCh o2t
2 28 ZZ2EZ0|= RIP(Routing Information Protocol), OSPF(Open Shortest Path First) 5!

BGP(Border Gateway Protocol) 52| TEEZ0| ULt

Ctg D82 "ping6” Z2™E Argeh IPv6 IjZl MEHEIFES 20EC;

+% CoWWINDOWSWsystem32Womd.exe e

C:#WDocuments and Settinas>pinab waw . kame.net

Fimging www. kame. net [2007: 2000 0 BO02: 203 47 Ff: fead: 3085]
Trom 2002: 9keb: E395: [ 9kbeB: 5995 with 32 bwites of data:

Feply from 2007200000 8002: 203 47 fea: 3085 bwvtes=32 time=274ms
Fez v from 2007:200:0:8002: 203: 47ff: feab5: 3085 bwvtes=32 time=271ms
Fep |y from 2007 200000 8002: 203 47 feaD: 3085 bwvtes=32 time=27Tms
Rez v from 2007200 0:8002: 203 47ff: feab5: 3085 bwvtes=32 time=270ms

FPing statistics for 2001:200:0:8002: 203 A7 feah: 3085
FPackets: Zent = 4, RBeceived = 4, Lost = 0 (0% loss),
Approximate round trie times in milli—seconds:
Mimimum = 270ms, Maximum = 274ms, Average = 27 1ms

CWDocuments and Settinas>g

<12 A24> ping6 At 0
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1651IP §jC¢ =

IP =2 1P IjZlof GEHEZ0 7|EE0 2teHel ozl ™Eago FF=ECh 1 5o IP
sit= ofg 7HX| Ctget HEE ot & Z22Yo| OIHE sk siE ZD(format)S
Yot= ER7t ULk

Che 13 IPv4 35l X8 HOZELL

20-65536 bytes

20-60 bytes

ﬁ Header Data

VER HLEN DS Total length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits 8 bits 16 bits

Source TP address

Destination IP address

Option

<2l A25> IPv4 |G =X

Pv4 |Gl % 20 HO|E2 A&/, BRo| W2t S4(option)0] 3718 + AT Fo T
et Mye chem 2t

=
o
> VER IPv4 =22 IPv6 S9| IPHA S LIEILH

> HLEN: 2M2 m3tsl IPv4 80| Z0|2 EA|BH20~60 HFO|E: 4 HIO|E word £+

> DS: Differentiated Service ZTZ2EZ0| AIEE= 42 oY

ox

=

i
H
oot

Al

> Total Length: 8||C2Qt O|EHE Z&st IP IiZlo] ™A ZO|E EAIE

» Identification, Flags, Fragmentation offsets: IP I{jZl0| F<& E50| fragmentation E|AS
220 #H HEE HAI

» Time To Live (TTL): IP mjZl0| & J4Q| 2IRHE HA{SIF=XE HEAIE

ot
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[H

> Protocol: IP T{ZIO| H|O|H7} ZRdt= Z2EE FEHE HAR (0f: TCP, UDP §)

> Header Checksum: 3|57} & =50 @RS FHU=A HASH | 218 AHEE

» Source I Destination IP A &AM HAEFEQ| IP FTAE 7|88

A.7 User Datagram Protocol (UDP)

A71 Z2NA B4

IPEZ2EZE2 HEHI ASHAM &4 BHE 2t2H, 2tHet 212 H, 2tRHt =4 B0
IP ojzls TEOH7| ?lof AHEEl= HHEO|, UDP, TCP, SCTP Z2EZ2 &4l & 4 HEZH|
& thHt(end-to-end) S4E I8l AFEEICL O|F Z=ZMAZH(process-to-process) S410|2F FELt
Processes Processes
(Running application programs) (Running application programs)

Domain of TP protocol

Domain of UDP protocol
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UDP o F2 7J|s5AdYd |3t 7[5)2 JH 88 ZEIAUMZF2 ZENM)UL SIS 2l
ZE(port) S E HEst= Z40o|C} 1% 1-8 {2 UDP {3l &|Cj= 8 HIO|EQ| 1™ ZOIE
7IX|H, 2 HIO|E A7|9] &4l ZER”SE ZooHC]
| 8 bytes |
€ >
q Header Data
/
Source port number Destination port number
16 bits 16 bits
Total length Checksum
16 bits 16 bits
<12 A27> UDP {3l &g 7%

A72 ZEHS
otH, UDP (TCP, SCTP Zgh) &9 =&AF W29 3GHol= 2 HO|E FJ|9] ZEHZIL
ZoE|0f e, ol2f3t ZEMS = AFHUAM 32 2 §F SEMHAE AlHst:= Hof
AEEICL & ARHOE= AMHA, HYEMHA 9| CHst SEMH|ATE A0 HAE £
A, 3 3o ofH SEMH|A0 Cist YEE m{2l0| Z&sta U= XE LIEILZ| 5
ZEMS I TCP, UDP &|C{0f| Zgtk|= ZO|Cf
Chg 22 ZEHS 80 HE AM8St= AMH|AWWW)O| Cfgh miZI™E 27 d0|Ct.

SEAH= S8 HHIA

Port = 80 Q Port = 80 ﬁ
== &
XA 2tH ctH
P A1
Port $1&: 80
<78 A28> ZE HS
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5
rir
.
r=
_?'_
I
x
=
=
=
i
o
_‘T'_
mjn
2
n
<

Jzlo &A= IP A 1111 8 7 (0
s|Ee ZERSE 80 o2 M50l m2le MEsta Ut i
FAAFEHO =XSIYS o, =4H E 2

Z2IH0| HolE &S TESCL

3
m
rir
H

g TEIYY HYEXE ZHHI| S

=
MY SEAH A0 CHE

H = A o
MEELE o S0, HEMHAE ZE#MS 25HE MES= A
ZEHZE AESIH, O|2st ZEHMTE "well-known ZE®H "2} SHC}

A.8 Transmission Control Protocol (TCP)

TCP= 7tE d2| AM8Els #=&AHE Z=2EZO0|Ct. UDP= JEt ZEMAZE SAMS 6
ZTEHS MyO X|&st= dHHHO|, TCP= S Z(connection) J—PE| 2Z(error) MO U SE(flow)
X 0l7|s, 2% (congestion) X0 7|5 52| &fEl(state)&te| 7|5 HISTHC}

UDPE ‘M A|X|(message)’ THR|Q| GIO|E T&E $|sle HiHO|, TCPE L249| HIO|E(byte)
~EEstream)S E%ﬂtr Cts 82 3T ZRAMAZ0 TCPE Sof AKHQ HOIE
L2EEE &= Zlss EN=Ch O[NE, &4 T BlnH B2 HoHE &AL
QU AZtSeH AHZE M7<*0| LQst mjo| TCPE AHE3BICE

Sending Receiving
process process

Il

Stream of bytes
TCP TCP

<72 A29> TCP HIO|E AERZ MZ&

or
mjo
e
o
tu
ret
n

2

[m
r
o of

o

Slob ze Hfols

~2EH fl8f TCP= UDPO| H[3{ T2 MO 7]
ofefo M= TCP MO 7= ot

A%t BiE TRE MHEI|Z L

—

#g
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A.8.1TCP T%! 3

che Qe TCP S|HTEE HOFC 5

AL

FH0| F7tE 5 ALK

20 HIO|EQS| 7|= &0 20| 2t 40 BFO|EJHA|

H Header

Drata

-
Source port address Destination port address
16 hits 16 hits
Sequence number
32 bits
Acknowledgment number
32 hits
HLEN | Reserved Ll BHRR Window size
4 hirs 0 hirs R e S | S B T 16 hits
' ' GlK|H]|T|N|N '

Checksum

Urgent pointer

16 bils 16 bits
Options and Padding
<18 A30> TCP 3| =
DX, HFO| 4HO|EL UDPHE 44 EEWS 7|22 Qo) ALSECL 2#met 3wty
TCP 27, S8 =2THAE 28 ALBEl= 2%t @EZAM, HIO|E HHe|o] YHB Z(sequence
numbenE 7|S¢HCE 48R S SHIWY E0= 435 HMoj7[sof Eash B2 8 HH3av|, a2l
4 AFHO| H(buffer) 8FE LIEIL = RI=F(window) FE S0[ RULCE
F2 HE(field)of Cfet 22 Ch31t 2Lt
»  &M(source) I #=4l(destination) EERHD: 2t 2 HIO|E(16H|E)
> Sequence number: SAXE AFO|A, SHE TCP mZle| OOl F&Zof =ZghE A B
HolEel YA H(HOE ). &, TH OOl Zof siE mzlo] Z=est= HolH
YEE LIEHH
> Acknowledgment number: $£=XAXb AZO|N, SAXIE EWH GOJEH F0| O BEEJLX]
GIHoz2 LS U=AIE 2H LTS (HIOIE THe))2 LEH. TCP 7 H|0{0] ALEE
> HLEN: SME8 mZatst TCP §|EHe| 37| (20~60HI0|E; 4HIO|E word EHR))
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A82TCP HZ g

UDPet | TCPe @ZmA| V|52 HMBSHH, OIS Sof HOE HA MEjstate)S
A&Hoz 2|BCh Oz 12 TCP AZMY I AZSHH IYS HOjFC,

Server
SYN

Y

SYN+ACK

A

ACK

Y

DATA (ACK)

FIN

Y

ACK

A

FIN

A

ACK

A J

<12 A31> TCP 4

el
n

TCP g1 2|= IA o2 371K M8 2 LEECH

1) "4 MH(connection establishment)
HZAZ QISte client7t WX SYN(synchronization) IfZIE 7T&ESIH, server= 0|0 CHSH
ACK(acknowledgment) HEQ} X}AO| SYN MEE H2 IjZIE ™SE3ICE O|0{M clients
ME Q| SYNO| CH3t ACKE M&sto=zl A4 A™E 2=t 0| = SYN, SYN+ACK, ACK
3749 mjZlE uststez TCP AZ1EE 3-way handshake 1pgo|2} £E2Ct.

) O|O|E Z£==4l(data transfer)

AN 20| cliente} servers HIO[E ATt ALt ACK THZIS S8 GIOJE H&2 43

3) 4 Z= = (connection shutdown)
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A4 ZRE RISl client= FIN(finish) THZIS &L server= ACKZ ZETHCE 0[O0,
server7t FIN IjZ12 H&3IH client7t ACKZ SE3I0] HZ2 ZE3iCh A 2 20|& o
oj4 HiojH H& g = glon TYE ZE MJEf FEIL H22|olM SHHEC ol2{sH

muo njo
AL
& g

=

182 4-way handshake 1p7g0|2t £ 2Lt

A83TCP 22 4l SE HOf

mjo
m
2

TCP= UDPR} E2| A3t mfzlo] &Al(loss)E|AS ZL AT S(retransmission)
LESTIIsE HSLL ol 2BMY 7|s2 4 ¥

Hojghalp sy 8= O, 0|2 “sliding window" 7|8t @2/ 2 x|

to

otz 282 sliding window Z40f HE SHUHEHO| A= HO[E (A2 &S E0Ert

| Window Size = minimum (rwnd , cwnd) I

Shrinking ——

eee 1| n |n+l o o o m-1| m |m+]l eee
- Sliding Window -
Closing Opening

<72l A32> TCP 28 4 S EHO0]

i

%2t sliding window

JEOIA n-1 ¥R BHO|E7kXI9 HlOJEfS O|o] H&O| EE AEf0|D, SARE XIHoR

‘n o~ m WA HO|EE ®BY 4 om, 0|2 window 37|2} $Ch 028 window A7lE

MXLel B I{-EZk(receiver window: rwnd)?t congestion window(cwnd) =3 7[9| X[AGIC=Z
[

FELh cwnd 37|= CHE0| 7|Ests 28H0 Z1n2|50| 25t6 Z2FEl= gtoltt

5

w4

olct A A
- O

2 ME CIO[EOf CHSHO] =AXI22H siE ACK m{Zl0| (TCP 32| ACK numberg 0|&

A5l M&0| URE HOR ZFED windowE MHMOZ QE2Zo=z 0|SAZICHOIZ
EE
|

|.|-|

1 Lo

‘sliding’0|2} ). window 37[0f M2t S4X= AMZ2 Ho|HSS H 2d4 ACE Tef A

AlZE Lo ACK THZI0] 2| G d% S4UAE ST IS WHEARZM 27 S77|s2
==

SHCH &4 Window?| A7|= &M XU $£AHEH(rwnd) 2ZF0| M2} Z=A(shrinking) Z

<

ot

h
o
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A.8.4 TCP =%t H|0f

=
9 £%

ToHE B3
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A.9 Stream Control Transmission Protocol (SCTP)
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/* include lnp.h */
/* Our own header. Tabs are set for 4 spaces, not 8 */

/* vi:set nonu ts=4 sw=4: */

#ifndef __Inp h

#define __lnp h

#include "../config.h" /* configuration options for current 0OS */
/* "../config.h" is generated by configure */

/* If anything changes in the following list of #includes, must change

acsite.m4 also, for configure's tests. */

#include <sys/types.h>/* basic system data types */
#include <sys/socket.h> /* basic socket definitions */
#if TIME WITH SYS TIME

#include <sys/time.h> /* timeval{} for select() */
#include <time.h> /* timespec{} for pselect() */
felse

#if HAVE SYS TIME H

#include <sys/time.h> /* includes <time.h> unsafely */
#else

#include <time.h> /* old system? */

fendif

fendif

#include <netinet/in.h> /* sockaddr in{} and other Internet defns */

#ifdef HAVE NETINET SCTP H /* for SCTP Sockets API */

#include <netinet/sctp.h>

#endif

#include <arpa/inet.h>/* inet (3) functions */

#include <errno.h>

#include <fcntl.h> /* for nonblocking */
#include <netdb.h>

#include <signal.h>

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <sys/stat.h> /* for S xxx file mode constants */
#include <sys/uio.h> /* for iovec{} and readv/writev */
#include <unistd.h>

#include <sys/wait.h>

#include <sys/un.h> /* for Unix domain sockets */
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#ifdef HAVE SYS SELECT H
# include <sys/select.h> /* for convenience */
fendif

#ifdef HAVE SYS SYSCTL H
#ifdef HAVE SYS PARAM H

# include <sys/param.h>/* OpenBSD prereq for sysctl.h */
fendif

# include <sys/sysctl.h>

#endif

#ifdef HAVE_ POLL, H
# include <poll.h> /* for convenience */
#endif

#ifdef HAVE SYS EVENT H
# include <sys/event.h>/* for kqueue */
#endif

#ifdef HAVE STRINGS H
# include <strings.h> /* for convenience */
#endif

/* Three headers are normally needed for socket/file ioctl's:
* <sys/ioctl.h>, <sys/filio.h>, and <sys/sockio.h>.

*/

#ifdef HAVE SYS IOCTL H

# include <sys/ioctl.h>
fendif

#ifdef HAVE SYS FILIO H

# include <sys/filio.h>
fendif

#ifdef HAVE SYS SOCKIO H

# include <sys/sockio.h>
fendif

#ifdef HAVE PTHREAD H
# include <pthread.h>
fendif

#ifdef HAVE NET IF DL H

# include <net/if dl.h>
#endif
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/* OSF/1 actually disables recv() and send() in <sys/socket.h> */
#ifdef osf
#undef recv

#undef send

#define recv(a,b,c,d) recvfrom(a,b,c,d,0,0)

#define send(a,b,c,d) sendto(a,b,c,d,0,0)

#endif

#ifndef INADDR NONE

/* $$.Ic INADDR NONESS$ */

#define INADDR NONE Oxffffffff /* should have been in
<netinet/in.h> */

#endif

#ifndef SHUT RD /* these three POSIX names are new
*/

#define SHUT RD 0 /* shutdown for reading */

#define SHUT_ WR 1 /* shutdown for writing */

#define SHUT RDWR 2 /* shutdown for reading and writing */

/* $$.Ic SHUT RD$S$S */
/* $$.Ic SHUT WRS$S$S */
/* $$.Ic SHUT RDWRSS */
#endif

/* *INDENT-OFF* */
#ifndef INET ADDRSTRLEN
/* $$.Ic INET ADDRSTRLENSS */

#define INET ADDRSTRLEN 16 /* "ddd.ddd.ddd.ddd\o"
1234567890123456

*/

#endif

/* Define following even i1if IPv6 not supported, so we can always allocate
an adequately sized buffer without #ifdefs in the code. */

#ifndef INET6 ADDRSTRLEN

/* $$.Ic INET6 ADDRSTRLENS$S */

#define INET6 ADDRSTRLEN 46 /* max size of IPv6 address string:
"XXKK I XXXX I XXXX I XXXX I XXXX I XXXX 1 XXXX 1 xxxx" or
TXRXX I XXKX § XXXK § XXXX : XXXX 1 xXxXx :ddd.ddd.ddd.ddd\o"
1234567890123456789012345678901234567890123456 */

#endif

/* *INDENT-ON* */
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/* Define bzero() as a macro if it's not in standard C library. */
#ifndef HAVE BZERO

#define bzero (ptr,n) memset (ptr, 0, n)

/* $$.If bzero$s */

/* $S.If memset$S */

fendif

/* Older resolvers do not have gethostbyname2 () */

#ifndef HAVE_GETHOSTBYNAMEZ

#define gethostbyname?2 (host, family) gethostbyname ( (host))
#endif

/* The structure returned by recvfrom flags() */

struct lnp in pktinfo {
struct in addr ipi_ addr; /* dst IPv4 address */
int ipi ifindex; /* received interface index */
ki
/* $$.It lnp in pktinfo$s$ */
/* $$.Ib ipi addr$s */
/* $$.Ib ipi ifindex$$ */

/* We need the newer CMSG LEN() and CMSG SPACE () macros, but few
implementations support them today. These two macros really need
an ALIGN () macro, but each implementation does this differently. */
#ifndef CMSG_LEN
/* $$.Im CMSGﬁLEN$$ */

#define CMSG_LEN (size) (sizeof (struct cmsghdr) + (size))
fendif

#ifndef CMSG_SPACE

/* $$.Im CMSG SPACESS */

#define CMSG_SPACE (size) (sizeof (struct cmsghdr) + (size))
fendif

/* POSIX requires the SUN LEN() macro, but not all implementations DefinE
it (yet). Note that this 4.4BSD macro works regardless whether there is
a length field or not. */

#ifndef SUN_LEN
/* $$.Im SUN LENS$ */
# define SUN_LEN (su) \
(sizeof (*(su)) - sizeof((su)->sun path) + strlen((su)->sun path))
#endif

/* POSIX renames "Unix domain" as "local IPC."
Not all systems DefinE AF LOCAL and PF LOCAL (yet). */
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#ifndef AF LOCAL

#define AF LOCAL AF UNIX
fendif

#ifndef PF LOCAL
#define PF_LOCAL PF UNTX
fendif

/* POSIX requires that an #include of <poll.h> DefinE INFTIM, but many
systems still DefinE it in <sys/stropts.h>. We don't want to include all
the STREAMS stuff if it's not needed, so we just DefinE INFTIM here. This
is the standard value, but there's no guarantee it is -1. */

#ifndef INFTIM

#define INFTIM (-1) /* infinite poll timeout */

/* $$.Ic INFTIMSS */

#ifdef HAVE POLL H

#define INFTIM UNPH /* tell 1lnpxti.h we defined
it */

fendif

#endif

/* Following could be derived from SOMAXCONN in <sys/socket.h>, but many
kernels still #define it as 5, while actually supporting many more */
#define LISTENQ 1024 /* 2nd argument to listen() */

/* Miscellaneous constants */
#define MAXLINE 4096 /* max text line length */

#define BUFFSIZE 8192 /* buffer size for reads and writes */

/* Define some port number that can be used for our examples */

#define SERV_PORT 9877 /* TCP and UDP */
#define SERV_PORT STR"9877" /* TCP and UDP */

#define UNIXSTR PATH "/tmp/unix.str" /* Unix domain stream */
#define UNIXDG PATH "/tmp/unix.dg" /* Unix domain

datagram */
/* Some things for SCTP */
#define SCTP PDAPI INCR SZ 65535 /* increment size for pdapi when adding

*/
/* buf space */

#define SCTP PDAPI NEED MORE THRESHOLD 1024 /* need more space
threshold */

#define SERV_MAX SCTP STRM 10 /* normal maximum streams */
#define SERV_MORE STRMS SCTP 20 /* larger number of streams */
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/* $$.1ix [LISTENQ]~constant,~definition~o0f$S$ */

/* $$.ix [MAXLINE]~constant,~definition~of$$ */

/* $$.1ix [BUFFSIZE]~constant,~definition~of$$ */

/* $$.ix [SERV_PORT]~constant,~definition~of$$ */

/* $$.ix [UNIXSTR PATH]~constant,~definition~of$$ */
/* $$.ix [UNIXDG_ PATH]~constant,~definition~of$$ */

/* Following shortens all the typecasts of pointer arguments: */
#define SA struct sockaddr

#ifndef HAVE STRUCT SOCKADDR STORAGE

/*

* RFC 3493: protocol-independent placeholder for socket addresses
*/

#define _ SS_MAXSIZE 128

#define _SS ALIGNSIZE (sizeof (int64 t))

#ifdef HAVE SOCKADDR SA LEN

#define _SS PADISIZE (_ SS ALIGNSIZE - sizeof (u_char)
sizeof (sa family t))

felse

#define _SS PADISIZE (_ SS ALIGNSIZE - sizeof(sa family t))
fendif

#define _SS PAD2SIZE (_ SS MAXSIZE - 2* SS ALIGNSIZE)

struct sockaddr storage {
#ifdef HAVE SOCKADDR SA LEN

u_ char ss_len;
fendif
sa family t ss family;
char __ss padl[_ SS PADISIZE];
int64 t __ss_align;
char __ss pad2[_ SS PAD2SIZE];
bi
fendif
#define FILE MODE (S_IRUSR | S IWUSR | S IRGRP | S IROTH)
/* default file access permissions for new files */
#define DIR MODE (FILE MODE | S IXUSR | S IXGRP | S IXOTH)
/* default permissions for new directories */
typedef void Sigfunc (int); /* for signal handlers */
#define min(a,b) ((a) < (b) ? (a) : (b))
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#define max (a, b) ((a) > (b) 2?2 (a) : (b))

#ifndef HAVE ADDRINFO STRUCT
# include "../lib/addrinfo.h"
#endif
#ifndef HAVE IF NAMEINDEX STRUCT
struct if nameindex {
unsigned int if index; /* 1, 2, ... */
char *if name; /* null-terminated name: "leO", ... */

bi

/* $$.It if nameindex$S$ */
/* $$.Ib if index$s$ */

/* $$.Ib if name$s */

#endif

#ifndef HAVE TIMESPEC STRUCT

struct timespec {
time t tv_sec; /* seconds */
long tv nsec; /* and nanoseconds */

bi

/* $$.It timespec$Ss */
/* $$.Ib tv_sec$$ */
/* $$.Ib tv_nsec$s */
fendif

/* end lnph */

/* prototypes for our own library functions */

int connect nonb (int, const SA *, socklen t, int);
int connect timeo (int, const SA *, socklen t, int);
int daemon init (const char *, int);
void daemon inetd(const char *, int);

void dg cli(FILE *, int, const SA *, socklen t);
void dg echo(int, SA *, socklen t);

int family to level (int);

char *gf time(void);

void heartbeat cli(int, int, int);

void heartbeat serv(int, int, int);

struct addrinfo *host serv(const char *, const char *, int, int);
int inet srcrt add(char *);

u_char *inet srcrt init (int);

void inet srcrt print(u char *, int);

void inet6 srcrt print(void *);

char **my addrs(int *);
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int

ssize t
ssize_ t
ssize t

ssize_ t

readable timeo (int, in

readline (int, wvoid *,

t);

siz

e_t);

readn (int, void *, size t);

read fd(int, void *, size t,

recvfrom flags(int, wvoid *,

struct lnp in pktinfo *);

Sigfunc *signal intr(int, Sigfunc *);

’

*
4
4

4

int sock bind wild(int, int);
int sock cmp_ addr (const SA
int sock cmp port (const SA *
int sock get port(const SA *
void sock set addr(SA *, socklen t,
void sock set port(SA *, socklen t,
void sock set wild(SA *, socklen t);

char *sock ntop(const SA *,

char  *sock ntop host(const SA *,

int

sockfd to family(int);

void str echo(int);
void str cli(FILE *, int);

int tcp connect (const char
int tcp listen(const char
void tv_sub(struct timeval *,

int udp_client (const char
int udp connect (const char
int udp server (const char
int writable timeo (int, in
ssize_ t writen (int, const void
ssize t write fd(int, wvoid *,

#ifdef MCAST
int
int

int

mcast leave(int, const SA *,
mcast join(int, const SA *,

mcast leave source group (int

*
4

*
4

*
4
*
14
*
7
t);

*
4

size t,

const SA ¥,

const SA *,

int *);

size t, int *, SA

socklen t);

int) ;

socklen t);

socklen t);

const void *);

const char *);

const char ¥*,

struct timeval *);

const char *, SA *x*,

const char *);

const char ¥*,

size t);

socklen t,
sockfd,

int);

socklen t);

socklen t srclen, const SA *grp, socklen t grplen);

int
srclen,
ifindex) ;
int
srclen,

int

srclen, const SA *grp,

int
int

int

mcast join source group (int sockfd,

const SA *grp, socklen t grplen,

mcast block source (int
mcast unblock source (i
mcast get if(int);

mcast get loop (int);
mcast get ttl(int);

sockfd,
const SA *grp, socklen t grplen);

nt
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sockfd,

socklen t grplen);

const char

const SA

const SA

*, socklen t *,

socklen t);

socklen t);

socklen t *);

socklen t *);

const

const SA *src,

*src,

*src,

socklen t *);

const char *, u int);

SA *src,

socklen t

*ifname, u_ int

socklen t

socklen t



int mcast set if (int, const char *, u int);

int mcast set loop(int, int);

int mcast set ttl(int, int);

void Mcast leave(int, const SA *, socklen t);

void Mcast join(int, const SA *, socklen t, const char *, u int);

void Mcast leave source group(int sockfd, <const SA *src, socklen t

srclen, const SA *grp, socklen t grplen);

void Mcast join source group (int sockfd, const SA *src, socklen t srclen,

const SA *grp, socklen t grplen, const char *ifname, u int ifindex);

void Mcast block source(int sockfd, const SA *src, socklen t srclen,
const SA *grp, socklen t grplen);

void Mcast unblock source(int sockfd, const SA *src, socklen t srclen,

const SA *grp, socklen t grplen);

int Mcast get if(int);

int Mcast get loop (int);

int Mcast get ttl(int);

void Mcast set if (int, const char *, u int);

void Mcast set loop(int, int);

void Mcast set ttl(int, int);

fendif

uintleé t in cksum(uintlé_t *, int);

#ifndef HAVE GETADDRINFO PROTO

int getaddrinfo (const char *, const char *, const struct

addrinfo *,
struct addrinfo **);
void freeaddrinfo (struct addrinfo *);

char  *gai strerror(int);

#endif
#ifndef HAVE GETNAMEINFO PROTO
int getnameinfo (const SA *, socklen t, char *, size t, char ¥,

size t, int);

#endif

#ifndef HAVE GETHOSTNAME PROTO

int gethostname (char *, int);
#endif

#ifndef HAVE HSTRERROR PROTO

const char *hstrerror (int) ;

#endif
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#ifndef HAVE TF NAMETOINDEX PROTO

unsigned int if nametoindex (const char *);

char *if indextoname (unsigned int, char *);
void if freenameindex(struct if nameindex *);

struct if nameindex *if nameindex (void) ;

#endif
#ifndef HAVE INET PTON_ PROTO
int inet pton(int, const char *, void *);
const char *inet ntop (int, const void *, char *, size t);
#endif
#ifndef HAVE INET ATON PROTO
int inet aton(const char *, struct in addr *);
#endif
#ifndef HAVE PSELECT PROTO
int pselect (int, fd set *, fd set *, fd set *,
const struct timespec *, const sigset t *);

#endif
#ifndef HAVE SOCKATMARK_PROTO
int sockatmark (int) ;
#endif
#ifndef HAVE SNPRINTF PROTO
int snprintf (char *, size t, const char *, ...);
#endif

/* prototypes for our own library wrapper functions */
void Connect timeo (int, const SA *, socklen t, int);
int Family to level (int);

struct addrinfo *Host serv(const char *, const char *, int, int);

const char *Inet ntop (int, const void *, char *, size t);
void Inet pton(int, const char *, void *);

char *If indextoname (unsigned int, char *);
unsigned int If nametoindex (const char *);

struct if nameindex *If nameindex (void);
char **My addrs(int *);

ssize_ t Read fd(int, void *, size t, int *);
int Readable timeo (int, int);
ssize_ t Recvfrom flags (int, void *, size t, int *, SA *, socklen t *,

struct lnp in pktinfo *);
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Sigfunc *Signal (int, Sigfunc *);

Sigfunc *Signal intr(int, Sigfunc *);
int Sock bind wild(int, int);
char  *Sock ntop(const SA *, socklen t);

char  *Sock ntop host(const SA *, socklen t);

int Sockfd to family(int);

int Tcp_connect (const char *, const char *);

int Tcp listen(const char *, const char *, socklen t *);

int Udp_client (const char *, const char *, SA **, socklen t *);
int Udp connect (const char *, const char *);

int Udp_ server (const char *, const char *, socklen t *);

ssize t Write fd(int, void *, size t, int);

int Writable timeo (int, int);

/* prototypes for our Unix wrapper functions: see {Sec errors} */
void  *Calloc(size t, size t);
void Close (int) ;

void Dup?2 (int, int);

int Fcntl (int, int, int);
void Gettimeofday (struct timeval *, wvoid *);
int Toctl (int, int, wvoid *);

pid t Fork(void);

void *Malloc(size t);

int Mkstemp (char *);

void *Mmap (void *, size t, int, int, int, off t);
int Open(const char *, int, mode t);
void Pipe (int *fds);

ssize t Read (int, void *, size t);

void Sigaddset (sigset t *, int);

void Sigdelset (sigset t *, int);

void Sigemptyset (sigset t *);

void Sigfillset (sigset t *);

int Sigismember (const sigset t *, int);
void Sigpending(sigset t *);

void Sigprocmask (int, const sigset t *, sigset t *);

char *Strdup (const char *);

long Sysconf (int) ;
void Sysctl(int *, u int, void *, size t *, void *, size t);
void Unlink (const char *);

pid t Wait(int *);
pid t Waitpid(pid t, int *, int);

void Write(int, void *, size t);

/* prototypes for our stdio wrapper functions: see {Sec errors} */
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void Fclose (FILE *);

FILE *Fdopen (int, const char *);

char *Fgets (char *, int, FILE *);

FILE *Fopen (const char *, const char *);
void Fputs (const char *, FILE *);

/* prototypes for our socket wrapper functions: see {Sec errors} */

int Accept (int, SA *, socklen t *);

void Bind(int, const SA *, socklen t);

void Connect (int, const SA *, socklen t);

void Getpeername (int, SA *, socklen t *);

void Getsockname (int, SA *, socklen t *);

void Getsockopt (int, int, int, void *, socklen t *);
#ifdef HAVE INET6 RTH INIT

int Inet6 rth space(int, int);

void *Inet6 rth init(void *, socklen t, int, int);

void Inet6 rth add(void *, const struct in6_addr *);
void Inet6 rth reverse(const void *, wvoid *);
int Inet6 rth segments (const void *);

struct in6 addr *Inet6 rth getaddr (const void *, int);

fendif
#ifdef HAVE KQUEUE
int Kqueue (void) ;
int Kevent (int, const struct kevent *, int,
struct kevent *, int, const struct timespec *);
fendif
void Listen(int, int);
#ifdef HAVE POLL
int Poll (struct pollfd *, unsigned long, int);
fendif
ssize_ t Readline (int, void *, size t);
ssize t Readn (int, void *, size t);
ssize_ t Recv (int, void *, size t, int);
ssize t Recvfrom(int, void *, size t, int, SA *, socklen t *);
ssize_ t Recvmsg (int, struct msghdr *, int);
int Select (int, fd set *, fd set *, fd set *, struct timeval *);
void Send (int, const void *, size t, int);
void Sendto (int, const void *, size t, int, const SA *, socklen t);
void Sendmsg (int, const struct msghdr *, int);
void Setsockopt (int, int, int, const void *, socklen t);
void Shutdown (int, int);
int Sockatmark (int) ;
int Socket (int, int, int);
void Socketpair (int, int, int, int *);
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void Writen (int, void *, size t);

int Sctp recvmsg(int s, void *msg, size t len,
struct sockaddr *from, socklen t *fromlen,
struct sctp_sndrcvinfo *sinfo, int
*msg flags);
int Sctp sendmsg (int s, void *data, size t len,
struct sockaddr *to, socklen t tolen,
uint32 t ppid, uint32 t flags, uintl6 t
stream no,

uint32 t timetolive, uint32 t context);

int Sctp bindx (int sock fd,struct sockaddr storage *at,int num, int op);
void err dump (const char *, ...);
void err msg(const char *, ...);
void err quit(const char *, ...);
void err ret(const char *, ...);
void err sys(const char *, ...);

#endif /* 1np h */
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