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Wireshark Get Help Develop Tools Buy
Q‘“‘fd PILDT Download A Stable Release (Recommended)
- T The current stable release of Wireshark is 1.0.3. It supersedes all previous releases, including all
Vscharted Wates releases of Ethereal. You can get it at the following lacations:
POWERFUL Windows 2000/XP/2003/Vista Installer
VISUALIZATION AND (-exe) Awards and Accolades
REPORTING TOOL
¥ cBN (hitp. i)
* Integrated with Wireshark
* Quickly analyze large Windows 2000/XP/2003/Vista
e PortableApps Package
* Innovative drill-down
Lty ¥ cBN (hitp. id)
* Multi-channel wireless
2008 - VolP Manit
S Windows 2000/XP12003/Vista U3 2007 - Hetwork Protocal Anclysis
« Automatically generate Package
pdf, Excel and Word
reports McAfee SiteAdvisor €2
& BN (nttp, i)
. Insecure.Org / Sectools Org
Macintosh OS X Intel Package
Safe-Install com
c qé GSuurceFurge.na
TECHNOLOGIES All Download Locations
Enhancing
The Wireshark User CBN (http, id)
Experience SourceForge.net (http, many)
Wiretapped (http, au)
DSmirror (http, nl)
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Windows 2000/XP/2003/Vista Installer(.exe)0|Ct. Ct

1! Wireshark 1

Setup Wizard

‘Wireshark,

running.

Click. "Mext’ ka continue.,

H0

Ol Ct.
=]

St2 = Installer2

Welcome to the Wireshark 1.0.3

This wizard will guide wou through the installation of

Before starting the installation, make sure Wireshark is not

Mext > | [ Cancel

2 2. Wireshark & X|3tH™H



NextE ZM &EXE A= KNS OleH= Wireshark MERH =20 st FOICH
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Wireshark= J|I2&2& GPL2 0

"l Wireshark 1.0.3 Setup

License Agreement
Please review the license terms befare installing Wwireshark 1.0.3. i

Press Page Down to see the rest of the agreement,

Thiis text consists of bwo parts:

10l

Part I: Some remarks regarding the license given in
Part I1: The ackual license that covers Wireshark,

wehen in doubt: Part 11 is the legally binding part, Part I is just
there to make it easier for people that are not Familiar with the

GPLvE,

If ywou accept the terms of the agreement, click I Agres to continue. You must accept the
agreement to install Wireshark 1.0.3,

’ < Back “ 1 Agree ] ’ Cancel

"l Wireshark 1.0.3 Setup

Choose Components
Choose which Features of Wireshark 1.0.3 vou want to install. i

The Following components are available For installation,

Select the type of install: | wireshark | user inkerface) v
0Or, select the optional Wireshark
components you wish bo TShark
install:
Rawshark

Plugins | Extensions
Toals
User's Guide

Drescripkion
Space required: §9.6MB

’ < Back “ Mext = ] ’ Cancel
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"l Wireshark 1.0.3 Setup |Z||E|E|

Select Additional Tasks
wWhich additional tasks should be dane? i

Create Shorkouks

[ pesktop Tron
Quick Launch Icon

File Extensions
Associake trace File extensions ko Wireshark (Sww, acp, apc, atc, bfr,
cap, enc, etf, fdc, pcap, pkt, snoop, svc, tpo, trl, trace, tro, wpc, wpz, rfS)

’ < Back “ Mext = ] ’ Cancel

g 5. Wireshark & X|&tH

Hz €020 O3 SHU M= Wiresharkel &X 222 & &G
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NextE Z2&ot¢ &t
£ Wireshark= C:WProgram FileswWireshark0il & x| &l Ct.

F
= SHHOICH JI=H
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i Wireshark 1.0.3 Setup

Choose Install Location
Choose the Folder in which to install Wireshark 1.0.3, i

Choose a directory in which to install Wireshark,

Destination Folder

ZZ iProgram FilesTireshark) | Browse. ..

Space required: §9.6MB
Space available: 26,3GE

’ < Back “ Mext = ] ’ Cancel
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dx Z2E XN &EGt] NextE HEicl OS2 SAH=2 Y2t G2 ©Hl= WinPcapE & X
& JOoIX| Hdeigt= SHHOICH WlnPcapg AXIol0F AAIZ2t2 2 data packet2 capture & =+
QULCH eld AlZ Al NPF AHIAE AIRE 2 AFEAJF administratorJt OtLI2t&  packet

capturedt JtsotCh.



"l Wireshark 1.0.3 Setup

Install WinPcap?
wWinPcap is required to capture live netwark data, Should WinPcap be installed? i
Currently installed WinPoap version

Install

{Use add/Remove Programs first to uninstall any undetected old WinPcap versions)

Services
[] start WinPcap service "MPF" at startup
(50 users without Administrator privileges can capture)

[ whatis winPap?

’ < Back “ Install ] ’ Cancel
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o

fetCt. Ot O8e &X

InstallS & &GHA, OIKl £XIE Al

i Wireshark 1.0.3 Setup

Installing
Please wait while Wireshark 1.0.3 is being installed.

Extract: ibwireshark.dll.,, 79%
(] J
Output Folder: C:¥Program FilesMwireshark,

Exctract; wiretap-0,3,1.dll
Extract: ibwireshark.dll... 79%

< Back Mext = Cancel
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# WinPcap 4.0.2 Setup

&() . WinPcap 4.0.2 Installer
i lh caP Welcome to the WinPcap 4.0.2 Installation Wizard

This product is brought to you by

=
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

8 9. WinPcap & XI3tH

WinPcap= & XIstCt. XIEHE& Wireshark®t Ot&ILAIZ O 2HEHGHCE.

Welcome to the WinPcap 4.0.2
Setup Wizard

This Wizard will guide vou through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
horme page.

bkt f s winpeap.org

’ < Back. ]| Mext > | ’ Cancel
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# WinPcap 4.0.2 Setup

kl) - License Agreement
-, lv l caP Please review the license terms befare installing WinPcap 4.0.2,

Press Page Down to see the rest of the agreement,

opyright (c1 1999 - 2005 MetGroup, Politecnico di Tarino (Thaky),

»
Copyright (o) 2005 - 2007 CACE Technologies, Davis (California), =
all rights reserved,

Redistribution and use in source and binary Forms, with or without modification, are
permitted provided that the Follmwing conditions are met:

1, Redistributions of source code must retain the above copyright notice, this list of
conditions and the Following disclaimer,

2. Redistributions in binary form must reproduce the above copyright notice, this lisk of
conditliorlns aljcl Fhe follo_wing disclaimer in the documentation andfor other materials w

If ywou accept the terms of the agreement, click I Agres to continue. You must accept the
agreement to install WinPcap 4.0.2,

’ < Back “ 1 Agree ] ’ Cancel

8 11. WinPcap &Xl2tH

I AgreeE & E6tH S2lotH £X stH2Z G020

§ WinPcap 4.0.2 Setup

K t) . Installing
. lh caP Please wait while WinPcap 4.0.2 is being installed.

Output Falder: € ¥Program FilesWwinPcap

& 12. WinPcap &£ Xl3tH

FinishE & &5tCH Ol Ml WinPcap & X0t 2= HCH.



# WinPcap 4.0.2 Setup D|E|g|

Completing the WinPcap 4.0.2
Setup Wizard

WinPcap 4.0.2 has been installed on vour computer,

Click. Finish ko close this wizard,

18 13. WinPcap &Xl2tH

WinPcapOl £XIJt 222 & H Wireshark™ €2 == £X2 ot &0 Otchs £ 2=
2tHOICH

il Wireshark 1.0.3 Setup

Installation Complete
Setup was completed successfully, ﬁ
Completed
Oukpot Folder: C:¥Program Files Waireshark e

Extract: textZpcap.exe

Extract: kext2pcap. html

Oukpot Foldes: C:¥Program Files Wireshark
Extract: mergecap.exe

Extract: mergecap,html

Oukpot Folder: C:¥Program Files Waireshark
Extract; capinfos, exe

Extract: capinfos, html

Oukpot Folder: C:¥Program Files Waireshark
Extract: user-guide.chm

Completed -

18 14. Wireshark & X|3t™H

0l0

NextE SEH3IH Wireshark X101 2= &0 OS StHO0| LI=2LC.
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Completing the Wireshark 1.0.3
Setup Wizard

wireshark 1.0,3 has been installed on your computer,

Click. Finish ko close this wizard,

g

[ shiows Mews

4! Wireshark 1.0.3 Setup E]|E||z|

18 15. Wireshark & X|3t™H

3.1.2 Linux

Hel HRE2 Linux2 &S Wiresharke J|2 packageZ IZE&0|

Ubuntubll M2l XIS HHGIEE oL
$sudo apt-get install wireshark

st 2o HHOLZ AXIJt Jtsotlh

all wireshark

18 16. Wireshark & X| 3}
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WiresharkE &XI5t)| @AM EZR$§ 2tolEdH2Iot =Mat=dl libadnsl, libfreebobO,
libjackO,liblua5.1-0, libportaudio20! 0 ctol=eel et wiresharkE & XIot
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mon 1.0.0-1

ark 1.0.0-1 [G18kE]

debOl M) ..
cdebfl MY L

T-Oubuntul_

mion_1.0.0-1_i ehil

ebMl M ...

t
deferr
Ml

18 17. Wireshark & X| 3}
UbuntuOll A1 21 Wireshark & X101 2t T UCH

Redhat HIZ 2l Linux(Redhat, Fedora S)2 &%= rpm= 0|Eot0 &g AH X & %= UL

3.2 ANEH
AE2YE2 Windows?t Linux = CF S26t22 WindowsE JIE2 2 &YH6HACH Wiresharks
AlSHEIO OFeHet &2 SHHO| LIEHLCH
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4! The Wireshark Network Analyzer |;||E|E|

File Edit Yiew Go Capture Analyze Statistics Help

B BEXEA Qe T i (BEacaaE @aE0m »
Eilter:| ‘ ~ Expression,., Clear Apply
Ready to load or capture Mo Packets Profile: Default

& 18. Wireshark J|235tH

JI2&2oZg captureE Gtl= 2B b capturedt packet2 2= SO0l UIoHA 25
captureE ot= 2 0ICt Capture= interface 22 &0 Al capturedt JtS35tHCH

"4l The Wireshark Network Analyzer

kesTFiEBEleacaan @@ -
i@ Options,., Crl+k, —_

Filter: @ Start ~ Expression... Clear Apply

@

]
il Capture Filters, .,

Feady to load or capture Mo Packets Profile: Default

18 19. WiresharkE 0l &8 packet capture

13



! Wireshark: Capture Interfaces |Z| E'E'

Description IP Packets Packets/s
@l Adapter for generic dialup and VPN capture - -
d_ Marvell Gigabit Ethernet Controller (Microsoft's Packet Scheduler) = =

8 20. CaputeZ interface & &4

Start€ 29 captureE AI&GHL, Options Soll capture2 packet= filtering otoiLt CHY

&t options = = RULL

! Wireshark: Capture Options

Capture
Interface:  |Marvell Gigabit Ethernet Contraller (Microsoft's Packet Scheduler) :WDeviceWNPF_{4ECBAE4F—A38A—4EDE—ASFA—4?3A5E|E]
IP address: 155,230,105, 157
Link-layer header type: | Ethernet - |Buﬁer Size:|l |: rmegabyte(s)

Capture packets in promiscuous mode

[] Limnit each packet to I:I bytes
Capture Filter:| || =)

Capture File{s) Display Options

File: | | [Brawse...]

Update list of packets in real time
[] Use multiple files

Autornatic scrolling in live capture

Hide capture info dialog

MNarme Resolution

Stop Capture Enable MAC name resolution

[ after | | [] Enable netwark name resolution
[ ... after | |
... after | | Enable transport name resolution

[ Start l ’ Cancel

& 21. Capture option 2tH

OptionS & &st F Start= olH =H OfeHet 20| packetOl capture &= 212

Jo
ro
e
I

14



A (Untitled) - Wireshark
File Edit Yiew Go Capture Analyze Statistics Help

& W e BEHXZE A+ TFL/IEBIE QAQAQB #EB -

Eilter:| | - Expression... Clear Apply

Mo, . Tirne Source Destination Protocal Inifar e
31 Y. kL0490 MEMS Mame query HE WINZ
32 9.832280 ARP who has
33 9.733498 MEMNS Mame guery MB DREA
34 9.926327 MENS Mame query NB WPAD
35 10.483588 MEMNS Mame gquery MB DREA
36 10.661011 MENS Mame query MNE WPAD
37 11.4110095 MEMNS Mame query MB WRAD
38 11.870548 EDP EDP: Info Dwsp]ay[
30 13,254305 ARP who has
40 14.039798 TCP avt-profile-1 » mc

.14 0804 avt-profile-1
. 248616 avt-profile-1

. 579772 avt-profile-1
L GE80584 Hello

Frame 1 (54 bytes on wire, 54 bytes captured)
# Ethernet II, src: AsustekC_de:77:d2 (00:1a:92:4e:77:d2), Dst: Extremen_03:64:c0 (00:04 %

# Internet F'I"D'EDCD" SIFEs D=1 :

& Transmission cantral Praracnl. Src BArT: snectardata (383N DS PArt: avroneafilec (5o
*

0000 00 04 05 03 64 cO 00 1a 92 4e 77 d2 08 00 45 00 covatel. LMw., L E.

0010 00 28 df al 40 00 80 06 51 9 9b e6 6% 9d d3 ea Y - T« T

0020 ef <6 0e fa 13 8¢ 92 1d 43 0d 8a f5 6h 80 5010  ........ Coo kP

0030 fc be c8 4f 00 00 s P

File: "CHDOCUME~ 1¥iin 16 LOCALS - | Packets: 47 Displayed: 47 Marked: 0 Dro--- | Profile: Default

18 22. WiresharkE 0|&8t packet capture 3tH

=2 2ct2lE X2l oAUt 2 tHHMH capturest packet=
1&l protocoll &2 AE 24N EOHECH 08 HEE F=R
<t

= = UCL

4I DEiE

NSMX 2 DUM= Wiresharkdt 22010, X 23 AASE0O OohA AHESQUCH
Wireshark= packet analyzer2 &/AI2t2 2 packet2 capturedt) 0|2 24&6t= T=F0ICh
AOZ HERIAE SFol= EE AESUHH RIS E2 AE2E A2 LG

L]
K
MO
o

[1] Wireshark, http://www.wireshark.org

[2] Wireshark — Wikipedia, http://en.wikipedia.org/wiki/Wireshark
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