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1. Introduction

sctplib= raw socket= O|&dll user levelOllA

&t sctp stackO|Ct. sctplib rfc29600

o T U= sctpll SEES 8ot U 229 sctpl SES EHNE Sl &
ot Htetlt. 2 M= sctplib®t S20t2| 2tH sctplib€ 0IZ g sctpapi2t S& 2
AN &+ = =AU et B8 J0Xls HAHUSS 24 ot = 2H0l ArEE
IE = sctplib ZEE c++ Aoz A2t £FZ oYL J|2dol M REe=
sctplib2t 2 XIStCE.

17002 ol M 15002 cpplt 0l UL 229l Mo EXsE UM 2HS
ot== ofC.
class description
SSM__ Adaptation Ulptosctp layer
SSM_ Auxiliary HOIH 24 43
SSM_Bundling Bundling 3t Bundling& CGI0I& re-bundling
SSM_ChunkHandler IMake chunk and chunk 24 =0l

SSM_ Distribution
SSM__Errorhandler
SSML_ Flowcontrol

SSM_Md5

SSM_Recvctrl
SSM_ Reltransfer

SSM_SCTP_Control

SSM__Pathmanagement

Packet process interface

Error M2l 2t FEl

, 8B Al cwnd, outbound packet, rcwnd 22

gk AH

2bed =1

[Multi-noming 22 | heartbeat cwnd &

GIoIEl ==& 2ted HIH, tsngtBt JtXIL) Xel, sacke

N=

/Oy

Sack==4&lAl X2l , M&ES, cwnd

Association state 2cl

HA sctplibe
ot A Ct.

int sctpsock = socket

i 2% = otAh Sctplib= raw socket2 O|&EHA sctpg &

(af, SOCK_RAW, IPPROTO_SCTP);




?lol DE= sctp packet2 20t S0|J] /&t lawA 32l M43
B0l £0l= IOl E ipM3a2 E &8st sctpUlOIE{OICH <2t 22
SCtpEZEZE 22lE £ U= soketl MAH0| Jisollh. A3 CIAIEH sctpsocksS Soll
HOIEHE &2 %= U=d HIIM 20t 2= UOIE= ip dIHHE E&st sctpEZ2ES

Gl Ol E{OICF.

SCTP

IF Header o

Header

3DVYSS3INW JLOS

Al 212 O8UHAM E=210 201 rawsocket2 Sol =0 2= OOIEHE= ip
olHE Z&s HOIHOIH IIb2ZE0A ipdlHE ML, sctp_message™® 2 OIOIEXCIE
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SCTP= SCTP AIEXI2 IP2F 22 dl & XAl IH2! network MHIA 2L AHOI O]
LISl HIE2e 2 BUECH 0l A2 0lF 220M SCTPIL IPS 2UA S& st
b= QUL SCTPOl 2ol MB&e= JI282 MUlAE SCTPL User =2t user
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Figure 1: An SCTP Association



SCTP= ™& XXl H&0| UCH it SCTP HZ2 TCP HALL O {2 IHEO|C).
SCTP= endpoint)t SCTP JLH?J% 2d = A0 g2 = U= 885 =4 (GHHE SCTP
port2t =& & £ U=s O e IP Address)2l SE2 CE endpoint(HZ0| O|FH X =
SOHOIA H3otI|l fI6tH 2 Xt endpointS 0l Hl =Ct2 MSSHCH 10 AZQ HRl=
2t X8 endpointl] SIAEZRH MHE = U= IS8 source/destination £&2 EFE
rSESuY

o

[m]
v

SCTP & MBlA= M e JIs2z 2ol & += UCH 0ld JISs2 Figure-22 &1

Ol &=o] LHHAI 220 &3St

SCTP User Application

Sequenced delivery with streams

User Data Fragmentation

Association
Startup and
takedown

Figure 2 : Function View of the SCTP Transport Service

RFC 25220l Karnt Simpson0l 2o Jl=& HHLIS SALSt Cookie mechanism&
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SCTPi= SCTP AFE X0 2ol SCTPOI ME &= 2 HAIXIS0l stream sequence
numbers SO EHCH =AZ0AM SCTP= HAIXISO0 FUHE AEY UHUHAM =NME2S2
SCTP AFZ X0 HEots XS Z2&HoHO0F &tCh. SHXIEH otLtel AEZO0l TS =A2  user
HIAIXIE JICt2I® A blocked Tl Us SO, HE AEHSZRH HAIK €2 XHelE =
UCH.

SCTPI} HBESE 27 & M, path MTU(Maximum Transmission Unlt)01| SolE oFf
HS0l SCTP M2l ME= 2&0t)| f0t0d SCTP= user messageE ©HH S StCt.
TAEUAN SHES= SCTP usertl MEED| MOl 28F8H HAXIZ W Z&EC

SCTP= HHHEG T HL SHES ZIX 22 HAIKS 2 user OIOIE 0l TSN(Transmission
Sequence Number)S & SICH 11 TSNS AEZ HEHAM &S SSNO %EP—“.OIEP
HOIEHE =&I8t endpoint =AO0 20l M MO Xt 418 2LE TSNS

rlr
o
Ju

U2ICt Ol2fst &EES AZH HS0| =MStE AEY MNECZLRH JIsHeZ

F2IE XA &L Acknowledgement? Congestion avoidance Jls2 &S Al2H0
Acknowledgement J} = GlXl 2= Ml TH2'S HES ollOF o= A0l ACH T
MHEEES TCPUIM AIBEIN K= SASE SEHOAHN 2AHMH Z=E ORI

Section 30A A%Yot= A XHE SCTP IH2!2 & JH2 common headerdt & Ji Ol &2
chunksz ?HEN o2 AHS0H 8L T &CH 22 ChunkS2 user datall SCTP MO
HEE JIX1D US 20|LCH SCTP A2 Xt= otLESl SCTP 2| ol dtLE Olatel A= X}

HAIXIE HEE F & = AS JHXLD UACH SCTPL  Chunk bundling JIs2

2tXSH SCTP M2AS Z& ollotet 6t 44! endpointOl Al A E& olfOF StCY.

SCTP= &0l U

rr
">
N
O
e
2

HIS SCTP AFZXJt bundling otAl &2 &
& X 2tE bundling 2 & &tC}. U er 2 bundling HBIEZ&d& d&M HE Al2t=s0t
delaydt & = N ot= SCTP &0 04%*2 ZCt. User 34I 0N HEE ol RS
HIZ2& AIZCH GtHetE small delaye S&AI2H0ILE THAE S Sottl= =20l
ot=Ct.

= gx50l Verification Tag 2 32bit Checksum (Adler-32 checksum 2| 8% =2
5

o HA—IE Appendix BE &Z)= SCTP Common header0ll Z& & 0 &ICt. Verification Tag
S AA0| 0OI2NH K= Sotofl 2Z2 2 endpointll M HEE 0 &ICt. Verification Tag

0l Ii3lE s=4lote 2= W3S He . 0l= blind masquerade attacksOll CH&t
2352 0l HEZ2H £2 ¢l= SCTP W3S $Alots As 24| s 0|0
Adler-32 Checksum& Network 40X data corruption Uist F=IJI&0l BSE HMS6HD|
?IoH 2 SCTP M3 2o SAIXN 2ol EF T MOESH S0 R &6t %2 Adler-32
checksumll 20| =418 M2/ 1 3!S HII|IStC.

SHIZM ABEE BEEAS X o 4 QCH SCTP Z2 2| IS5 SCTP ALK
YS JIPC=Z B Ut= SCTP M2 9AE SHX M FAZ HE5tD SN oS



SAXS T HFo 4AHE =olol &EStH. H=2 2eldlse2 OE WA trafficOl
H22 MBI HMESK @A MEB €D 2l ZOM = endpointel BZE
HdEFAIF &0l Jis & M SCTP UserdiHl &£& [ HEARTBEATE 0I5t &
tsd82 R2UIE 8§t
A2 2| Jlse 2Z d&sF=409 HES 488 ENJsd 22l U= endpoint2FH
SCTP UserOil il BtatEl= ME=AE S1010F & Y0l UL
HAHZO0 AMEE M o BHM Z2= 2 SCTP endpointE 2ot &E2 ZIHXIL2 SCTP
m3lel dutdol MEZ 5t AMSE O &G #Aetd A= endpointtl AHN BB=
ZHele ASHAM XMel o) o A0l Y EJ| &MUl SHX2e= SCTP W30l Hol U=
58 SCTP o120 ZX0l UI6l0 R4S JAE Mol ACH
Note 22222t I3 |54 s 228 Al2d A" &0 HIE RlM=E
FoEHUHA dZEAUCH Xt AMECZ RS ZA2 22 2els ZoE S32=2M
= T/ X ¥=C0
multimap<int, SCTPSocket*> SocketList; socketAPI
SCTP_ulpCallbacks Callbacks;
SCTPSocketMaster MasterInstance;
ExtSocketDescriptor Sockets[MaxSockets];
ExtSocketDescriptorMaster MasterInstance;
ExtSocketDescriptor Sockets[MaxSockets];
CITTTI [ 1]
A
Ext_socket()
ExtSocketDes SCTPSocket
criptor class
struct
EXt_bInd() Instancename

Ext_connect()

send

sendTo
setAssoclODefaults
getAssoclODefaults
setAssocStatus
getAssocStatus
setPrimary
setPeerPrimary
setSendBuffer

~ntDAnnivADOFFAr

SCTPAssociati
on
class

?1o 82 sctpliblil A2 SE0H AL JIE2FC = [EIS 4FHotLD UL FSM2=2
HEE 220 ANECZ S&E& e sctplibll ZE0|0H 2BHY JA=s DE=
socketapifil M +&8iTl= 2S00 |2 D 20| api%t lib2 S0 OHE SO &CH
apiZE= =F A4H BE2 ot Rt 2SS FUH 4HE X2 sctplib® 2 E=0|C

~
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Sctp_initlibary()
Sctp_registerinstance()
Sctp_eventloop()
Sctp_associate()

12 Ul IIXl &5 S& &82=ZM JI2X0l sctps&HS =8 & %= QUL
MM sctplib®il M= raw socket2 O|206t0 sctpE=EZ2S

Sctp_initlibary()& ==0lAM raw_socket S Aot Z=0 MEHCZ MH0| &0 HA
initibaryJt 2201 SIHJACIH 22 ZEE = = o=z sctplibE 4&35tJ|
fINM St S&E Cl= &40IC f2 ZE=E Soll M48= raw socket 2 sctp GIOIEHE
20I=0l= interface S&E= ot &Lt Ol raw socketE Sol &0tSQ HOIHE ipE
L5 sctpUIOIEHE EHOI=QICE. Sctp_initlibary()E +&86IH J|2X 22 sctpEES
HIOIEE Z0otSY ZHIJF &I ATt =2 &= AT

A

1 = 3Z20lAM Sctp_registerinstance()€ SE&22ZM & MAHQ! sctp socket =
MASIH =0 WIIME socketOl2te 2=  instancects 22 22IZ 208 0l A
MES & = U St

instance : rol
— =
association ) /
—lieap
1
rean

FOoM HA32 GHAXICH, Sctp_registerinstance()& S &6IH oLl  instance
AEMIOL MHZ2 StAH =10 Sctp_associate()&+E SollAl otLt2l association XXM E
MHZ ol =L 0l association?EX= 445 instance( socket)2l EZRIHE It

AN =F association0] ¥ XA ECHH 4-way hand-shake & 0| TCBE M ASHHA
SICH TCBE Q0A ESE receivetd XXM flowcontrollt 2=l REX S 2=
associationlt H2&Z %O Xl= in-stream buffer out-stream buffer X H 2 MHES

2Z =0



2. Interface with Upper Layer

!

Upper Layer Protocol(ULP)2 SCTPOl primitiveE MZ3oH AMUIAE RASD O

OIHIEE <ol SCTP=RH notification2 ==& 5tCE.

= g3t sttt MEEOUX= HEAM=s &2 level &
eroll A= Z=O0[Lt §‘¢9| SE1 RAOGICH. ULP primitive OFEHOH/\-I 28hH= ==
SCTPIt & Z2AA SES X&6H)| ?otH =& ™0k ot JleXdel g+E O0ICh.
JHerdol A= s 472 EEol QJHI 2L 00F ot0 stEel SEUAM Jl=Xel
s NS &=0ILE == H3oH0oF & H0ICH.

A) Initialize
Format : int

sctp_registerlnstance(unsigned short port,
unsigned short noOfInStreams,
unsigned short noOfOutStreams,
unsigned int noOfLocalAddresses,
unsigned char localAddressList[][SCTP_MAX_IP_LEN],
SCTP_ulpCallbacks ULPcallbackFunctions)

0l primitive= SCTP Jt WXl OI0IH #+XE =JIg otll SCTPY z2Ea&ds
&80t fet ERe NS 2Yot=0 0= AL

A&t SCTPIF I3 & ULP= 0Ol primitiveE MSZE otl= A 810l THE2 endpoint& H
EHOZ St & QUCH HEM OI2tHEH= [N ZEE 2210 2t A =0

A
e
=02t RANDOM PORTE AtE6tH =Ch SEM, AN LictHE =
= STREAM =X0|C}t.0l22 ASSOCIATIONEZE Al ENDZ=1 &=

B) Associate
Format : unsigned int sctp_associatex(unsigned int SCTP_ InstanceName,

unsigned short noOfOutStreams,

unsigned char
destinationAddresses[SCTP_MAX_NUM_ADDRESSES][SCTP_MAX_IP_LEN],

unsigned int noOfDestinationAddresses,

unsigned int maxSimultaneouslnits,

unsigned short destinationPort,

void* ulp_data)

0l primitivex= &% HZ0l SE0 peer endpointlilH HAZE =D|3 St&= &tCY.
Peer endpoint= endpointE &2|st M&EFAS2 ofLt0l QoM &g 240ICH
local SCTP QIAEADIL XI5 A 2= OH ASSOCIATE= Olelz 2t=& L. otute
& ID= SCTP HZ 0l Cish local XS AHZO HIZHQ LA gret = H0IC0

0FoF SCTPJL endpoint? &M SCTP HAZS AIXE QICHH OledE Btat & H0ICh.

CtE ™oZ met0le =0l local endpointe LJt= AEEQ =Xt&EeH OtLlet peer?
2HM St %—.II HEFAE EE0H BHe 2 210IC0.

UHEttl= SRX FAZRH dEFL F9 otlb= 0 peertidl SCTP M2'S EUHDI
25t DI_ Z22 A local endpointil SIoHA SELEIH&AICH BHEtEE SHEX d&EFA



S=2 )2 FY2 HAS UG ULPH SAiA AFBEO0l & £ UL MR Hs
S ST MSELN SUHH 2 & AUCH

C) Shutdown
Format : int sctp_shutdown(unsigned int associationlID)

SOtotH HZES S=ECh o SAES A0 ME=E AEX OOIHE &UoH dE
P 22 Ut 2= dE= SCTP IH2le 4= e =0 S&Z
HZO d88¢ S2E Bte & A0ICH ¢2ZE &3 MRS 20t

gret =2 20IC0

E) Send
Format int sctp_send_private(unsigned int associationID,
unsigned short streamlID,
unsigned char *buffer,
unsigned int length,
unsigned int protocolld,

short path_id, /* -1 for primary path, else address
index to be taken */
void * context, /* SCTP_NO_CONTEXT */

unsigned int lifetime, /* OXFFFFFFFF-> infinite, 0->no
retransmit, else msecs */

int unorderedDelivery, /* use constants
SCTP_ORDERED_DELIVERY, SCTP_UNORDERED_DELIVERY */
int dontBundle); /* use constants

SCTP_BUNDLING_ENABLED, SCTP_BUNDLING_DISABLED */
SCTPS SoilAl ALEX HIOIELE &Sot)| /gt =2 &=+0IC0.

Mandatory attributes :
Associated id SCTP A& 0l CHSt local &%
Buffer address(M) : 852 AMEX WAIXIE HEE X2
Byte count(M) : Bytes T2 ALE X+ OIOIEF2] 3 D]

Optional attributes
Context(Option) : AFZX HIAIXIS &0 AIIHE B ULPOIAI &I notificationS
HdEEM Z2&tl= AdEA 32-bit integer
stream id(Option) : OIOIEt 8&Al AFEE stream identification
life time(Option) : AtE AL BIAIXISl |R=8F AJIE Z&EtL. life timell BI2EH AL At
HIOlEt= SCTPOI &&EX 22 20ICH 0l met0IE= AMESHA f2ote AEX BIAIK
HdES st =S Hliokdl ot MEEON & == UCH Bt ALEX HIOIHE  HAIK
MHAIZE Ot M&6HDI(i.e. sent to the destination via SCTPs send primitive) 2 56H0
ZOlgt & = QI SCTP ULPHl SE8&tCH. Jeflt 2tek MHEAIZ2E 2D M0l chunkS
MBS /50 AT ZIACHH AFEXF HI0IEH= 8858 2= U2 H0IC0.

[

G) Receive

int sctp_receivefrom(unsigned int associationID,
unsigned short streamlID,
unsigned char *buffer,
unsigned int *length,
unsigned short *streamSN,
unsigned int * tsn,
unsigned int *addressindex,

10



unsigned int flags)

Ol primitive= 2tk A2 & £ As AMEX UHIAIXIDF QUCHH, SCTPUIA ULPOI 2ldH
A&8E HIHH 22 SCTP in queue U= HYM user messageE A =Ch length 0 A=

82 = Use HAIXKIS AD|l= Brat & 2A0IC.
=A3 = HAIXIE {5t HIAIXI2l stream sequence number= BtetE 240|C.
association id (M) : SCTP HZ0 5t local =%
buffer address(M) : ==&l& HAIXIE M&EGSHD U
buffer size(M) : ==4&IE OIOIEtS =IO 20|
stream id(Option) : dataS =&I5tJ| |8 A
stream sequence number() : SAIS0 2| H

rr

22l fX

2

rin Mo

J

tel21C
SSN

por |m

o
FCh
o

Lo ra

P) Destroy SCTP instance
Format : int sctp_unregisterlnstance(unsigned short instance_name)

local SCTP instance name : initial primitive?ttff SEZZ 03 H Y D= g0l
d3de 4A¥E SCTP InstanceE Jtel2!Ch.

Operating systemOILtI & &&2 SCTPOIA HISIIEQ ULP XMl dsE /&t =HS
HIB8tCt. SCTPIt ULP X2l dISE 2Y M Hd HEZS0l ULPOIAI NZELCLI2SA

=
SCTP2 ULPZ! interface= separate socketl! error channel2 Soll & &= UL

IMPLEMENTATAION NOTE : & &=0 0l
=l =L,

flo
HT

el

il

2Z0ILE Ol ME2= Sol

A) DATA ARRIVE notification
void dataArriveNotif(unsigned int assoclD, unsigned short streamID, unsigned int len,

unsigned short streamSN, unsigned int TSN, unsigned int
protolD,

unsigned int unordered, void* ulpDataPtr)
SCTP = ALEX HIAIXIIE H8H22 =4E0 SPE st &It ZIAS I Ol ULPO

L2 24822 notification 2 20/ MY Tl= 21=0ILC.
association id (M) : SCTP H2Z0 & local =%
stream id : 0| X2 data Jt S4l&l= AEHS Jieldl= oIt
B) SEND FAILURE notification
void sendFailureNotif(unsigned int assoclD,

unsigned char *unsent_data, unsigned int dataLength, unsigned
int *context, void* dummy)

orer HIAIRIDE Mg & 2 gICtH SCTP ULPOI Ol notification2 S =
82 2+&2Z notification 2t 20| MY &= A S0|C.
association id (M) : SCTP H2Z0 st local &%
data retrieval id(Option) : ZWXIX &1 CIXZX &Z2 OIOIEtE ZMat=0l
AEE id
cause code(Option) : WZ OAIX AOIZDF U2 2 B2, HAIX life-time&

gtz

context(Option) : O &2 2&HAE FIIHQI

A

o

o

Ct.

0

=
-
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C) NETWORK STATUS CHANGE notification
void networkStatusChangeNotif(unsigned int assoclD, short destAddrindex, unsigned

short newState, void* ulpDataPtr)

SHA dS =20 H 230U #3222 HI|l HJAS2 M SCTP= ULPO 0l
£ & & A0l
=

notification
be2 84892 notification 2F 20| MY e A SO0|C.

o« T
association id (M) : SCTP HZ0| & local =&
destination transport address : B30l 2ol

HdEFAE Dtel2lch
new-status : 0|212 MZ & AEiE Diel2!Ch.

¥s e 0o =X

D). COMMUNICATION UP notification
0l notification2 SCTPII MIAIXIE E2UWHLE |0 EH A2 WL endpointdil

Het eoiHel HZS =+ot)l fIoil AF=2E 0 &ICH

void* communicationUpNotif(unsigned int assoclD, int status,
unsigned int noOfDestinations,
unsigned short noOfinStreams, unsigned short
noOfOutStreams,
int associationSupportsPRSCTP, void* dummy)

Ct Mo Z notification & 20| 8 &= JSO0ILCh

010
ro

association id (M) : SCTP HZ0 8t local =%
status : (i BF S| O|HEIt LMH=XE LIEHS
destination transport address list : &0 M&EFA0| 2N& 4F

outbound stream count : stream?2| Z == ULPOIA O H&ZZ AtESHA
SHLY.
inbound stream count : O HZ0WA &AEH endpointdt HZES RN
AEZIOI4
E) COMMUNICATION LOST notification
SCTPIJt endpointOll U8 S4IS 283 AUUS 2~ AU HIEAY S=E & =0

UAS M 1212 ULPOI Ol notification2 & &L},

Chse £+ 22 notification 28 20| 8Y &= 21=0ICH

void communicationLostNotif(unsigned int assoclD, unsigned short status, void*
ulpDataPtr)

association id : SCTP HZ 0l & local =&

status : 0|2 2Mst QIHES EF0| PARAXE LIEHHCE.
abort L0 s SYUHA LAS O/HIEDI}N HAQIX faillol XIS LIEHY

data retrieval id : ZUWXIK 210 LAKXNK % data E =-+0otJ| FotH
OIEEHX= MNEX

last-acked : peer endpoint0il 2o OtXIZH 22 acked& TSN

last-sent : peer endpoint0il OtXIZ2=2 ZLHE TSN

= shutdownO| Lt
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3. SCTP Packet Format

28210l 3! A2 H e H2= message.hCHoll Z&EHHH RUCH SCTP packet2 SCTP2
protocol data units(PDU)Z M, common header?t chunk=& & & Ct. otLt2l
Chunkfle MIHEE L= RXM OOIEHE ZE&StCt. Ch3 Chunk= INIT, INIT ACK,
SHUTDOWN COMPLETE chunkE HMI2lot1) otLt2l SCTP packetdl MTU =2 J[JtX
bundling & = QUCt. L+, otLtel TH20 et JHel chunkE FJtoiOF2t St= ERIA QI
212 OtLICH. S8, SHLESl T30 SUHIHAI 2= AMEXH HI0IEH HIAIXI= 6.9& (chunk

bundle)lilM H2lE &l BXE 0lEA C= chunk® =0oll Jt=otCh.

iy

SCTP 2!l AtE &= 2 integer 2 == Network byte order(BIG Endian)2 2

HEE00FRH BHCY.

1] 1 2 3
0123485878901 2346678301 2534568783901

t—t—t—t—t—t—t—t—t—+—F—F—t—+—+—+—F—F—t—+ —+—+—F—t —+—+ —+ —+ —F—+ —+ —+ —+

| Common Header |
bbbt bbb —t b —F—F—F —F—t—F —F —F——F b —F —F ——t —F—F —F —F ——+—F — —+

| Chunk #1 |

t—t—t—t—t—t—t—+t—t—F—t—t—F—t—t—t—t—+—F—t—+—Ft —t—t—F—+—F—t —+—+—+—+—+

t—t—t—t—t—t—t—t—t—+—F—F—t—+—+—+—F—F—t—+ —+—+—F—t —+—+ —+ —+ —F—+ —+ —+ —+

| Chunk #n |

t—t—t—t—t—t—t—t—t—+—F—F—t—+—+—+—F—F—t—+ —+—+—F—t —+—+ —+ —+ —F—+ —+ —+ —+

Figure 3 : An SCTP Packet format

Note : common header= 12HI0IEZ S&EHON U220, associationS =ols <ol
SCTP= TCP2 UDPXHE Sg&t EE JIEZ2 AIZSICH ASHHE ZEoHIIRd,
2+2t9]  SCTP 13! TCP2 UDP2| 16HIE checksum&ZCt 2Z&Eg 32HIE
checksum(Adler-32 algorithm)E At&stCt. MietAd, 5480l = checksum3
2t= SCTP packet2 1Y WHed H2ICh. Common headerfles 32HIE gt9
verification tagE L&t Z&stlt. 0] 235 EBil= association AlZ Al endpointS
MOIMIM HEE O Xl= association SAO0ICH. [+2tAM, GtLESl associationXl A SFIHS
taget0| AFEEICH

13



SCTP Common Header Format

] 1 z 3
0123456788901 23466788901 23468678801
+—t—+—F+—F—F—F—F—F—F—F+—F—F—F—F—F—F—F—F—F —F—F—F—F —F—F —F —F —F—F —+ —+ —
| source Port Mumber | Destination Port Humber
+—+—+—t—t—F—+—t—t—t—t—+—+t—t—t—t -+ —t—t—t =t —+—t =t =t —+— —+—F —+ —+—
| Yerification Tag
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+ —+—+ —+ —+ —+ —+ —+ —+ —+ —+ —+ —+ —+ —+ —+ —+ —

| Checksum

+—t—t—t—t—F—F+—F—F—F—+—+—F+—t—t—+—+—+—F—t —+—F—+—+ —F—F —+ —+ —+—F —+ —+ —

+ — 4+ — 4+ — +

--------------------------------------------------------------------- message.h
typedef struct SCTP_COMMON_HEADER
{
gushort src_port;
gushort dest_port;
guint32 verification_tag;
guint32 checksum;
¥
SCTP_common_header;
————————————————————————————————————————————————————————————————————— message.h
Source port Number : 16 bits (unsigned integer)
Source port Number= SCTPSAIXIC XE BS0|CH ZEYHSE £4aX0 26HA
SAIX IPFA, SCTP =8 ZE, W30l Hdife H3ES Agot)] Aol ALE Jisgt

SHARX IP =42 £80IHH MEEON 2 = UL

Destination Port Number : 16 bits (unsigned integer)
200l S0 Xl= SCTP ZE B1S0ICt 4I6t= host= Destination Port Number
£ 0|E0old SCTP IH2!0l H&GtH ==& endpintlt OHE2IAO0ELZE s &4l ot =
A EBHCEH

Verification Tag : 32bits (unsigned integer) Packet #=&lXt= SCTP packetl S4&IXE

2 &0t Verification TagE AMESHCH. MS&0WAM  Verification Tag2 a2
association xZJ|3lE ole S0l peer endpoint22H £4IE Initiate Tag 2422
3 S00F2t StCH. s ol2l AFEOICEH. INIT chunkE Z&Gt= D22 zero
Verification TagE Z0tOF2H StCH.
T-bitot &&F&E SHUTDOWN-COMPLETE chunkE EZ&dl= Ii2l2 SHUTDOWN-ACK
chunkE Jt& IH3I0IAM Verification Tag 2t2 =AIGHOICH SHCH. ABORT chunkE
Latol= 22 ABORTE 2UWESE 2201 & IH3I0AM  Verification TagE =S AL
% QUCI. SCTP packet UWUHIA &&E = INIT Chunks CH2 Chunk JF FIME X &&=
INIT chunkJt S8t ChunkO|0{ 02+ BtC}.

Checksum : 32bits (unsigned integer)
Ol 2E&= SCTP IH3!2 checksum= I & &tLt.

OtcHel 2 SCTP A0 HESEHE == A= chunkE ?Igt 2=S2 5 £d &t

2t2+9l chunks chunk EF2, chunk-specific Flag, chunk length, value 222

14



0 ] 2 3
012345678901 23456783301 2345678301
bt —t =t = =t —F =t = —F =t =t —F —F —F —F —F —F —+ = —F = —F =+ —F = —F = —F —+ —+

|  Chunk Type | Chunk Flags | Chunk Lenath

bt —t =t = =t —F =t = —F =t =t —F —F —F —F —F —F —+ = —F = —F =+ —F = —F = —F —+ —+
# #
! Chunk WYalue !
# #
.

—t—t—t+—t+—t+—F—t—t—+—F—F—t—+—F—+—F+ —+—F—+—+ —+—+—+—+ —+ —+ —F—+ —+ —+ —+—+

————————————————————————————————————————————— message.h

typedef struct SCTP_CHUNK_HEADER

{

guint8 chunk_id; /* e.g. CHUNK_DATA etc. */

guint8 chunk_flags; /* usually O */

guintl6 chunk_length; /* sizeof(SCTP_chunk_header)+ number of bytes in the chunk */
}

SCTP_chunk_header;

————————————————————————————————————————————— message.h

Chunk type : 8 bits (unsigned integer) Chunk type ZS= Chunk Value field2H0il
I = O

Eﬁlwfkfgquwmzé%ﬂa Chunk type Z&= 0 — 2542 g2 F ot
255= =2 AME2S ol MUE/JACH. G2 oteHel & J2 Z/0 & Chunk Type
S0ICt.

D Yalue Chunk Twpe

n - Payload Data (DATA)

] - Initiation CINIT)

z - Initiation Acknowledgement CIWIT ACK)

3 - Selective Acknowledgement (SACK)

4 - Heartbeat Pegquest (HEARTBEAT)

g - Heartbeat Acknowledgement (HEARTBEAT ACK)
B - Abort (ABORT)

7 - Shutdaown (SHUTDOWH )

a - Shutdown dcknowledgement (SHUTDOWH ACK)
q - Operation Error (ERROR)

10 - State Cookie (COOKIE ECHO)

11 - Cookie Acknowledgement (COOKIE ACK)

12 - Beserved for Explicit Congestion Hotification Echo (ECME)

13 - Beserved for Congestion Window Peduced (CYR)

14 - Shutdown Complete (SHUTDOWM COMPLETE)

15 to 62 - reserved by |ETF

E3 — |ETF-defined Chunk Extensions

Ed to 126 - reserved by IETF

127 - |ETF-defined Chunk Extensions

128 to 190 - reserved by IETF

SCTP control chunk® chunk values= zero £= 1 0|42 parameters)t [iet2=

27E EEO chunk-type-specific slti2 *AECH [etAd, otLt2l chunk WO ZE& & O
A= optional/Variable-length parameter= Ot cH Ofl A 20 Xle= AHE

Type-Length-Value S EiZ &2|=Ct.
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o 1 2 3
o012 3456789012345 783590123 45678559501
et T e e i st Co B e e

| Parametzr Type | Parame-er Length |
=ttt — b= — b b= —F—F— b — b= — b b= — b ——
| Y
i Parameter Value !
h "

e  Es T S o S e s ™ T S EE E e S

Chunk Parameter Type : 16 bits (unsigned integer)
Parameter2 type2 Z&ot= %2EM 0 ~ 6553482 A=Ch 6
M= ol WAEHJUCH EF SCTP Chunk &H WO Ho="d AS
IETFOl 2ol AFSEIH XD 2o ol Sl &ICH.

5535= IETF2
01<

|O| ) a=}
— BATT

Chunk Parameter Length : 16 bits (unsigned integer)
Chunk Parameter Length filed = Parameter Type, Parameter Length, Parameter
ValuesE E&0t= bytes &2l parameter2l 3D|0|Ct. Parameter Values field Jt O
o Z0lE JtXl= Uet0leHE= 42 Length fieldE JtHOF SHCH met0lH Z20l= st
Padding bytes® X &G6tXl Z=Ch.

Chunk Parameter Value : variable-length Chunk Parameter Value filed= Itet0lE
OO &Nl MEE= ZEE Z& 8.
Oietole el &AM 20l(including Type, Parameter Length 2t Value field)= 42
HH==O0l O OF2t StCH. Btk metole el 200t 42 Hi==Jt OtLIH &&= Wetile 20
09 gt JHNl= XS 20CICh. Y2 Z20l= melldle 20l E& FOH ELEotAl =Lt
S4&Xt= 3bytes? Ol&dsS IHESHA ®2=C0. =4&X= MY HIOIEE =#4lotH
S AlGHOFEH BFCY.
Chunk Type2 ChunkE X:2Idt= endpointdt chunk typeg 214 =2
2HIENAM &8 =S FHoteE Jl=3t &0

b2

CteH =49

00 SCTP packet XclE SXlotll Belll, &= Xcelotkl &S
01 SCTP packet XIclE€ SAKlotld H2lll, &= Xclotkl 3. ERROR L=

INIT ACKOll  Unrecognized Parameter Type JIS
10 M2 chunkEs skipoltd HEHolAM &
11 M2 chunks skipoll ﬁl%éH/ﬁ LIEEXI 2 ERROR  chunk0i|
Unrecognized Parameter Type 2 AME06IEE JIS
A X SCTP Ltet0lHS& 3 SCTP Chunk Sect|on ool ol T A UCH.

o
O

0l &M= A2 TOHE SCTP Chunk EtYE2l ZSs FH9

Data chunkE <ol AIE%= Z =0|C}.
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o 1 2 3

| R e gt W S T R = 50 = L I ol S A W Vel il AR el o TN I [ o ol i 16w T = S = [ I e
-ttt +—+
| Type = 0 | Reserwved|U|E|E| Length

e e e e e s o e s mat e e e e e e e s sl st S
| TSN |
Rt e e e e e et Tt p el s e e e e e e e e e e e T e e Rt e
| Jtream Identifier 3 | Stream 3Jequence Number n
-ttt —+—+—+—+
| Pavyload Protocol Identifier
+—+—+—t—t—F+—Ft—F—t—t—F—F—t—t—F =ttt +

Y Y
i User Data (seq n of Stresmm 3)
Y Y
+—t—t—t—t—t—F—t—t—t—F—t—F—t—F—F—F—F—F— -ttt —F—F—+—+—+—+
--------------------------------------------------------------------- message.h
typedef struct SCTP_DATA_CHUNK
{
guint8 chunk_id;
guint8 chunk_flags;
guintl6 chunk_length;
guint32 tsn;
guintl6 stream_id;
guintl6 stream_sn;
guint32 protocolld;
guchar data[MAX_DATACHUNK_PDU_LENGTH];
}
SCTP_data_chunk;
--------------------------------------------------------------------- message.h

Reserved : 5 bits 25 022 &Fotd =MSUAM=E RAIZHELCH

U bit : 1 bit (U)nordered bitZEM 1 = &3&35H unordered DATA chunkE 2/0|5t12,
0l DATA chunkOl= Stream Sequence NumberE &Yo6tX el dH2Z%,
A=W A= Stream Sequence NumberE S Alol 0FBF SHCF.

Ol=0l Z0 et N XTEgdtd) 8tCHH, unordered DATA chunks &=AM2 M &HE
S0l =&IXH0 2ol AfIE2=2 2 HO0EH BtCh BHY, unordered user messagelt
SOHNEIACHH, HIAIR 222l =22 U bitdt 12 &3S 02 &Lt

B bit : 1 bit (B)eginning fragment bit= M, 12 A& &IACIH user messagel H X242
JtelzICt.

E bit : 1bit (E)nding fragment bit2M, 12 &3 JACHH user messagel 0K =22
JtelzICt.
Unfragmented user message= B @ E bit25 1 2 &S00 StCH. BY E bit
25 0 22 43 & 212 multi-fragmentE user messagel =2t fragmentS
O|0I&tCh.

17



E E Description

| 10 | First piece of a fragmented user nessage
e +
| 00 | Middle p.ece of a fragmented user message
e e e i +
| 01 | Last piece of a fragm=nted user message |
o o B B e e B s s et +

User messagelt (424 chunkll fragment TIE2 Z2<0H= HAIXKIE HEE I
=ME0UM TSNsE AESICH 01242 otUtS fragmentE user messagell 229
2S00 CHet TSNs= E&otH =X&EO0ICet= XS 20I8tC.

Length : 16 bits (unsigned integer)
Length field= ME %= CIOIEE HHMSILD EILEE2 AIEEH user data 2 Z0i
0l12= REZMA oigot= DATA chunk 2| byte 20|Z Jt2l2ICt. User datadt Sies
otLESl DATA chunke 20l= 16 0 = .

TSN : 32 bits (unsigned integer) TSN = DATA chunk0l CH8t TSN(Transmission
Sequence Number) 2t22Z M, 0 — 2**32-1 HRAE =0,

Stream ldentifier S : 16 bits (unsigned integer) H=% = user datas0| Holl U=
AEE stream AEXt

Stream Sequence Number n : 16 bits (unsigned integer) Stream S W2l HAXE user
data?| stream sequence numberZM 0 — 655352 HLIE 2t=Ct. ¥SE <IoH user
message’t fragment&E CtH, S8t stream sequence numberJt HIAI X2l fragment
21200l 22 gt0l S &I 0FEH SHCH.

ol

Payload Protocol Identifier : 32 bits (unsigned integer) Payload Protocol ldentifier =
Application £= upper layerdt #&8& ZZEZ AYEIE HSst A2=M, 0 e
upper layer0i 2ol SCTPOI MZ2&1] &0 peer®l ZLHXICH. 0l gt2 SCTPOI 2laH
MEEI= A2 OILIKIEH, DATA chunkUWi0l 28t Z22 Bt2S FEot)| fliol &0
application =2+ OtL|2t =AlSt network SAS0l 2ol AIEECH 0 222 AXN
fragment= DATA chunksOll Z&&0! ZLWHMEOF 8L, (to make sure it is
available for agents in the middle of the network) 02 payload dataE <ol upper
layerOll 2ol J1=E application identifierdt SiCt= 242 Jtel2!Ch.
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u 1 2 3
o123 4578901234578 59012 34566782901
+-+-+-+-+-+-+-+-+—-+-+-+—-+—+—+—+-+—+—+—+—+—-+—-+—-+—+—+—-+—-+—+—+—+—+—+

| Type = 1 | Chunk V¥lags | Chunk Length
+—+—+—+—+—+—+—+—+—+—F—F b —+—+
| Tpnivigabe Tay |
+—+—+—+—+—+—+—+—+—+—F—F—F bbb —+—+
| Advertiged Peceiwver Window Credit (s rwnd)
+—+—t—t+—t+—t—t+—+—t—t+—+—t-t+—+—t—t+—t—t—+—t-t—t—t—t+—t—t+—+—t—t—+—t+—t+—+
| Mimmbier Nt (mthounn Streams | Mumbher Nt Inbhnunf Streams |
+—t—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F— b~ —F— b —F—F—F—F—F—F—F—+—+
| TnnilLiml TAN |
+—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+

Y Y
s OpLivnal/Var igbile-Lenglh Parameler s s
3 3
| A N Y Y [ A N NN A A A A R O A A (O A A O A A A A R I I e |
--------------------------------------------------------------------- message.h
typedef struct SCTP_INIT_FIXED
{
guint32 init_tag;
guint32 rwnd;
guintl6 outbound_streams;
guintl6 inbound_streams;
guint32 initial_tsn;
by

SCTP_init_fixed;

/* init chunk structure, also used for initAck */
typedef struct SCTP_INIT

{
SCTP_chunk_header chunk_header;
SCTP_init_fixed init_fixed;
guchar variableParams[MAX_INIT_OPTIONS_LENGTH];
}
SCTP_init;
--------------------------------------------------------------------- message.h

INIT Chunk= S JH2l endpoints AtO|2] SCTP HZ S
INIT Chunk® &EHi= <2 ZCh INIT chunke =& T2t0IHE E&SHC oteF X
2o 22t TietOIE = INIT chunkOl 2% StEHOF HBHE{OF it 2202 Xl GO

StCt.
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Fixed Parameters Status

Initiate Tag Mandatory
Advertised Receiver Window Credit Mandatory
Numwber of Outhound 3treams Handatory
MNurwkber of Inbound Streasms Mandatory
Initial TaM Mandatory
Variahle Parameters Itatus Type Value
IPv4d Address [(MNote 1) Optional 5
IPve Addres=s [(MNote 1) Optional &
Cookie Preservative Optional =
Fezserved for ECHN Capakble [(HNote 2) Optional Ja7ed (0xs000)
Host MName Address [(Note 3) Optional 11
Supported Address Types (Note 4) Optional 12
Note 1. INIT chunk= Ipv42t(E£ =) Ipv62 Z= multiple =240t Z&EICH,
Note 2. ECN(Explicit Congestion Notification) Jts S22 ECNS AIE2S 2o ol
Note 3. INIT chunk= GtLIS] SAE 0|8 =4 IcOIHE Zgoide e . H=0l,
INIT 4= INIT2HH SAE 0182 = £ UE =45 ZeoiM= &L INIT
=8 XE =4E INIT chunklll SAE 08 =2 WO JAHH, OE 4=

S AIGHOFE BHC.

Initiate Tag : 32 bits (unsigned integer) INITSl #=&IXtDJt Initiate Tag parameters
JI=otd, 0l gt2 associationliOlA &&E&Z= INIT =48X2 2E SCTP packet?
Verification Tag =0 XTI O{ 02 StC}.

Advertised Receiver Window Credit (a_rwnd) : 32 bits (unsigned integer) Bytes =2
HIH 3222 M, INIT2l £41X= association0l 0 windowE & ESHCH HIHS2H2
association2| =% =0 =0 A= 22 H0ICH ddH L endpoint= , SACK chunk 0l
EUAHX= a_rwnd2 gt HEE = UL

Number of Outbound Stream (OS) : 16 bits (unsigned integer) INIT chunk?2 &A&IXIJt
association2 0l MASII|E RGt= outbound stream = &2 L. 02 U2
MEZAHAHE= ¢t =Ch. Note : 0 22 &FE O0SE = INIT =S4&Xtes
association= =Xl ol OFBF StCY.

Number of Inbound Stream (MIS) : 16 bits (unsigned integer) INIT chunk2 H&Xt=
association LWHOIA &0 endpointdt &g = QU= XM stream zH =5 FHO
SICH. 0 2 g2 MEBHME o &Lk Note : steam?l & HEHFC £x>= HAGHK
ZXCH AN S endpoints= ZEHAX(REE A, MSE 2DHE M8 2H0ICH (B.1.1
HEX)Note: 0 2 MIS gtE2 &= =4=2 association= abort & 210|C}.

Initial TSN (I-TSN) : 32 bits (unsigned integer) Initial TSN2 AKX AI2E 240IHH,
o |

22 HPI= 0 ~ 42949672950|Ct. Ol EEE= Initiate Tag =22 &
2 O0ICH.

Parameter=2 3.2.10lAd &8 i1t 20| Type-Length-Valuel2l &tiE &Sl L.
P E Type-Length-Value 2 == 2tA sectionGlAl Holst N ZE S0 20F StCL.
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IPv4 Address Parameter (5)

0 i 2 3

0123456789012 345678901234568763901
+—t—t—t—t—t—F -ttt F— -ttt t—F— -ttt —F—+—t—+—+
I Type — & | Length - 8 |
+—t—t-t—F—t—F—t—t—+F—t—F—t—F—F—t—F—F—t—F—F—F— =ttt =+ —F—F—t—F+—+
| IPv4 Address |
B e L e S e T e B e e T e e e

IPv4 Address : 32 bits (unsigned integer) &4/= endpoint® IPv4 =AE Z&06HH,
Ol& 2S5 3H=ICY,

IPv6 Address Parameter (6)
o0 il Z 3

012345678 59%01234587858590123456875501

+—t—t—t—t—t—F—F—t—t—F—F—F—F—F— =ttt —F—F—t—F—F— =t —+—+—+—+
| Type = 6 | Length = Z0 |
-+ttt 1+
I I
| IPve Address |
I I

I I
e e et

SCTP common header®2 Source Port NumberE =X&&( [OH, 1 I2
association 2 =J|3 ot ol INITE KN Jots SaF2 S =4AE Jieldle Ipv4a

= IPve Ii2tOIEHZ =2 UWEICH  Association? MHE=J|SoH IP =A== INITS
SAXNZ2H IP datagrame AA =4 ZE oh0f| LIEFHCH O2l1, INITE fAS222H
IP datagram= EUll= SHX =22 AMEE = UL

INIT S4&XIF multi-homed 2 O INIT chunkWiOl &tLt Ol &tQl
ZaE 2= UL H=20l multi-homed endpoint= WE=2 [HE
20l otLt Olafel ==AEHJ 0l StLESl INIT chunkWHOl LIEHE == ULCH
Pv6 F=4E= S8 INIT chunk0l &&0| Jhs56tHCH.

INITOl S &tLIS IP Address parameterE =02, INIT chunkE EZ&06t= IP
datagram® AA =A% INIT WOl HMBHUHE FIE ZBE F=AE= INITE 4ot=
endpointil 2lolAd SEXZ AtE JtsotCh 2+ INITOl S IP Address parameter©™
LS5t UK 2LCH, INITE =£46t= endpoint= association®il CHg = S
FAZM =4I& IP datagram® HZE AA FASE ALZ0OHOFEH SHCE.

INIT2 INIT-ACK 2tel i M&E FAE 0IEGHA 2= X2 NAT BoxE Sot0 &I
ohII0Il =AtE HZS 2tSD| 2?18 HEH0ICH

Cookie Preservative (9)

INIT SAIE2 20 21 State Cookiell MHI|SHES IGHA INITS =M=
MotGID|R18 parameterE AIEE 24 0ICH.
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o 1 2 3
01234567859 01:2 345678590123 456878901
+—t—t—t—t -ttt —F—F—F—F ==ttt —F—F—F—+—+
| Type = 9 | Length = &2 |
+—t—t—t—+—t—+t—t— -ttt —F—F—F—F—F ===ttt —F— -+ —+—+
| Juggested Cookie Life-szpan Increment (msec.)

+—t—t—t—t ==ttt -ttt =ttt =ttt ==+ttt — =+ —+

Suggested Cookie Life-span Increment : 32 bits (unsigned integer) RPN —
=&AL cookie MB=I19 JI=2gL 2 FIIGHIE &ots 2elx BIi=2
£ = AXOIH EHCH
Ol Hde4x meloleH=E <22E  cookie operation error 20 OI&N &AX&
association0| &I & peer2 association2 &EA&GHIIRIoH MAIEHES M S&=0
I3 INIT chunkOH FIEHE AO0ICH. =2 232 0IKRZ2 HetE  cookie

MEZI|o SIS RAIZXES HLE 2H0ICH

Host Name Address (11)
INIT & Xt= peer0fl IP address X0l Host 01822 2WI| fIdH AIESHCE. Peer=
O|E§ 24 o SF o= jl. ()?icl.

=2o =2

] 1 2 3
0123456785901 2 3456789012 345687583901
+—+—+-+—F+—F—+—+—+—+—+—t—t—F—F+—F—F—F ===ttt +
| Type = 11 | Lencth |
+—+—+-+-+—+—+—+—+-+—+-+—+—+—+—+—+—+—F+—-+—+—+—+—t—t———+—+———+-+
i Hozt HName )
Y Y
+—t—t-F—F—t— -ttt —F—F—F -ttt —F—F———+—+

Host Name : variable Iength 0l 2E= RFC11232 2.1 #l&9 host name syntax(i|

OloHA—i SAE (0182 EEEU. SAE 018§ Z2HobJ|®Ist &HHEZ2 SCTPe #H4

S10ICt. Note : B & &tLtel Y HOIE2 Host Name AEZ N ZETHALD 20l0
i%‘EIOMWIEDJ StCt.

Supported Address Types (12)
INIT S&=2 K2 IS8 2 =24 BHEQ 2lAEZ AIEEHH.
o0 2 3
0123456765012 345¢c78901:223456878595C1
et S L et T S B L et T S e s e s S S S

juy

| Type = 12 | Length |
S S S N S s
| hddreszs Tyre #1 | bddreszs Type #2

s L s st S L L o e s st S oS
O e e
s e e e a2

Address Type : 16 bits (unsigned integer) =4 TLVOl &Sdt= Etol gte=z X
0E =0 IPv4 =5, IPv6 = 6, Hostname = 11)

40

&ICH.

Init Chunk2l ACKE 2 UWJ| o MEZHXH SEH= INIT Chunk2 S AMGHLE State
Cookie2 Unrecognized ParameterJt Variable Parameter0l Z & Ch INIT ACK &332
SEi= OtceHolAd 2 &ICEH
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o 1 Z 3
o1&z 2 4 5 67 2 5% 01323 4567859012323 45678901
+—t—+—t—t—t—t—t—t—t—t—t—F—F—F—F—t—t—F—F—F—F—F—F—F— =+ —+—+—+—+—+—+
| Type = 2 | Chunk Flags | Chunk Length
+—+—+—+—+—+—+—+—+—+—+—+—F+—-+—F+—+—+—F—F+—F—F—+—F—F - —+—+—
| Initiate Tag

o Sty Dty it Eias Bl C o e At Ciont i Sy sy it Hiants Ui s ey pio st et et o it Elonts Hiant ci S ity et St
| Ldvertizsed Recelwer Window Credit
4+t
| Wurbier of Qulbiowmd 3L eouns | Wuwbier ol Ionbwound 3L ecuns
e e s o e e e s aant S e e e
I Initial TSM

I T T e T e e e e i e e e R e i i e kRl

Optiohal/Variable-Length Parastneters

e -
d o — = = — o —

s e e s mans e e e e e e e e e e e e e e e e e e e e e e

Initiate tag : 32bits(unsigned integer)
INIT ACK =&KXtz Initiate tag2 Lt2tOIEHE JIS6t] 1 at2 INIT ACK==&IXtJt Ol
HZ OHOIA HEotE 2= SCTP 2!l Verification Tagdl JIE8tCh. #=4IE INIT ACK

Chunk CH0ll Initiate tag 2t0il 001 ZA=CH =4lXt= 1 gt OlcelE XMc2lstll ABORTE
H&EotH A2 S S8t

Advertised Receiver Window Credit(a_rwnd): 32bit(Unsigned integer) :
Bytes 2| HHI{ Z2t22ZM, INIT2 &&lIXt= associationtl 0 windowE &2 8HCE.

E— o T —

HIHZ2t=2 association2 =& S =0 A= et A 0ICH.

[e=]

Number of Outbound Stream(OS) : 16bit(Unsigned integer)
INIT ACKS A X HZAUA MASH DX 6= outbound streams 2| Z=AE &2

ot o= AtSE = 8l

Number of Inbound Stream(MIS) : 16bit(Unsigned integer)
INIT ACKSBAIXIP AZAUWA JHXI2A dt= = inbound streams 2| =X&

HOIGtH 0 2 AtEE = QiL.

Initial TSN(I-TSN) : 32bits(unsigned integer)
a2 HPI= 0 ~ 42949672952 & WUHA AIEZ0 INIT ACKSAIXHIE AFZoH
= Ct
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Fized Parametars Status

Inidaote Tag Mondatery

Adverlised Bocoiy er Window Croodil Bl cdal oy

Mumazcor of CDuthound Strooamns Mondatory

Muorwaer of Tobwouned Slrearnes Mancdaloey

Initdal T&M MMaondatory

Wariaklo Poramcotors atams Twpo Waluo
Btate Coolic Mondatery T

TPwd & clch ess (Mote 1) Ciptionmal N

IPwE Addroos (Maetc L) Chpticnal E
Thirecozmzad Parametar s Clph cmal n
Resarvad for ECH Capakla (Mota 2] Opticnal 32TES (0=E8000)
Heasl Warme addrmss (Moale 33 CipdionaAl 11

P24 -
INIT ACK Chunk ©to IP==4 IitOIEHO Ol JHel IPFAE JIS
et 2 IPv4/IPv6 25 Eet=CY.

o

1>
$0
0
=2
]

ECN capable field :
INIT ACK Chunk 2t2| ECN capable field= 0|2i2l Explicit Congestion Notification
?I5t0 Ol 2F &I Ch.

Host Name Address :

INIT ACK Chunk ?t2] Host Name Address= &t Ji 0|4&tQ] 20l 2 £ &1 S K=
INIT ACK2HHl Host Name AddressE JiXl= M CIE =4 gis €5 £ Q0.

2ror g0l e Z2= UE endpointlid FAIE &

Implement :
D& FE Al INIT ACK ChunkE 2J| ®Iotd EHIEHANl= BHHH=E Z A 1500 byteO|
o g2 IJIXNLD U0k Gt 11 O0ls= State cookie?t I F=4 2IAEQ FJ|Jt
#Ha5tJ| [HEO0ICt.

SCTP Common header? 0l &&E Source portet =& & INIT ACK 2t9] 2f IPF=A
FO|gteEl AZQ Lifetime2 <I6t0 INIT ACK Chunk HAIXH0 2N X2EH=E R&
HEFZAZ INIT ACKS £AIXIE XX SHCY.

rov e

OFF INIT ACKJF EHE otitel =4AE It JLD INIT ACKE EEot= IP datagram?
FA2 INIT ACKUIO H3%= HE =A== INIT ACK Receiver 0l 2loiA sS&2X =42
AEE L

OFeF INIT ACKIF ™ =&X =45 JHKLD UK LZ2H INIT ACKd e S&EX F4AZ
=4lE 1P Datagramdt ¢ 2tE Source AddressE 0| E8tLt.

0 3& endpointllHl =4IE DATA ChunkE 22|11 =4&IE DATA Chunk2 TSN
©2 LUEHLIKIE DATA Chunks®l olf =AWS 22 EndpointtlHl SE256H0 fAcHA
SBUWAHECH £8 SACKE Cumulative TSN ACK2H Advertise Receiver Window
Credit(a_rwnd) It Ol E Ot A OF SHCH.

Holofl SloHA Cumulative TSN ACKS #=AlEl TSNS =A LHOIA A5 240]
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MIIJ1&™2l OIS TSNSl 2H0ICH : & 0l Cumulative TSN ACK S0l [t2tE= ChS TSN
2#2 SACKZ2 EBEW endpoint OlH AKX LUCH ODHEB2 ZE TSN 2o =s4&
acknowledged?| IictOIEl= TSN & 2CH &AL &L, ACK=E 0 £= 8 Jf 0l&e
GAP ACK BlockES Z&GtH Ol &AMl &8 TSNEMAWA & O30 =418 TSNS
ChS =AME JI=0tH =,

o 1 2 3
o1:34 5678590123458 73 901:2345678c501
+-+—+-+—+—-+—+—-+—+—-+—+—-+—-+—-+—-+—+-+—+—-+—+—+—+—+—+—+—+—+—+—+—+-+—+-
| Twpe — F | Chiwnk Flags | Chunk Lenglh
+—+—+-+—+—+—+—+—+—+—+—+—F—F+—+—F—t—+—+—F+—+ -+t +—+—
| Curruilative TSN Ack
+—+—+-+—+—+—+—+—+—+—+—+—F—F+—+—F—+—+—+—F+—+ -+t -+ +—
| Advertised Receiver Window Credit (a rwnd)
+—+—+—+—+—+—+—+—+—+—+—+—F+—+—F—F—F+—+—F+—+—F+—+—+—+—+—F—+—+—+—+—+
| MNunber of Gap Ack Blocks = N | HNumber of Daplicate T3Ns = X
+—+—+—+—+—+—t+—+—t+—+—+—+—F+—+—F—F—t—F—F—F—F—F+—F—+—F—F—F—+—+—+—+

| Gap Ack Elock #1 3tartc | Gap Ack Elock #1 End
+-+-+-+-+-+—+-+—-+—-+—+-+-+—-+-+—-+-+—+—-+—+—+—+—+—F+—+—+—F+—+—+—+-+—+-

T e e e
| Gap Aok Block #M Start | Gap Aok Elock #I End

s et S L T
| Duplicate TSWN 1

s st S L e T e

+—+—+-+—+—+—+—+—+—++—+—+—+—+—F—+—+—+—F+—+—+—t—+—F—+—+—+— -+ +—
| Duplicate TSN X
+—+—+-+—+—+—+—+—+—++—+—+—+—+—F—+—+—+—F+—+—+—+—+—F—F—+—+— -+ +—

e
+ommak Tt Tk b el et Tyttt

typedef struct SCTP_SACK_CHUNK

{
SCTP_chunk_header chunk_header;
guint32 cumulative_tsn_ack;
guint32 a_rwnd;
guintl6 num_of fragments;
guintl6 num_of_duplicates;
guchar fragments_and_dups[MAX_VARIABLE_ SACK_SIZE];

+
SCTP_sack_chunk;

Chunk Flag : 8bits

25 022 £3CHALD =42 L AISHC

Cumulative TSN ACK : 32bit(Unsigned Integer)
#=4lE DATA Chunk LHOITAL &8 & Ol LEEHE OFXI2F TSNEISOICH.

Advertised Receiver Window Credit (a_rwnd) : 32 bits(unsigned integer)
A0l =81e = A= HIHS IINIE Lellt.

Number of Gap Ack Blocks : 16bits(unsigned integer)
SACK2HOl &= Gap Ack Blocks®l = At0lICt.
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Number of Duplicate TSN : 16bit S5 & TSNS == XI0I|LC}.

Gap Ack Blocks :
0l 2&5&= Gap Ack BlockE Jte2lZI10 0I=& Number of Gap Ack BlocksUl M &2l
= XHol OIZ2JIDHA AL =250 LIEFHDH TSN2 JHXlE 2E DATA Chunkll 2E
Gap Ack Block gt2 Cumulative TSN Ack + GAP Ack Block Start 2Ct 3L 221
Cumulative TSN Ack + GAP Ack Block End 2| gtnt &J{Lt ZCt.

Gap Ack Blocks Start : 16bits(unsigned integer)
Gap Ack Block?l Start offsetgt= LEHHHCE. 0l g0l Cumulative TSNgtE GHotH
Gap Ack Block& AlZ TSN gt0l Lt=2Ct.

Gap Ack Blocks End : 16bits(unsigned integer)
Gap Ack Block® End offsetgt2 LIEtHCE O gt0l Cumulative TSNgt2 CHotHGap
Ack Block2 ZTSN 2t0l U2Ch HE =0 Selective ACKE S4lgHt) ZEE
=X 220 st &6t H=SE F3E Ot A0 JtE & = UL

Duplicate TSN : 32 bits(unsigned integer)
ZIE S4lst SACK O0IFUHREH SSWHA =4&IE TSN =XE Jtel2ICH Y = =
SACKE EZEUWIl & == TSNE JH&totl == listtll HStCh. SACK &4 ZF0l= 1
= ChAl 022 =J|38t L.

otLtel End pointdt X HANM HAE EF ZSHAK =242 Reach abilitys
oEGH| o 22 A0 A= T2 end pointtll Al LA S CH.
0 1 2 3

0123456785901 5:2 345678590123 45678301
s et e L T B T e e St o e S

| Tvpe = 4 | Chunk Flags | Heartheat Length |
t—t——t—t—t—t—p—t—t—t— =ttt =t p— ==ttt ===t — b —p—t—F—+—+—+
Y ".
£ Heartheat Information TLV (Variakle-Length) i
Y ‘-.

s T O e T e e T T S S e L S F TR RS

Chunk Flags : 8 bits && A0 22 &&8& D

1
=
fo

LAl

Heartbeat Information(variable length)
HEARTBEATJOL 2 & [ S4&IX2 & Al2tl HEARTBEATIH EUHN XK= =2EX
Fa0b S0 UL

Variashle Parameters Status Type Value
Heartheat Info Mandatory 1
o 1 Z

3
012 3456732012349 50 7890123456785 01
s S et T B T Lt o S e T L R S St I T B

| Heartheat Infc Type=1 HE Info Length

T s T T T S B Kt el ot st ST S S
I Zender opoeific Heoarthoat Info !
i Y

e e s T T L e et e s e e S e e
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HEARTBEAT Chunk 0l CHE8F SE 22 A peer endpoint Ol H 2 HC}.

o 2 3
o012 34567390123 4568789201:=234567%78901
tot—t—t—t—t—t—t—t——— ===ttt =ttt ===t F—t—F+—+

| Type = 5 | Chunk Flags | Heartheat Ack Length

T T T s S S S T ST T e s L S B e S e B
i i
£ Heartheat Information TLV (Variable-Length) i
i

+

s

i
T St S S L s Tt o B T s wt (SN S S R RS

Chunk Flags : 8 bits Md&40 022 d&E 0 =42 RAl

Heartbeat Ack length : 16bits(unsigned integer) Byte 37|12 39 3IJIg &3
Heartbeat Information : variable length
Heartbeat Request2| Itct0lEH &S E Heartbeat Information 20 & =Cl.

ABORT= HZZ2 closedt)| <ol endpointOlHl EWAHZAICH 0l BIEA & Al
MEEC. ABORT= DATA Chunk®t 20| bundle &IXI &1, Control chunk( except for
INIT, IINIT ACK, and SHUTDOWN COMPLETE)= Abort2t 20| AFEE = UCH & Abort
Chunk 20il fIXlI SO StCt. ABORT Receiver= SE06tAl 20t: L.

o 1 2 3
0123456755901 :23 4567520123495 68785501
L s S s L Lt S B e St S B B e

| Type = 6 | Reserwved | T| Length

O 0B TN O O OO S NSO AT IS MU SRS U NSO P HAY O ST BSOS B Y B &
k! k!
£ zero or more Error Causes i
k! k!

bttt bbbttt bbbt b= = —+—+

End point peer® graceful closeE AI&GtI| fol ELHHKXI= Chunk

o 1 2 3
0123456765501 :2 3456875930123 458878501
+-+-++-+-+-+-+-+-++-+-+-+-+-+-+-+-+-+-+-+-+-+++-+-+-+-+-+-+-+

| Type = 7 | Chunk Flags | Length =]
+-+-++-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-++-++-+—-+-+—-+-+—-+
| Cumulative T3N Ack
+-+-++-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-++++-+—-+—-+—-+-+—-+

Chunk Flags : 8 bits &% Al 0 0l €& =418 FAl
Length 16bits : 82lgt= JI&ICH.
Cumulative TSN Ack :

SHUTDOWN OIAIXI= Gap Ack BlocksE X&6HAl
OIEZ X &£=Ct OlXU ELHHA TSN=2 Z2HCH

e

1 TSNS ZclJl PloiA
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ol

SHUTDOWN CHUNK?| SE22Z Z2UHHXAH HHe m20IeE =X &=

.

o 1 2 3

0133534567859 012 345675901223 456785 901
-ttt ——+—+
| Type = 8 | Clhmnk Flags | Length = 4 |
+—+—F+-+—+—+—+—+—+——+—+—+—+——F—F—F—F+— ===+
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4. SCTP Association State

SCTP (&0l XMel&l= S92 SCTP endpoints & &l

Uiet SEOl HE dEHS BHSE LIEHL. 0l2dst OlME=

fo

Ct2kst Event?t Action Ol

User primitive calls : ASSOCIATE, SHUTDOWN, ABORTS 0l

Reception : INIT, COOKIE ECHO, SHUTDOWN, =2 Control CHUNK
Event : Timeout event S2& F4 &I},
Assocation2| AHEROff CH st T2 association FEHC M H 0l

sctp_controldata—*ZHMOIAM JtXID RUCH 2122 asociaton&f B0l [2t controldatall
HHH 40l association_stategt= &A= o6l association_state& B0 [H2tAl  sctp
protocol2 S& &0} OS2 stateldl (12 S& WAOICE.

1) =4lE COOKIE ECHO ¢2t0fl State Cookiedt |R&0otk £LC™H =
HelCt. &£t #=4AlE State Cookielt timeO| Gt&DJ}
CHUNKE ®&SHCH 10e2lld =4AlXl= CLOSEANEHN ot /J=CH.

2) T1-Init timerJt 20t SRS endpoint= INITE MAESSHD AEHQ 1§
AH0IT1-t imerE THOtsstCh, 2l Olgdst HYE Max.Init.Retransmits It &
AR Br= Al GHOFDE S0l =JIst WES HFLD SCTP AIZXOIA
OleiE 2 108HC}.

0
Qi
kJ
|J
=]

ol

3) Tl-cookie timerJdt 2tJ[JF EIA2MH endpoint= INITE MES oH0F2 St0 AEHS
B35l 810l T1l-cookie timerS MJI=&HCH. Oeld 0l 8 &2 Max.Init.Retransmits
S0 € MK B2 ASH GHOEGH ot 1O Ol&:0le =J1g WAEES Hz=1D SCTP
AZXHHAH OlelS 2080

4) SHUTDOWN-SENT endpoint= Al 8l0| =&l DATA CHUNKE 22{0} StC}.

5) SHUTDOWN-RECEIVED AEH0 A endpoint= SCTP User22H MZEE QES B3

= SiCh.

6) SHUTDOWN-RECEIVED AEH0IA endpoint= Queuel S0 U= ZE OOIHE
H&otn AN 8 AR0= MESoHOEe SHCH.

7) SHUTDOWN  ACK-SENT &EHOIA SCTP Usertild MZ2 RES 2A %=C0.

Close&lti= HZ0| MALXl 42 AEHIL OtLict EMOHA 2= MEHE LIEHHCH

29



5. Association Initialization

HEHW CIOIEHE M&6HD| MOl stLtel SCTP endpoint AZ2EH CHE endpoint ZOI Al

gdg AO0IC FIHC endpoint= = At0I2 SCTPHZE &d0ol)| ?IotH =JI8 UE S
2tdoliOF 8tCt. SCTP User= SCTPHZS & &ot)| ?Iot0d ASSOCIATE primitiveE
Ol = &tCt.

ZJlgt HHe 9= HAZ 0IF0HM U

= o CTP endpoint AGIM CIE SCTP
endpoint Z O} H&Z2 AMEdID YD Zz= 0IE =

StCtD JHEBHCH.

N wn

MIT-ACK

.|N. ] “%Em o 1;‘ ACK.

COOKIE-EGHG

A) A= X3S0 ZOWHA INIT CHUNKE BEUCH A= Initiate Tag 0l A2l Verification
Tag(Tag_A)E HMZB0l0F ot Ol Tag-Az= 1 ~ 42949672952 He 2H0IA 2o
Z=XJb EZIi0F  BHCH. A= INITE && F0 Ti-init timerE JisSotl
COOKIE_WAITAEH2 SO0{2tCH.

B) Z= INIT ACKE =Al S &t

INIT ACK2l =&X| IPFAE INIT ACKII 8E50td ot= INITSl Source IPE2 &%
StCt. SEUl JAAHA OE MU0IHSE M= A 0120 Z= Tag-AA2 Initiate
Tag)E Verification Tag field0il &&aot1) Xt&l2Ql Verification Tag(Tag-Z)E Initiate
TagOll &35t M SstCt.

Note : State Cookie It2tOIE 2t & INIT AckE dE8H =00

gYoidE 2ED ME2 HZ2 oM KOs &S RXSHA ot

Z= Resource attacksOl S 2= = UA EHOHACH

Z = Mg X}%E
=0 8K ¢€2d

C) A= ZZF2H INIT ACKE ==¢lotkh Ot A= Til-init timerE HF1) COOKIE
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WAITAEIE YO Od2l2 COOKIE ECHO CHUNKSCHMI INIT ACK CHUNKOIA 20
State CookieE 2 = Til-cookie timerE JtsstCt. J2l12 COOKIE ECHOED AE
S0 2+C.
Note : COOKIE ECHO chunks 0|Z2&& L2t DATA Chunke BE2 € £ QL.
JdHLE OHe W23 et9l "M ChunkJt ©I0{0F StH COOKIE ACKDJt Btz &
IR SAXHE peerfiH OE CIE2 W22 BUHHAE=E o SCHL

COOKIE ECHO CHUNKE &&t OtAt Z= TCBE +*=0l1 ESTABLISHED &EHZ 0ls =0l
COOKIE ECHO ACKE HM& &tlt. COOKIE ACK CHUNK= CHE DATA CHUNKSH 20|
M 2 = UL BEAl THASl MBS0l 2H0F StCH (Ol H&E S fAS ALY S2HE)

IMPLEMENTATION NOTE :

COOKIE ECHO CHUNKJt &8t 2401 && ot Communication Up Notification 2
SCTPAIZXIUIH L2le J2 &8 AFEH0]

AJl COOKIE ECHO ACK CHUNKE ‘j*ﬂ OtAH EXTABKISHEDAEIZ HZE T 0{0F StCh.
2l1) Ti-cookie timerE Z=Ct. Communication Up Notification2 0|&3dt HZ2
A== ULPOIA &cA0F SHCE.

INITOILF INIT ACK chunk= CtE& chunkS3t &M bundling & = 8iCh. 124 &2
eSS A0 UE2s SCTP IHA! UM UEHU=E |28 ChunkS0I0{0F 8C StLte
endpoint= INITE —¢ﬁ§ =l IPF=A0 INIT ACKE Z2LH==0{0F 8tC}.

ABORT ChunkE ZE&0ot= LiJl= SCTP IH3!2l common header 2+2| Verification Tag
Field= peer? Initiate Tag 2t0l & &/ 0{0F2t StCY.

p—

4

IMPLEMENTATION NOTE : 2% SCTP ZE= YBAOZ 5tLI2l SCTP QIAEA
OHUlA TCBE I <&t Keyi/\-l OI S &CH

sctplibOll A Association= B’EJI s HH2 0|0k StCh.

SCTP input2 sctplib 2 = Jt&E EE S XA &0 inputtES £ =
cholEdelll 29 T sctpsockOI HIOIHE &0t =2 &HIE &S oA =0
adl_receive_messageE S M raw socket?! sctpsock= Sofl GIOIHE 20t =012
S0 2 UoIEl(ipE E&ole sctp=ZZ2E2 HIOIE)S EMZO0ID ip ol HAIE

hlen20|2CH &0 OY Heln A0 IH2!10l12tH mdi_receiveMessageES S &56/0
g2H0t2 sctp IH2!0 bundling &0 & chunkS0l HAXQIX S =3 Gt i

i3 0l source addressE JtAlL] state &EHOI et TH2IS XMl Xl o Xl ZEHGHA
S0 HAAO WA 0l2t™H rbu_rcvDatagram()E2 S E0tH & Ch.
rbu_rcvDatagram() 0l M= bundling® count2t2 Bt=5t0 2122 chunkS0ll st M2 E
otA ©l=0 code= ChS1k ZCh.

gint SSM_Bundling::rbu_rcvDatagram(guint address_index, guchar * datagram, guint len)

{

guchar *current_position;

gushort processed_len = 0, chunk_len;
gushort pad_bytes;

SCTP_simple_chunk *chunk;

gboolean data_chunk_received = FALSE;

int association_state = STATE_OK;
gboolean send_it = FALSE;
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int result;

bu_lock_sender();

current_position = datagram; /* points to the first chunk in this pdu */
while (processed_len < len) {

}

chunk = (SCTP_simple_chunk *) current_position;
chunk_len = CHUNKP_LENGTH((SCTP_chunk_header *) chunk);

switch (chunk->chunk_header.chunk_id) {
case CHUNK_DATA:
SSM_Recvctrl::rxc_data_chunk_rx((SCTP_data_chunk*) chunk,
address_index);
data_chunk_received = TRUE;
break;
case CHUNK_INIT:
association_state = SSM_SCTP_Control::sctlr_init((SCTP_init *) chunk);
break;
case CHUNK INIT_ACK:
case CHUNK_SACK:
case CHUNK_ HBACK:
event_log(INTERNAL_EVENT_O, ' Bundling received
if (data_chunk_received == TRUE){
send_it = SSM_Recvctrl::rxc_create_sack(&address_index, FALSE);
SSM_Streamengine::se_doNotifications();
if (send_it==TRUE) bu_sendAllIChunks(&address_index);

3}

/* if the association has already been removed, we cannot unlock it anymore */
bu_unlock_sender(&address_index);

return O;

switch&2 SoiAl bundling & chunkll Et2E &0I5t0 2122 chunkEr 0l A
HelE otH &L

/**

SCTP-control structure. Stores also the current state of the state-machine.

*/

typedef struct SCTP_CONTROLDATA

{

>@{ */

/** the state of this state machine */

guint32 association_state;

/** stores timer-1D of init/cookie-timer, used to stop this timer */
TimerlID initTimer;

/** */

unsigned int initTimerDuration;

/** stores the association id (==tag) of this association */
unsigned int associationID;

/** Counter for init and cookie retransmissions */

short initRetransCounter;

/** pointer to the init chunk data structure (for retransmissions) */
SCTP_init *initChunk;

/** pointer to the cookie chunk data structure (for retransmissions) */
SCTP_cookie_echo *cookieChunk;
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/** my tie tag for cross initialization and other sick cases */
guint32 local_tie_tag;
/** peer's tie tag for cross initialization and other sick cases */
guint32 peer_tie_tag;
/** we store these here, too. Maybe better be stored with StreamEngine ? */
unsigned short NumberOfOutStreams;
/** we store these here, too. Maybe better be stored with StreamEngine ? */
unsigned short NumberOfinStreams;
/** value for maximum retransmissions per association */
int assocMaxRetransmissions;
/** value for maximum initial retransmissions per association */
int assocMaxInitRetransmissions;
/** value for the current cookie lifetime */
int cookieLifeTime;
/** the sctp instance */
void * instance;
/*@} >/
} SCTP_controlData;
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Case CHUNK_INIT: & i s 22 2E

int SSM_SCTP_Control::sctlr_init(SCTP_init * init)

if ((localData = (SCTP_controlData *) SSM_Distribution::mdi_readSCTP_control()) == NULL) {
event_log(VERBOSE, " DO_5_1 B_INIT: Normal init case ");
/*DO_5_1 B_INIT : Normal case, no association exists yet */
/* save a-sides init-tag from init-chunk to be used as a verification tag of the sctp-
message carrying the initAck (required since no association is created). */
SSM_Distribution::mdi_writeLastlnitiateTag(SSM_ChunkHandler::ch_initiateTag(initCID));

/* Limit the number of sendstreams a-side requests to the max. number of input streams
this z-side is willing to accept.
*/
inbound_streams = min(SSM_ChunkHandler: :ch_noOutStreams(initCID),
SSM_Distribution::mdi_readLocallnStreams());
outbound_streams = min(SSM_ChunkHandler::ch_nolnStreams(initCID),
SSM_Distribution::mdi_readLocalOutStreams());
/* fire back an InitAck with a Cookie */
initAckCID = SSM__ChunkHandler::ch_makelnitAck(SSM_Distribution::mdi_generateTag(),
SSM_Distribution::mdi_getDefaultMyRwnd(),
outbound_streams,
inbound_streams, SSM_ Distribution::mdi_generateStartTSN());

/* retreive a-side source addresses from message */
supportedTypes = SSM_Distribution::mdi_getSupportedAddressTypes();

nrAddresses = SSM_ChunkHandler::ch_IPaddresses(initCID, supportedTypes, rAddresses,
&peerSupportedTypes, &last_source);

if ((supportedTypes & peerSupportedTypes) == 0)
error_log(ERROR_FATAL, "BAKEOFF: Program error, no common address types in sctlr_init()");

/* enter variable length params initAck */

SSM_Distribution::mdi_readLocalAddresses(IAddresses, &nlAddresses, &last_source, 1,
peerSupportedTypes,TRUE);

/* enter local addresses into initAck */

if (nlAddresses > 1)
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SSM__ChunkHandler::ch_enterlPaddresses(initAckCID, IAddresses, nlAddresses);

/* append cookie to InitAck Chunk */
SSM_ChunkHandler::ch_enterCookieVLP(initCID, initAckCID,
SSM_ChunkHandler:: ch_initFixed(initCID),
SSM_ChunkHandler::ch_initFixed(initAckCID),
SSM_ChunkHandler::ch_cookieLifeTime(initCID), 0, /* tie tags are both zero */
0, IAddresses, nlAddresses, rAddresses, nrAddresses);

process_further = SSM_ChunkHandler::ch_enterUnrecognizedParameters(initCID, initAckCID,
supportedTypes);

if (process_further == -1) {

/* ch_deleteChunk(initAckCID);
ch_forgetChunk(initCID); */
return_state = STATE_STOP_PARSING; /* to stop parsing without actually removing it */
/* return return_state; */

} else {
if (process_further == 1) {

return_state = STATE_STOP_PARSING; /* to stop parsing without actually removing it */

ke
/* send initAck */
SSM_Bundling::bu_put_Ctrl_Chunk(SSM_ChunkHandler::ch_chunkString(initAckCID),NULL);

}
SSM_Bundling::bu_sendAllIChunks(NULL);

SSM_Bundling::bu_unlock_sender(NULL);
SSM_ChunkHandler::ch_deleteChunk(initAckCID);
event_log(INTERNAL_EVENT_1, "event: initAck sent");

return return_state;
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case CHUNK_INIT_ACK:

SSM_SCTP_Control::sctlr_initAck((SCTP_init *) chunk)
{

state = localData->association_state;

switch (state) {
case COOKIE_WAIT:

event_|log(EXTERNAL_EVENT, "event: initAck in state COOKIE_WAIT");

/* Set length of chunk to HBO !l */
initCID = SSM_ChunkHandler: :ch_makeChunk((SCTP_simple_chunk *)
localData-=>initChunk);

/* FIXME: check also the noPeerOutStreams <= noLocallnStreams */
if (SSM_ChunkHandler::ch_noOutStreams(initAckCID) == 0 ||
SSM_ChunkHandler::ch_nolnStreams(initAckCID) == 0 ||
SSM_ChunkHandler::ch_initiateTag(initAckCID) == 0) {
if (localData-=initTimer '=0) {
sctp_stopTimer(localData-=initTimer);
localData-=initTimer = 0;
b
/* make and send abort message */
abortCID = SSM_ChunkHandler::ch_makeSimpleChunk(CHUNK_ABORT,
FLAG_NONE);
SSM_ChunkHandler::ch_enterErrorCauseData(abortCID,
ECC_INVALID_MANDATORY_PARAM, 0, NULL);

SSM_Bundling::bu_put_Ctrl_Chunk(SSM_ChunkHandler::ch_chunkString(abortCID),NULL);
SSM_ChunkHandler::ch_deleteChunk(abortCID);

SSM_Bundling::bu_unlock_sender(NULL);
SSM_Bundling::bu_sendAllChunks(NULL);

/* delete all data of this association */
SSM_Distribution::mdi_deleteCurrentAssociation();
SSM_Distribution::mdi_communicationLostNotif(0);
SSM_Distribution::mdi_clearAssociationData();
return_state = STATE_STOP_PARSING_REMOVED;
return return_state;

}

result = SSM_Distribution::mdi_readlLastFromAddress(&destAddress);
if (result '=0) {
if (localData-=initTimer '=0) {
sctp_stopTimer(localData-=initTimer);
localData-=initTimer = 0;
3
SSM_Bundling::bu_unlock_sender(NULL);
SSM_Distribution::mdi_deleteCurrentAssociation();
SSM_Distribution::mdi_communicationLostNotif(0);
SSM_ Distribution::mdi_clearAssociationData();
return_state = STATE_STOP_PARSING_REMOVED;
return return_state;

}

supportedTypes = SSM_Distribution::mdi_getSupportedAddressTypes();

/* retrieve addresses from initAck */

ndAddresses =SSM__ChunkHandler:: ch_IPaddresses(initAckCID, supportedTypes,
dAddresses, &peerSupportedTypes, &destAddress);
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SSM_Distribution:: mdi_writeDestinationAddresses(dAddresses, ndAddresses);
/* initialize rest of association with data received from peer */

inbound_streams = min(SSM_ChunkHandler::ch_noOutStreams(initAckCID),
localData->NumberOfInStreams);

outbound_streams = min(SSM_ChunkHandler::ch_nolnStreams(initAckCID),
localData->NumberOfOutStreams);

peerSupportsPRSCTP = SSM_ChunkHandler::ch_getPRSCTPfromInitAck(initAckCID);

SSM_ Distribution::mdi_initAssociation(SSM_ChunkHandler::ch_receiverWindow(initAckCID),
/* remotes side initial rwnd */
inbound_streams, /* # of remote output/local input streams */
outbound_streams, /* # of remote input/local output streams */
SSM_ChunkHandler::ch_initial TSN(initAckCID), /* remote initial TSN */
SSM_ChunkHandler::ch_initiateTag(initAckCID), /* remote init tag */
SSM_ChunkHandler::ch_initial TSN(initCID), /* local initial TSN for
sending */
peerSupportsPRSCTP,
FALSE);

event_logii(VERBOSE, "sctlr_InitAck(): called mdi_initAssociation(in-streams=%ou,
out-streams=%u)",
inbound_streams,outbound_streams);

/* reset length field again to NBO... */
SSM_ChunkHandler::ch_chunkString(initCID),
/* free initChunk memory */
SSM_ChunkHandler::ch_forgetChunk(initCID);

cookieCID =
SSM_ChunkHandler::ch_makeCookie(SSM_ChunkHandler: :ch_cookieParam(initAckCID));

if (cookieCID < 0) {
event_log(EXTERNAL_EVENT, "received a initAck without cookie");

/* stop shutdown timer */

if (localData-=initTimer '=0) {
sctp_stopTimer(localData-=initTimer);
localData-=initTimer = 0;

ks

missing_params.numberOfParams = htonl(1);

missing_params.params[0] = htons(VLPARAM_COOKIE);

scu_abort(ECC_MISSING_MANDATORY_PARAM, 6, (unsigned
char*)&missing_params);

SSM_Bundling::bu_unlock_sender(NULL);

/* delete this association */

return_state = STATE_STOP_PARSING_REMOVED;
localData->association_state = CLOSED;

localData = NULL;
return return_state;

process_further = SSM_ChunkHandler::ch_enterUnrecognizedErrors(initAckCID,
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supportedTypes,
&errorCID,
&preferredPrimary,
&preferredSet,
&peerSupportsiPV4,
&peerSupportsiPVe,
&peerSupportsPRSCTP,
&peerSupportsADDIP);

if (process_further == -1) {
SSM_ChunkHandler::ch_forgetChunk(initAckCID);
SSM_ChunkHandler::ch_deleteChunk(cookieCID);
if (errorCID !'= 0) SSM_ChunkHandler::ch_deleteChunk(errorCID);
SSM_Bundling::bu_unlock_sender(NULL);
if (localData-=initTimer '=0) {
sctp_stopTimer(localData-=initTimer);
localData-=initTimer = 0;
}
SSM_Distribution::mdi_deleteCurrentAssociation();
SSM_Distribution:: mdi_communicationLostNotif(SCTP_COMM_LOST_FAILURE);
SSM_Distribution::mdi_clearAssociationData();
localData->association_state = CLOSED;
localData = NULL;
return_state = STATE_STOP_PARSING_REMOVED;
return return_state;
} else if (process_further == 1) {
return_state = STATE_STOP_PARSING;
}

localData->cookieChunk = (SCTP_cookie_echo *)
SSM_ChunkHandler::ch_chunkString(cookieCID);

/* populate tie tags -> section 5.2.1/5.2.2 */

localData->local_tie_tag = SSM_Distribution::mdi_readLocalTag();

localData->peer_tie_tag = SSM_ChunkHandler::ch_initiateTag(initAckCID);

localData->NumberOfOutStreams = outbound_streams;
localData->NumberOfinStreams = inbound_streams;

SSM_ChunkHandler::ch_forgetChunk(cookieCID);
SSM_ChunkHandler::ch_forgetChunk(initAckCID);

/* send cookie back to the address where we got it from */
for (index = O; index < ndAddresses; index++)
if (SSM_Adaptation::adl_equal_address(&(dAddresses[index]),&destAddress))
break;

/* send cookie */
SSM_Bundling::bu_put_Ctrl_Chunk((SCTP_simple_chunk *) localData->cookieChunk,
&index);
if (errorCID !=0) {
SSM_Bundling::bu_put_Ctrl_Chunk((SCTP_simple_chunk
*)SSM__ChunkHandler::ch_chunkString(errorCID), &index);
SSM_ChunkHandler::ch_deleteChunk(errorCID);
3

SSM_Bundling::bu_sendAllChunks(&index);
SSM_Bundling::bu_unlock_sender(&index);
event_logi(INTERNAL_EVENT_1, "event: sent cookie echo to PATH %u", index);
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if (preferredSet == TRUE) {
preferredPath = SSM_Distribution::mdi_getindexForAddress(&preferredPrimary);
if (preferredPath !'= -1)
SSM_Pathmanagement::pm_setPrimaryPath(preferredPath);

}

state = COOKIE_ECHOED;

if (localData-=initTimer != 0) sctp_stopTimer(localData->initTimer);
/* start cookie timer */
localData-=initTimer = SSM_Adaptation::adl_startTimer(localData-=initTimerDuration,
&sci_timer_expired, TIMER_TYPE_INIT,
(void *) &localData->associationID, NULL);
break;

case COOKIE_ECHOED:
/* Duplicated initAck, ignore */
event_|log(EXTERNAL_EVENT, "event: duplicatied sctlr_initAck in state

COOKIE_ECHOED");

break;

case CLOSED:

case ESTABLISHED:

case SHUTDOWNPENDING:

case SHUTDOWNRECEIVED:

case SHUTDOWNSENT:
/* In this states the initAck is unexpected event. */
event_logi(EXTERNAL_EVENT, "discarding event: sctir_initAck in state %02d", state);
break;

default:
/* error logging: unknown event */
event_logi(EXTERNAL_EVENT, "sctlr_initAck: unknown state %02d", state);
break;

INIT_ACK chunkE 2tA42 M sctlr_initAck((SCTP_init *)&=Jt S&0| & [}.
Init_ackE ZAS A0 &2 init2 0|01 &St &4&0/J/0 &I TCB(association
d2)Jt A E A20|C(client side). 27|00 &I control & 20|l association_state0l

(tetAM Z2D16tH EICh. Association_state JtF COOKIE_WAIT AEfY 2 0] &HS
+8SHAH &0, UHX= RAIGHH =ICh Otek association_state Jb COOKIE_WAITO| 2+,
BHOI® init_ack chunkE JIXI2 & AE& I XM 3dt2 mdi_initAssociation()S
0| 25t0d assocationdil flowcontrol, stream engineSS &8 & % e IS HEC.
Init_ackB 2 E JIXI1 cookey echo chunkE MAol0| &&ot) S AESE
cookey echoed AEiZ U211 &M init_timerE SXIot1 Bt=Z adl_startTimer()E
S0ot0 /* start cookie timer */& T°”°H] Sctp initt 82 +=&ot)| i SES0UA
sctp_associatex() call2 S=0t2A AIEGHH E L. Sctp_associatexE S &0tH lib
LH2 0l M SSM_SCTP_Control::scu_associate )&+ S =0tH & Ct.

void SSM_SCTP_Control::scu_associate(unsigned short noOfOutStreams,
unsigned short noOfInStreams,
union sockunion* destinationList,
unsigned int numDestAddresses,
gboolean withPRSCTP)
{
guint32 state;
guintl6 nlAddresses;
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union sockunion lIAddresses[MAX_NUM_ADDRESSES];
ChunklID initCID;
unsigned int supportedTypes = 0, count;

/* ULP has called sctp_associate at distribution.
Distribution has allready allocated the association data and partially initialized */

if ((localData = (SCTP_controlData *) SSM_Distribution::mdi_readSCTP_control()) ==
NULL) {
error_log(ERROR_MAJOR, "read SCTP-control failed");
return;

}

state = localData->association_state;

switch (state) {
case CLOSED:
event_|log(EXTERNAL_EVENT, "event: scu_assocatiate in state CLOSED");
/* create init chunk and write data to it -- take AssoclD as tag !!! */
initCID = SSM_ChunkHandler::ch_makelnit(SSM_Distribution::mdi_readLocalTag(),
SSM_Distribution::mdi_getDefaultMyRwnd(),
noOfOutStreams, noOfInStreams,
SSM_Distribution::mdi_generateStartTSN());

/* store the number of streams */
localData->NumberOfOutStreams = noOfOutStreams;
localData->NumberOfInStreams = noOfInStreams;

supportedTypes = SSM_ Distribution::mdi_getSupportedAddressTypes();

/* enter enter local addresses to message. | send an Init here, so
* | will include all of my addresses !
*/
SSM_Distribution::mdi_readLocalAddresses(lAddresses,
&nlAddresses,
destinationList,
numDestAddresses,
supportedTypes,
FALSE);

event_logi(VERBOSE, "1: supportedTypes : %u", supportedTypes);

if (withPRSCTP) {
SSM_ChunkHandler:: ch_addParameterTolnitChunk(initCID, VLPARAM_PRSCTP, O,
NULL);

}

#ifdef BAKEOFF
ch_addParameterTolnitChunk(initCID, 0x8123, 17, (unsigned char*)localData);
ch_addParameterTolnitChunk(initCID, 0x8343, 23, (unsigned char*)localData);
ch_addParameterTolnitChunk(initCID, 0x8324, 1, (unsigned char*)localData);
ch_addParameterTolnitChunk(initCID, 0xC123, 31, (unsigned char*)localData);
#endif

SSM_ChunkHandler::ch_enterSupportedAddressTypes(initCID, TRUE, FALSE, FALSE);

event_logi(VERBOSE, "2: supportedTypes : %u", supportedTypes);

if (nlAddresses > 1)
SSM_ChunkHandler::ch_enterlPaddresses(initCID, IAddresses, nlAddresses);
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localData-=initChunk = (SCTP_init *) SSM_ChunkHandler::ch_chunkString(initCID);
SSM_ChunkHandler::ch_forgetChunk(initCID);

/* send init chunk */
for (count = 0; count < numDestAddresses; count++) {

SSM_Bundling::bu_put_Ctrl_Chunk((SCTP_simple_chunk *) localData->initChunk,
&count);

SSM_Bundling::bu_sendAllIChunks(&count);
}

localData->cookieChunk = NULL;
localData->local_tie_tag = 0;
localData->peer_tie_tag = O;

/* start init timer */
localData-=initTimerDuration =
SSM_Pathmanagement::pm_readRTO(SSM_Pathmanagement::pm_readPrimaryPath());

if (localData-=initTimer != 0) sctp_stopTimer(localData-=initTimer);

localData-=initTimer = SSM_Adaptation::adl_startTimer(localData->=initTimerDuration,
&sci_timer_expired,
TIMER_TYPE_INIT,
(void *) &localData->associationID, NULL);

state = COOKIE_WAIT;
break;
default:

error_logi(EXTERNAL_EVENT_X, "Erroneous Event : scu_associate called in state %u",
state);
break;

}

localData->association_state = state;
localData = NULL;
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/™ fire back an InitAck with a Cookie */
initAckCID =
SSM_ChunkHandler::ch_makelnitAck(SSM_Distribution::mdi_generateTag(),
SSM_Distribution::mdi_getDefaultMyRwnd(),
outbound_streams,
inbound_streams,
SSM_ Distribution::mdi_generateStartTSN());
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/* retreive a-side source addresses from message */
supportedTypes = SSM_ Distribution::mdi_getSupportedAddressTypes();

nrAddresses = SSM_ChunkHandler::ch_lPaddresses(initCID, supportedTypes,
rAddresses, &peerSupportedTypes, &last_source);

if ((supportedTypes & peerSupportedTypes) == 0)
error_log(ERROR_FATAL, "BAKEOFF: Program error, no common address types in
sctir_init()");

/* enter variable length params initAck */
SSM_Distribution::mdi_readLocalAddresses(lIAddresses, &nlAddresses, &last_source, 1,
peerSupportedTypes,TRUE);
/> enter local addresses into initAck */
if (nlAddresses > 1)
SSM_ChunkHandler::ch_enterlPaddresses(initAckCID, IAddresses, nlAddresses);

/* append cookie to InitAck Chunk */
SSM_ChunkHandler::ch_enterCookieVLP(initCID, initAckCID,
SSM_ChunkHandler:: ch_initFixed(initCID),
SSM_ChunkHandler::ch_initFixed(initAckCID),
SSM_ChunkHandler::ch_cookieLifeTime(initCID), 0, /* tie tags are both zero */
0, IAddresses, nlAddresses, rAddresses, nrAddresses);
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6. User Data Transfer
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‘ rxc_buffer ‘ ‘ PATHMANDATA ‘ ‘ rtx_buffer
| T
‘ StreamEngine ‘ ‘ flowcontrol
‘ ReceiveStream ‘ ‘ Data_cIunk
assocation

HIOIE 8&2 BtE= Al ESTABLISHED, SHUTDOWN-PENDING, 2|1
SHUTDOWN-RECEIVED &fEf AO0A L OLIOF StCH. CHEF COOKIE-WAIT &HEHON A
outbound COOKIE ECHO chunk2 &M bundleEX &5 & &E DATA chunk=2 22 =
0l 2/ OICt. DATA chunk&2 Bt&= Al ESTABLISHED, SHUTDOWN_PENDING,
SHUTDOWN_SENT L{Q #=S0l ek =&l 0{0F StCt. CLOSED AMEHOIAl 4=4lE DATA
chunkE& out of the blueO| ] 8.4(Handle "out of the blue" Packets)0ll 2laff X 2l %00k
SHCH CtE &HEHOIM =412l DATA chunke= discard& 0 0F &HCH SACK= BHE A
ESTABLISHED, SHUTDOWN-PENDING, 12|12 SHUTDOWN-RECEIVED LHOIAM X2l
S| 0{0F StCH.

SCTP #=4IXt= BFE Al oHLES] SCTP packetOfl %48t 1500byte= M&E& = U OF
StCt. 01242 SCTP endpointIt INITLE INIT ACK Al 8 EE Initial a_rwnd0il A
1500byte2Ct &2 242 JtelHAME= e &Eli= 22 20Istth. &880 MES Ak
SCTPE &2 AZ2X HAIXNISES bundledt) HOHE A2 X HIAIXIEE fragmentation ot )|
/st HIILIZESE2 26ttt O3 UOoIH1&#H=2 SCTPE S&t AEX HAINES S8

o=
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Connectionless Packet Transfer Service (e.g., IP)
Figure 6: lllustration of User Data Transfer

Ol A&0AM DATA chunkE #®&6t= endpointE "data sender'ctl) ot DATA
chunkE #4I3t= endpointE "data receiver"2t1] StCt. data receiver= SACK chunkE
d&g A0ICH

1) user messageS DATA chunkZ BiZ [, HH endpoint= M HZ0W A2 path
MTUELCI 2 user messageE Ct==2| DATA chunkEZ fragmentg X 0|Ct. data
receiver= 2& user(upper layer)Z& ®Y5t)| &0 DATA chunk=2
fragmentE HAIXNISES HEE & 210ICH

2) M2 path MTU2l H®<E =uotXl 2= s Ch=2 DATAZ control chunk=2
&E5HI| foto otLiel SCTP TH2!0IM bundle&El 0 & = UCh.recevier= IS
A2l chunk&Z unbundleg ZI0ICt. Control chunkE2 EBtE Al I3 WHOIA
Ct2 DATA chunk=s 2Ch &0l fIXl cHOF StCt.

Fragmentationdt Bundling OI9tLIZ2 data sender0l 2/di P& &= OPTIONAL
JlsO0ICH BHXIZH O] HI9ILIS =2 data receiverfl M= BIEAl 2 TI0{0F SHCH CHAl 2ol
St endpoint= BtE Al bundleZ| Lt fragmentE GIOIHE 20t X eldiOF StCt.

——————————————————————————————————————————————————————————————— streamengine.cpp
/* calculate nr. of necessary chunks -> use fc_getMTU() later 11l */
numberOfSegments = byteCount / SCTP_MAXIMUM_DATA_LENGTH;
residual = byteCount % SCTP_MAXIMUM_DATA_LENGTH;
if (residual '=0) {
numberOfSegments++;

}else {
residual = SCTP_MAXIMUM_DATA LENGTH;
3

if (maxQueuelLen > 0) {
if ((numberOfSegments + SSM_Flowcontrol::fc_readNumberOfQueuedChunks()) >

maxQueuelLen) return SCTP_QUEUE_EXCEEDED;
¥

for (i = 1; i <= numberOfSegments; i++)

{

cdata = (chunk_data_struct *)malloc(sizeof(chunk_data));
if (cdata == NULL) {
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/* FIXME: this is unclean, as we have already assigned some TSNs etc, and
* maybe queued parts of this message in the queue, this should be cleaned

* up... */
return SCTP_OUT_OF_RESOURCES;
}

dchunk = (SCTP_data_chunk*)cdata->data;
if ((i '=1) && (i '= numberOfSegments))

dchunk->chunk_flags = O;
bCount = SCTP_MAXIMUM_DATA_LENGTH;
event_log (VERBOSE, "NEXT FRAGMENTED CHUNK -> MIDDLE");

¥
else if (i ==1)

dchunk->chunk_flags = SCTP_DATA_BEGIN_SEGMENT;
event_log (VERBOSE, "NEXT FRAGMENTED CHUNK -> BEGIN");

bCount = SCTP_MAXIMUM_DATA_LENGTH;
else if (i == numberOfSegments)

dchunk->chunk_flags = SCTP_DATA_END_SEGMENT;

event_log (EXTERNAL_EVENT, "NEXT FRAGMENTED CHUNK -> END");

bCount = residual;

b
dchunk->chunk_id = CHUNK_DATA;
dchunk->chunk_length = htons ((unsigned short)(bCount +
FIXED_DATA_CHUNK_SIZE));
dchunk->tsn = htonl (0);
dchunk->stream_id = htons (streamld);
dchunk->protocolld = protocolld;
if (unorderedDelivery)
dchunk->stream_sn = 0;
dchunk->chunk_flags += SCTP_DATA_UNORDERED;
3
else
{ /* unordered flag not put */
dchunk->stream_sn = htons ((unsigned
short)(se->SendStreams[streamId]. nextSSN))
/* only after the last segment we increase the SSN */
if (i == numberOfSegments) {
se->SendStreams[streamId].nextSSN++;
se->SendStreams[streamld].nextSSN =
se->SendStreams[streamld].nextSSN % 0x10000;
by
by
memcpy (dchunk->data, bufPosition, bCount);
bufPosition += bCount * sizeof(unsigned char);
event_logiii (EXTERNAL_EVENT, "======> SE sends fragment %.d of chunk

(SSN=%u, SID=%u) to FlowControl <======",

i, ntohs (dchunk->stream_sn),ntohs (dchunk->stream_id));

if (!se->unreliable) lifetime = OxFFFFFFFF;

result = SSM_Flowcontrol::fc_send_data_chunk (cdata, destAddressindex, lifetime,

dontBundle, context);
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if (result 1= SCTP_SUCCESS) {
error_logi (ERROR_MINOR, "se_ulpsend() failed with result %d", result);
/* FIXME : Howto Propagate an Error here - Result gets overwritten on next
Call */
retVal = result;

————————————————————————————————————————————————————————————————— streamengine.cpp

Ulp_send functionti 4 GIOIEHE 20t=2 = OO0IHIt mtu2Ct 2 ¥ segmentation=
485 =ICt. SegmentationAl XS CI0IE{= SCTP_DATA_BEGIN_SEGMENT,
Z2HH0lEH= 02 0FXIS GI0IEf= SCTP_DATA_END_SEGMENTZ chunk_flagsOil
A endZBUH M recve=&8 Al &SI

0l 2M& destination transport addressOiCt ©2 &S EOIHIE Us AHE
&l OHAIBH 2 2t DATA chunkOtCH A S EIOIHE TS ofOF StCY.

S utdol RS2 outbound DATA chunkl && & MASEZ2 St= data senderdl
CAN BE

A) - F=O & Al2H0ll, data sender= peer2 rwndJt 71 peer2 HIH 20| S8
Jlel21 JACHH o= destination transport address2E MZ & OIOIEHE ASdlM=
or &0 deflt 2tek cwnddt &&E01 Jts0l olg &0 rwnd0l &2 210l data
sender= GotUt2l Data ChunkE &% & == RUCH 048 #&E2 data receiverZ £ H
data sender0il ®&&%= SACKOl &4 EAJ| M0 €02l rwndel HSIE data
senderdt ZHEBLD| IGHH AFSE O &EIC.

B) - =0{&l Al2t0l, sender= cwndlt transport addressOll H2l& Xl %22 S bytell
datas2 JtX LD QUCHH =& transport addressZ MZE OIOIEHE dSdM= o
EICH

C) Sender)l 8&S offOF & Al2H0l RIS M, M22 DATA chunkZ 2UJ| &0l senders=
B (M cwndOl 2o MIst ) MESE2 <o HIIE MelDXl 22 Dada
chunkE & &0oH0F SHCY.

D) Sender= 7% A% B2 A0l o ol= 8 MZ2 DATA chunks2 %0l 2¢ =

RUCE.

————————————————————————————————————————————————————————————————— flowcontrol.cpp
if (peer_rwnd == 0 && fc-=>one_packet_inflight == TRUE) { /* section 6.1.A */
event_log(VERBOSE, "NOT SENDING (peer rwnd == 0 and already one packet in flight ");
event_log(VERBOSE, "HHHHH AR -> Returned  in fc_check for_txmit
HEH ) ;
return 1;

----------------------------------------------------------------- flowcontrol.cpp

A

HESEHEE 6l & U2 DATA chunks @2 2! WOl bundle® == ULt GHS0I,
M&ESES 2 DATA chunkS2 I3 AJJt 8 XHPath MTUES =X=UotAl 2= & MZ2
DATA chunkE 1t & bundleE = RUC}.
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application

dataArriveNotif() ﬁ
Scip. receive()

l T
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o]

‘ PATHMANDATA

L | bundling.instance bundling.instance

4

Receive-window

If sack==gap Se..notification()
Retransmission, cwnd reduce

If sack==true
cwnd increse

=

Data packet2 =& Al sack packet2 ZM= dli0
#=4lEl packet2l cumulative ack 2t0l &&0| &1
22 SO N0 CHE B2 E sackEE2oH0 &
association0| %0 X1 tcbh&XO0| 0 =& =0 GIOIeH &5
mtutil Al bundling® GI0IEE £AZSCZ M&ES £8SICH O F 2 HI0IEHE
rxc_buffertl &2 ot S &&EE OIE I tsngto £ OI0IE2tH gapt dupstsS
HAIGHK 21 streamengin®ll A4 de-segmentation2 =asts SN MSEE streamBL 2
HOIEHE €2ICt. O = se_notificationE =2 Sol instancedd Al SEdl =2
Data_notification H2lE ==& 5tCt. Data_notificationtl M sctp_receive &=
5t streamOlAl GIOIEHE 40 &CH O & 240 2 GI0IH AOIZ=CHE &
receive@ SR E SIHAIZICH

_—

etlh. sackd 20l &M 45822
2 =&AL, gap0l A= A0
ot & el ?12 J8e2

= =}
Al BSESZ0A max

=

02

A A
PSS -
—

A
[Pl

]

callS

==

Endpointdl 22 2t2t2] SACK= a_rwndgt2 E&SHCH 0
data receiver?l & 4IHIH Z2H0 &0t%A= H
sender= a_rwndE 0|25t peer2l =AIHIH S2tE LIEHLY
SACKE Xc2lg [ data senderdt accountll takediOF dt= 2HME = oStlte &AL
X2 = SACKIF =42 %= QL= Z0ICh data receiverOf 2ol S&E SACKsE BC
HX SACKE passE = UL data senderti HKNH =& == UCH (7). A =Kt
SR HE=E SACKI #=4lT|H data sender= peerl SaHI 32t2 ZXL 2 viewsE
g &= QUL

out-of-order SACKE ZXlot=0l AMIEE == A= Y&s AEXI 23, data sendere
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SACKJF MZ2 ZIXIE &Eot)| 2ol 2AX Y8 (heuristics)S AtEoH0FEH 8HCH.

rbu_rcvDatagram() 0l Al case CHUNK_SACKO Al sack chunk =41 Al GIOIHS
Xcl ettt

---------------------------------------------------------------- ssm_bundling.cpp

case CHUNK_SACK:

event_log(INTERNAL_EVENT_O, ' Bundling received SACK chunk™);
SSM_Reltransfer::rtx_process_sack(address_index, chunk, len);
break;

————————————————————————————————————————————————————————————————— ssm_bundling.cpp

SSM_Reltransfer::rtx_process_sack(address_index, chunk, len);8+==  sack
packet2 US (el RHEC S&HS HAlotD RUCH =48E SACKUH A Cumulative TSN
Ack?t Gap Ack BlockOIM a_rwnd 2t2 O|235t0 rwndE H&HGH)| ?6t0 endpoint=
Che RS2 AESHC

A) association0| 0|FHXIH, endpoint= INITOIL} INIT ACKOl HAIE peer?

Advertised Receiver Window Credit (a_rwnd)Z rwndE %xJ|3t5tC}.
B) DATA chunkJt peer2 &&E®™, endpoint= peer2 rwndZ2%H chunk? data
sizeS ML}

C) DATA chunk?t &S 2 fol mark& ™, rwnd0l 2 chunk® data 3J|2t2 H &L,

D) SACKJI & &5tH, endpoint= Ch33t 20| 4= &i5HC}.

i) 2t Cumulative TSN AckJt Cumulative TSN Ack Point2Ct 22 ™, SACKE
dropstCt. Cumulative TSN Ack Jt ©&3l SIt6td U2 ™, Cumulative TSN
AckJt Cumulative TSN Ack Point2(C} &#& SACK= out-of-order SACKE
Jtel2ICt

ii) Cumulative TSN Ack? Gap Ack BlockE XzI&t & rwndE MEH #4&IE
a_rwnd OlA OF& XM2IZ Xl &2 HIOIE £=0t3 ¥ gty 2= HFEHC.

iii) 2tk SACKOIl Gap Ack BlockE Sd &0l acknowledge& & TSNO| it M U

CtH, THES IS8t DATA chunk?t 2XI& &% mark$stCh.
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7. Sample Application

SctplibE AtE8 SE2ZZ2

sCTR A
[Azsacialion)

sctp  MBOl EH6H 2209 EE IAOO0IEH S4UOolHE 22 Gl
association0l A multi-streaming2 d&EE2 2=Ch M usb-cam cameraZ £H
BEHOIRE 9&2 08 stream2 AS2 B0 OI0A2RH 20t =0l= OO0IH= 34
AEYE AME0tH HMES 2H UL

==
=]

P
=

o 2

Cplsctp.lib
Sctpserver.exe
Sctpclient.exe

S =2 xpllAe 2o JI2dez2 48 Z o JAJ0 eaEs HED AHS
ZH0IHEE S AHE usbItBietet 00120 2 RIIIH 222 BXE HE =
NHE A8 = AZ HES 2% AtHe & &t Sct0IHENAMdE AA20AH SEX
addressE &&dll =0t t=0 destination_address=" MHFTA" 0l &8 &t0 CHAl
oY = 85 ¥ sdotH A &A=sg 20IC0
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