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1. SCTP 43! QIHIOIA AJH

Ol Z20lA= SCTP 23U QIE{HIOIA0 CHol 2t=fol &0t=Ch SCTP 430 APIS| £HE M D= Al
JHX S5 JIE 430 API2S| S&d = A2 one-to-many ¥ one-to-one AEHY CIEHIOIA XSO0l
Ct.

1.1. One-to-many AELY OIE{HIO|A

One-to-many 2/E{HOlA= UDP 230t HI<okH 23 GHUE 042l SCTP AssociationE Xclg == U
Ct. OIRE ME0IH MH Z2AAIN Z2NAU MY ES 0 I MH06HA 20t 22 220I¢E

of A& XNgd MHlAS RES XMalg == UM =

One-to-many 2/E{HOIAS AMESHI] fIiME CSY 22 2oz A3Ns MASH
v' sd = socket( PF_INET, SOCK_SEQPACKET, IPPROTO_SCTP );
v' sd = socket( PF_INET6, SOCK_SEQPACKET, IPPROTO_SCTP );
olZ Al Aoéj = A2 JIEN AIBREHE 2E A3 APIBP M2 HZ2&= SCTP &2 APIEE one-to-
many AEEZ ALEE £ ULH F, listent bindE HE = acceptE =T Ze 10/ 0] A8k It
4= QUCH MetM A Z21o ZEE H =3} olHAl,

AN 0 2c0lHE} SEs &

TZMAL 286lE

ot X2+ one-to-many AEtE 2 JIES2 MH 582 ZE=E +=doll0F ol HEE JtALL JAJ| W20
t

JIES] TCPEES one-to-many AEF&S SCTP S22 MEtote Uil FotHel =501 E0tCh

1.2. One-to-one AEFY CIFHH O] A

One-to-one QA EHOIAE= TCP A3 H|=x=g ZUSZ AHAZ X&s AMHIASE £8&HCH =, 6tLIY
A30| StLE2] SCTP Association Bt2 HIHE &= QUL SCTP 431 APIJF JIE2Q| 43l APISS 2273l
X256t TH20l one-to-one QIEHOIAZS AIZE5IH JIZES TCP REEE HO #=HoIX LD
SCTPZ & &H0| JbsalCt.
One-to-one CIE{HIOIAE AIEolD| RlolAhe CISY 22 Yoz A3s M.

v' sd = socket( PF_INET, SOCK_STREAM, IPPROTO_SCTP );

v' sd = socket( PF_INET6, SOCK_STREAM, IPPROTO_SCTP );

ottt JIE2l TCP

A3 MHE 22 201 SCTPZ &l= 211 netinet/sctp.hE includedts A2 M2
S ZOYOE CAl =351 SCTPZ Matsh &= QU = Ch
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v AH =

OS: d &3t 2lsA 9.0

34g:  2.6.8.1 (SCTP Built-in)

==

Apache 1.3.33, Iksctp-2.6.10-1.0.2

Hg:  2.6.10 (SCTP Built-in)
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88: Mozilla 1.7.8, Iksctp-2.6.10-1.0.2
2.1.1. SCTP =& 43}
SCTPE AIE35H)| fIdid=E JI2&822 2lsA HE 2.6 0/&a2 HEOl 2 R06HCH elsA HESE M2
AUt s ot SCTP 2@ 2 &2 Built-inotHLE (0 2% IPv6 22 Built-in oi0F &) modprobe
HHCZ SCTP Z=2 HIZ20 =EoHH 2IsAHM SCTPE AtE2E = UL OS = 1 2 SCTP
2= Built-in2 gt HE @2 BEHEC
¥ 1.SCTP 2¥F Built-in & 93 AY ¥4
Device Drivers ———> Networking options ———>
[ 1 Networking support ——> L
Networking options ———>
= SCTP Configuration (EXPER ...) ——
<> The SCTP Protocol (EXPER ...)

<#> The IPv6 protocol (EXPER ... ) [*] SCTP: Debug messages

[*] IPv6: Privacy Extensions ... [*] SCTP: Debug object counts

g IPv6: All transformat ion SCTP: Cookie HNAC Algorithm

<> IPv6: ESP transformation

<> IPv6: IPComp transformation
<> IPv6: IPv6-in—IPv6 tunnel
2.1.2. lksctp-tools A 3]
£et SCTP 88 Y= A= Ilksctp-toolsIt ZR0GtCE. &I lksctp-tools2| Z&HEE Iksctp-

Z 0l Kl (http://Iksctp.sourceforge.net) A 2 s THIXIE

= g2 A
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QUCH.  Iksctp-tools® & XI&
lusr/local2 JI2d3 22 &Xl
SCTP2| K& HEE & =

2 US ttotexz Metstth Ot AAS HMYSIH S XIcH
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EICh SCTP 2& &43t2 Iksctp-toolsE & XIJF Z2UH, T+32
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v" $ checksctp
SCTP supported

lksctp-toolsOl= & JHXl &8 ZZ0l MIEZ=0 0 S2A0AM Ot 28 BEI =2 A2

withsctpOICt. withsctpi= DL 2lOIEdi2IE ME0IH 228 Z=Z 182 socket() SZ= overriding otd
SOCK_STREAMS Z MAHAIZl 2E A3 S one-to-one AEILC SCTP A3Mo=Z MMl == 0|0

=, withsctpE AtE0IH TCP S8 DEE =80
withsctpll LR X = MF5HCE withsctpll AIEEIS TS 2L
v $ withsctp sshd
$ withsctp ssh localhost

2.1.3. HTTP AH = S| E A

ol HAEN AtEE HTTP A %2 Z22t0/HE= Apache 1.3.33 It Mozilla 1.7.8 OIC. 22t 34
SHOIXIOAM 20tA & XISHC. ( http://www.apache.org, http://www.mozilla.org )

Apache 1.3.33 HHM 2 DSO(Dynamic Shared Object)2 AtE S Ctst &
2= 280 22 httpdet= Hi0IH2IZ2 EEL = R0I0H, JI& &X BZ= /usr/local/apacheOlCt.
ol Agiide 28t 22 sE2=2 ZYol= DSOE AIEI}CH HFE2 U289 AJEEE

ot A LCh.

>

| -0l ULt Jl= 482
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#! /bin/sh

.Jconfigure --enable-access=shared --enable-auth=shared W
--enable-include=shared --enable-log_config=shared W
--enable-env=shared --enable-setenvif=shared W
--enable-mime=shared --enable-status=shared W
--enable-autoindex=shared--enable-asis=shared W
--enable-cgi=shared --enable-negotiation=shared W
--enable-dir=shared --enable-imap=shared W

--enable-actions=shared --enable-userdir=shared W
--enable-alias=shared

{usr/local/apache) i

Jconfigure =, make, make installE +=&dotH X&& &X ClAE(0] BR=
Cst 22 2 = UL

Apache AMHHIt &Xl = Ch. /usr/local/apache/bin/httpd | S22

v $ lusr/local/apache/bin/httpd -I
Compiled-in modules:

http_core.c

mod_so.c
Mozilla®l & Xl= Mozila 34 EHOIXIHA H3ots dHioldel X8 AASICHL AA EX=s UR
22 SE2Z Jconfigure KX S&EGHD, 2= Al2tE 20| ALECH otk AA HXE St
ACHH Mozilla Build Configurator (http://webtools.mozilla.org/build/config.cgi)S O0I&StCt. 2lSA WA
goldelel AXl= Zst ms 8ot &0t 1 JAdcte 22 SI1H Z0ICH 0ol HAEO
MBSt Mozilla= GTK2+ =2 AI256t= mozilla-i686-pc-linux-gnu-1.7.8-gtk2+xft.tar.gzO|Ct. 0] HE

lusr/local/mozilla-gtk2 & 2==2 Z0H M AIE0HCH


http://www.apache.org/
http://www.mozilla.org/
http://webtools.mozilla.org/build/config.cgi

2.2. withsctpE AtE8t HTTP over SCTP

Ol Z0l= withsctpE AtE06t0 Apache AMH{ 2t Mozilla 22H0IHESl S&IS SCTP &l 0IA +=2ol
=Ch & Z2UA AJHst HAE &30l #5001 ZH OS50 &2 2dst dH2Z HTTP / SCTP
SE= HAEZ = UL

22.1. HTTP A8 & Zgo|AE A3y

v AHdH =F
# cd /usr/local/apache < Apachelt &XIE Ce&ECZ2 0l
# withsctp bin/apachectl start < withsctpE AtE St Apache MHHS| &
/usr/local/apache/bin/apachectl start: httpd started
# cat logs/httpd.pid < 22 TIZ2MNAS ZZ2MA AEX} =0l
5767
v  220IgE &
$ cd /usr/local/mozilla-gtk2 < Mozilladt dXIE ClAELlz 0ls
$ withsctp ./mozilla & withsctpE AFEE Mozilla 22t0(HEQ AlEH

2.2.2. HTTP/SCTP ¥&9 X243 74X

OlMl & ZHOAN HHst YUz &3S Apache MBI2F Mozilla 2ci0|HEIS S4Al Z2E AH
=Ct. stH=2 withsctpE AIE8t SCTP S4l=2 oI 1D, sHES withsctpE AMESHA 210 TCP
S&ES SEGIRAUCH. HH2 Z0Iel2  http:/protocol.knu.ac.krO| X|2F SCTPE AtE8&H Z22i0IHEQ)
Z2= DNSZ=RH FEE 2= = Ul et W20 & JEcAR2HEU Ao IP =AE &F
220t =HooF TIXICt HOlA /etc/hosts L2 0l protocol.knu.ackrl P F=AE cpl HEGHH
http:://cpl/2 &=0tACH CHS2 1 Z1 S0|Ch

g 1 2 HTTP/TCP2H HTTP/SCTP S4I0 ArEE TH

AtZst SCTP S4I0] TCP SAEL &3 O B2 W2 =5 LUAIRULH

P
1o
1>
i
o=
EJ
o
fol

FHOICt. withsctpS

Ethereal: Capture from ethQ

Captured Packets

Total 252 % of total

SCTP 135 ] 53 6%
TCP 117 [ | 46.4%
UDP 0 0.0%
IChIP 0 0.0%
ARP 0 0.0%
OSPF 0 0.0%
GRE 0 0.0%
NetBIOS 0 0.0%
|PX 0 0.0%
VINES 0 0.0%
Other 0 0.0%
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- T3 2™ 2
& 2 = withsctpE AtESt SCTP Sdo ZIUE LUEtWHCE. 4-Way Handshaking Ol=
SHOIHEN AN H&EE E=2 DATA IH2!0| HtZ2 HTTP2l GET OIAIXIOICE OFE DHX]
Z 30| SCTP2l DATA IH2!l A9l SHC ZZ2EEZ 2A40tA Xotl] Sh=dl
AlStd UXICH HTTP S¢&l2 |85 =8 &2 2 = UL

C

File Edit View Go

Capture  Analyz,

e GStatistics Help

O @ x®

SRes0FE QAE BDOHEX

v
@E\Iter: l L' + Expression... | %glear‘ o apply‘
No. - | Time ‘ Source | Destination ;r:Port‘ )stPort| ’rotacol | Info
- . e . ) TS Ty

118 87.420989 155.230.24.155 155.230.24.83 32803 80 SCTP INIT

119 87.421357 155.230.24.83 155.230.24.155 80 32803 SCTP INIT_ACK

120 87.425170 155.230.24.155 155.230.24.83 32802 80 SCTP COOKIE ECHO

121 87.425447 155.230 155.230.24.155 80 32803 SCTP COOKIE_ACK

. 428433 80 32803
124 87.429418 =c] 32803 SCTP
125 87.429501 32803 80 SCTP

DATA
SACK

b Frame 122 (438 bytes on wire, 438 bytes captured)
b Ethernet II, Src: 00:0e:2e:24:37:5f,

p Internet Protocol, Src Addr:

3

Dst: 00:00:f0:90:d5:2
155.230.24.155 (155.230.24.155),
Stream Control Transmission Protocol, Src Port: 32803 (32803),

Dst Addr: 155.230.24.83 (155.230.24.83
Dst Port: 80 (80)

Data (data), 374 bytes

| P eszD: 282N 0

2. HTTP/SCTP #HR A=A 34

g 3 2 withsctpE AIE0SHAl &2 TCP S&l2| ZU0ICH HTTP S4l0| daX2=Z 0|R0HES &
ULH %= gcl OIHeIEUHAMAE TCP SAlS AIEcts 28 Z2ESS 240N HAloH =1

A

File Edit View Go Capture Analyze Statistics Help

< -

xWE Qe DFL QAQQ WHH X

23R

@E\Iter I b Expression.. |%g\ear| o Apply‘

No. . | Time | Source | Destination | srePort ‘ )stF’urt‘ >rotocol | Info
1 0.000000 155.230.24.155 155.230.24.83 40119 www TCP 40119 > www [SYN] Seq=0 Ac
2 0.000175 155.230.24.83 155.230.24.155 Wl 40119 TCP www > 40119 [SYN, ACK] Seq
3 0.000199 155.230.24.155 155.230.24.83 40119 wew TCP 40119 = www [ACK] Seg=1 Ac
S5 0.000557 155.230.24.83 155.230.24.155 W 40118 TCP www > 40119 [ACK] Seq=1 Ac
6 0.001562 155.230.24.83 155.230.24.155 W 40118 HITP HTTP/1.1 200 0K (text/html
7 0.001592 155.230.24.155 155.230.24.83 40119 www TCP 40119 = www [ACK] Seq=375
8 0.001613 155.230.24.83 155.230.24.155 W 40119 HITP Continuation or non-HITP t
G A ANTR2? 155 230 24 155 155 24 82 40119 wmwnw  TCD 4M1G > we [60K] San=375 |

[

b Frame 4 (440 bytes
p Ethernet II, Src:
b Internet Protocol, Src Addr:

on wire, 440 bytes captured)
00:0e:2e:24:37:5f,

Dst: 00:00:f0:90:d5:f2
155.230.24.155 (155.230.24.155),
P Transmission Control Protocol, Src Port: 40118 (40119),

Dst Addr:
Dst Port: www (80),

155.230.24.83 (155.230.24.83
Seq: 1, Ack: 1, Len: 374

Hypertext Transfer Protocol (http) 3?4 bytes

P 147 0 117 K2 O

1% 3.HTTP/TCP #H 73X &4
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